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Milestones of adversarial training frameworks (2014-2019)

FGSM-AT
Seminal work of AT

(Goodfellow et al. 2014)

BIM-AT
Can defend multi-step attacks

(Kurakin et al. 2016)

PGD-AT
Propose min-max framework for AT

(Madry et al. 2018)

TRADES
Winner of NeurIPS 2019 Adversarial Competition

(Zhang et al. 2019)



What happened in 2020?

Rice et al. (ICML 2020) find that simply early stopping the training
process of PGD-AT can attain the gains from almost all the previously
proposed improvements, including the state-of-the-art TRADES.

• TRADES also applied early stopping
by decaying learning rate at 75th
epoch and used the checkpoint of
76th epoch.

(From Rice et al.)
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Gowal et al. (2020) find that TRADES actually performs better than PGD-AT

(From Gowal et al.)



What happened in 2020?
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Paradox???
Zhang et al. (2018): TRADES performs better than PGD-AT
Rice et al. (2020): PGD-AT performs better than TRADES
Gowal et al. (2020): TRADES performs better than PGD-AT



Who is wrong? Nobody

Zhang et al. (2018):
TRADES (weight decay 2×10!") 
PGD-AT (weight decay 2×10!") 

Rice et al. (2020):
TRADES (weight decay 2×10!") 
PGD-AT (weight decay 5×10!") 

Gowal et al. (2020):
TRADES (weight decay 5×10!") 
PGD-AT (weight decay 5×10!") 

Slightly different values of
weight decay can lead to
largely different conclusions
in the adversarial setting!

Overlooked training settings
could affect our evaluations
on the defenses, especially
in public benchmarks.



Training settings in previous work are highly inconsistent



• Early stopping adversarial intensity
• Warmup w.r.t. learning rate or perturbation
• Batch size
• Mode for batch normalization when computing PGD
• Label smoothing
• Optimizer
• Weight decay
• Model architecture
• Activation function

What we investigate

Details can be found in our paper



Takeaways

• Adversarial training is more sensitive to these usually overlooked 
hyperparameters, compared to standard training.

• Standardize the basic training setting enables fairer benchmarks.



Thanks

Code: https://github.com/P2333/Bag-of-Tricks-for-AT


