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• A common hard-label attack framework:

1. Find an initialization adversarial image

2. Project it into the decision boundary

3. Update it along the boundary to reduce the

distortion from the clean image

Motivation



Motivation

• Update step: jump by distance !, then project into the boundary
• the update direction matters

Question: Can we learn the quality of an update direction?
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Policy-Driven Attack

• Cast the hard-label attack problem into a reinforcement learning task:

• Environment: the victim model

• State: current adversarial image

• Agent: the attacker

• Action: search direction

• Reward: a scalar which assesses the quality of a given search direction



Policy-Driven Attack

• Query-efficient reward assignment mechanism:

1. Determine distortion baseline level and

2. Jump along the direction by distance

3. Project resulted image into and then check if they are still adversarial

4. If both, reward is 2; if only , reward is 1; if neither, reward is 0
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Policy-Driven Attack

• Policy network:

• Input: current adversarial image, label, target label; output: direction

• U-Nets and Auto-Encoders do not provide the best performance in this task

• Our design: Use the gradient (C&W loss w.r.t input) of an internal classifier:
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Policy-Driven Attack

• Overall view:

• (Optional) Pre-train the policy network using previous attack trajectories

• When attacking an image, in each iteration:

• The agent submits predicted directions as actions to the environment

• The environment assigns a reward to each action, and update the adversarial image

• Fine-tune the policy network using one-step REINFORCE



Empirical Results



Empirical Results



Empirical Results



Empirical Results



Thanks


