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Intrinsic Robustness [Mahloujifar+, 2019]

<latexit sha1_base64="x4dZ/w2nHYZxe+UoW9OF4YuePyc=">AAACCnicbVDLSgNBEJyNrxhfqx69jAYhuYRdCepFCIjgMYp5QHYJs5PZZMjsg5leMSw5e/FXvHhQxKtf4M2/cZLsQRMLGoqqbrq7vFhwBZb1beSWlldW1/LrhY3Nre0dc3evqaJEUtagkYhk2yOKCR6yBnAQrB1LRgJPsJY3vJz4rXsmFY/COxjFzA1IP+Q+pwS01DUPHWAPkN5yNRyX/DK+wE6QlJyAwIASkV6Ny12zaFWsKfAisTNSRBnqXfPL6UU0CVgIVBClOrYVg5sSCZwKNi44iWIxoUPSZx1NQxIw5abTV8b4WCs97EdSVwh4qv6eSEmg1CjwdOfkRjXvTcT/vE4C/rmb8jBOgIV0tshPBIYIT3LBPS4ZBTHShFDJ9a2YDogkFHR6BR2CPf/yImmeVOzTinVTLdaqWRx5dICOUAnZ6AzV0DWqowai6BE9o1f0ZjwZL8a78TFrzRnZzD76A+PzBxeomdQ=</latexit>

Risk(f) = µ(E)
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Concentration Problem
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Previous works ignore labels
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Concentration Problem
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Labels Matter for Intrinsic Robustness

Concentration Problem
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Labels Matter for Intrinsic Robustness

Concentration Problem

Inputs around the boundary
should be more likely to be error  
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Formalizing Label Uncertainty

original CIFAR-10 label

CIFAR-10H soft human labels [Peterson+, 2019]
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1� [⌘(x)]c(x) + max
y0 6=c(x)

[⌘(x)]y0

label distribution ground-truth classifier

Capture data intrinsic uncertainty 
with respect to label assignment
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Formalizing Label Uncertainty
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1� [⌘(x)]c(x) + max
y0 6=c(x)

[⌘(x)]y0

label distribution ground-truth classifier

Capture data intrinsic uncertainty 
with respect to label assignment

Do errors of machine learning classifiers 
also have high label uncertainty? 
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random sampled subsets

constrain label uncertainty for 
measuring concentration

strong correlation

Most Errors in High-Uncertainty Regions

adversarially-trained models

standard-trained models
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Concentration with label uncertainty
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LU(E(f)) � �

classifiers with large error region 
label uncertainty 

subsets with high 
label uncertainty
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imperfect risk

uncertain inputs

concentration
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Cause of Vulnerability

Understanding the Cause of Vulnerability

RobustBench models
[Croce+, 2021]
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1� Risk

more fundamental! 

CIFAR-10 dataset
(        ,                      )

<latexit sha1_base64="ALi9aXCuOIxvz/yBcdIcahpEQjY=">AAAB+XicbVBNSwMxEM36WevXqkcvwSJ4qrvFai9C0YvHCvYD2qVk02kbmk2WJFsoS/+JFw+KePWfePPfmLZ70NYHA4/3ZpiZF8acaeN5387a+sbm1nZuJ7+7t39w6B4dN7RMFIU6lVyqVkg0cCagbpjh0IoVkCjk0AxH9zO/OQalmRRPZhJDEJGBYH1GibFS13U7EGvGpcC3uHJZKpe7bsErenPgVeJnpIAy1LruV6cnaRKBMJQTrdu+F5sgJcowymGa7yQaYkJHZABtSwWJQAfp/PIpPrdKD/elsiUMnqu/J1ISaT2JQtsZETPUy95M/M9rJ6ZfCVIm4sSAoItF/YRjI/EsBtxjCqjhE0sIVczeiumQKEKNDStvQ/CXX14ljVLRvy56j1eF6l0WRw6dojN0gXx0g6roAdVQHVE0Rs/oFb05qfPivDsfi9Y1J5s5QX/gfP4AU/OSJg==</latexit>

✏ = 8/255
<latexit sha1_base64="L+7tVs87jrGkGK1e1GiRYm2ZcBw=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0lE1GPRi8cK9gOSUDbbTbt0sxt2J0II/RlePCji1V/jzX/jts1BWx8MPN6bYWZelApuwHW/ncra+sbmVnW7trO7t39QPzzqGpVpyjpUCaX7ETFMcMk6wEGwfqoZSSLBetHkbub3npg2XMlHyFMWJmQkecwpASv5ARNiEHAZQz6oN9ymOwdeJV5JGqhEe1D/CoaKZgmTQAUxxvfcFMKCaOBUsGktyAxLCZ2QEfMtlSRhJizmJ0/xmVWGOFbalgQ8V39PFCQxJk8i25kQGJtlbyb+5/kZxDdhwWWaAZN0sSjOBAaFZ//jIdeMgsgtIVRzeyumY6IJBZtSzYbgLb+8SroXTe+q6T5cNlq3ZRxVdIJO0Tny0DVqoXvURh1EkULP6BW9OeC8OO/Ox6K14pQzx+gPnM8fiF6Raw==</latexit>

`1



Thank you for listening!

Understanding Intrinsic Robustness 
using Label Uncertainty

Summary: Standard concentration        
is not sufficient; the label matters.

Xiao Zhang David Evans

Code Repo: github.com/xiaozhanguva/intrinsic_rob_lu

Email: shawn@virginia.edu


