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Clean Sample

Poisoned éérﬁbfé o
e One of the major Training TIME attack
e Normally done via data poisoning

e Imperceptible, hard to detect

e Could result sever consequences
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*Results evaluated on CIFAR-10 and GTSRB with eleven different attacks 4
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(1) A minimax formulation.

® We formulate backdoor removal as a minimax problem

Unlearn the universal pattern

A
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0" = argmin max H(J,0) L(fo(x; +9),y;
S I8ll<0s Z (oli +0), i)
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Identifying a universal pattern
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(1) A minimax formulation.

N Encompasses other defenses.
® We formulate backdoor removal as a problem
O Naive solution is erratic!

Unlearn the universal pattern
A
|

|
0" = argmin max H(J,0) L(fo(x; +9
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(2) An advanced solution.

® We proposed an accurate and effective solution with implicit hypergradient.

0" = argmin max H(J,0) g L(fo af;z+5) Yi)
o\ SII<Cs
\ P / |
\\ P |
\ » \
\ response Jacobian  ivo grad. of §
< e

V(0) = Vo.H(8(0),0)+ (V)" ViH(5(9),0)

hypergrad. of 0 direct grad. of @ indirect grad. of 6




(2) An advanced solution.

® We proposed an accurate and effective solution with implicit hypergradient.

1 n
0* = argmin max H(9,60) = — L(fo(x; +96),vy;
gmin max (6,0) n; (fol /I)y)
\ F= 7’ Difficult to compute!

direct grad. of §

1H(5(9),0)

Vy(0) = VyH(5(0),0)
| . ~ Z

hypergrad. of 0 direct grad. of @ indirect grad. of 6




(2) An advanced solution.

® We proposed an accurate and effective solution with implicit hypergradient.

response Jacobian i ect grad. of &

LN

Vy(0) = V2H(5(6),60)+ (V§6))" ViH(5(6),6)
- Ne——— % P T : d
hypergrad. of 6 direct grad. (zt 0 P indirect grad. of € Easily approached by

QO iterative solvers!
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V(0) = — (V2H(8(6),0)) V2 ,H(8(6),0)




(2) An advanced solution.

® We proposed an accurate and effective solution with implicit hypergradient.

response Jacobian i ect grad. of &

V(6) = VoH(50),0)+ (V8(6) ViH(3(6).0)
. ~ _ ot L

)
~—

hypergrad. of 6 direct ;r;d. :;'00(\ P 7/ indirect grad. of € Easily approached by
\VaRd
,O iterative solvers!
H@E),0=0 -
S (
| — \ -
Vi6) = (Vi (5(6),6)) V2, H(3(6),6) Superted by popuiar )
o O frameworks on GPUs!
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e Theorem 1. Convergence guarantee of the solution

“V”(;)‘(Bl) — V!ﬁ(@)” < C(BiaﬂH: LH: .51.9,»(3219,-:7?1-3.17?2._3.)
\ )

Theoretical L
Lipschitz coefficients
“Ighllgnts e Theorem 2-3: Generalization guarantee of the formulation

o Linear Models:

Pr | arg max [0(x + 6);] # y| < R,(8) +C(Cy, Cs,x,n, &)
j

o) Néural Networks:

-

Pr al'gmax [9(-17 + 5);] # y <_: R-‘;(ﬁ] + C{I"Va CJ& XsTby 8, 0, ‘E)

- - y

Lipschitz coefficients of non-linear layers
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(@ General and Robust defense effects

No Defense NC DI TABOR FP NAD DpP I-BAU(Ours)
Attack ACC ASR || ACC ASR | ACC ASR | ACC ASR | ACC  ASR | ACC ASR | ACC ASR || ACC ASR
BadNets 8494 9828 || 83.42 876 | 82.12 4850 | 83.78 8.12 | 8222 96.66 | 78.72 11.66 | 11.08 21.77 || 83.35 12.30
Blend 84.82 9978 || 83.08 3396 | 81.84 5262 | 83.42 2126 | 81.24 89.78 | 77.48 13.02 | 11.68 13.72 || 82.30 12.96
lg Inv 8536 100 83.02 878 | 8340 29.1 | 8227 8.6 | 82.18 100 | 65.08 722 | 1248 2522 | 84.08 9.54
Iy v 85.26 100 80.68 8.08 | 8246 7.82 [ 80.30 11.64 | 81.50 98.94 | 43.18 1256 | 11.58 20.57 || 83.48 748
Smooth 85.34 99.24 || 83.72 46.88 | 83.32 61.82 | 84.14 4594 | 82.66 9.44 | 77.22 5438 | 10.70 28.14 |[ 83.46 18.30
Trojan SQ 8476 99.66 || 81.30 8.02 | 83.14 694 | 81.38 7.06 | 8234 9950 | 51.86 784 | 10,70 18.26 || 83.18 9.82
Trojan WM | 84.92 9996 [| 81.76 6.02 | 82.88 7.24 | B2.60 4926 | 81.64 99.88 | 56.84 0.82 | 1521 3289 | 83.58 342
All to all 86.38 85.02 || 85.38 82.88 | 84.74 56.38 X X 8448 6646 | 7570 234 | 1480 1093 || 80.34 10.46

Table 1: Results on CIFAR-10, one-trigger cases. CIFAR-10’s ACC 1s sensitive to fine-tuning and [-BAU; we
compare I-BAU when 1t drops similar ACCs amount to the most effective method. X - no detected trigger.
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(@ General and Robust defense effects

No Declensce TABOR P NAD DP I-BAU(Ours)
Attack ACC ASR || ACC ASR | ACC ASR | ACC ASR | ACC ASR || ACC ASR
BadNets 07.60 90.18 | 98.00 4.16 | 99.34 60.10 | 15.10 9008 | 646 100 || 99.38 3.32
Blend 07.44 9991 || 99.09 33.32 [ 9952 69.66 | 47.71 1848 | 570 100 || 98.89 5.01
I, inv 97.72 100 | 9880 0.47 [ 99417 7486 | 17.41 ~ 120 | 7.40 8823 || 9924 0.42
I5 inv 9757 9001 | 9851 0.41 | 9953 4046 | 1550 1.16 | 546 100 || 97.75 045
Smooth 9787 0080 | 9862 047 | 9955 47.75 | 1006 0.70 | 594 9558 || 9896 0.22
Trojan SQ | 98.12 9908 || 99.06 5.70 [ 9948 7596 | 2331 1468 | 551 100 | 99.04 5.11
Trojan WM | 97.84 100 || 98.63 540 [ 9945 69.82 | 11.16 13.62 | 570 100 || 99.44 255
Al to all 07.10 9542 || 98.63 47.07 | 9945 67.34 | 2553 042 | 587 570 || 99.13 0.04

Table 2: Results on GTSRB, one-trigger cases. [-BAU’s results shown here were obtained after 100 rounds of
[-BAU. For that, Neural Cleanse, Deppinspect, and TABOR are from the same line of work, so we here only
compare the result with the most state-of-art method in this category, TABOR.
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No Def. NC D1 TABOR FpP NAD DP Ours*

ACC 85.96 X 83.74 84.04 83.42 71.38 11.18 77.44

avg. ASR 98.37 X 30.37 40.68 73.18 10.93 12.83 12.96

o Trojan WM: = 9 99.92 x 9.68 28.02 99.7 18.38 13.40) 11.48
; Trojan SQ: = 2 99.42 X 13.78 19.56 99.36 11.94 2.58 10.80
< | & BadNets: = 0 94.5 X 72.6 9.16 9.56 13.32 6.94 18.64
E Z Smooth: = 1 97.08 X 30.58 89.70 9.32 8.38 6.28 15.22
= | Blend: = 3 98.12 x 48.84 50.84 96.14 8.46 27.98 18.24

Iy 1nv: = 4 100 X 23.78 80.96 99.88 9.88 18.02 9.46

Iy 1nv: =5 99.54 X 13.34 6.52 98.32 6.16 14.62 6.92

ACC 97.18 68.72 99.33 76.38 99.36 10.83 6.17 99.09

avg. ASR 99.37 10.87 71.21 11.89 9.38 11.59 42.86 4.18

Trojan WM: = 9 99.49 4.00 3.60 3.86 1.56 6.61 100 1.78

m Trojan SQ: = 2 99.59 279 6.26 2.33 0.12 4.14 0 5.68
e & BadNets: = 0 98.19 6.61 0.47 10.29 14.09 4.79 0 0.72
= | @ | Smooth: = 1 99.89 8.56 6.92 15.28 10.05 2.83 100 5.65
O | < [ 'Blend: = 3 99.15 46.89 22.66 4591 29.69 41.54 100 3.76
Ipinv: = 4 100 1.31 5.15 1.06 0.59 17.70 0 5.25

Iz inv: = 5 99.33 5.94 5.43 4.52 9.60 3.52 0 6.46

Table 3: Results for 7-trigger-7-target cases. X marks no trigger was detected. *Here, ASR results on CIFAR-
10 are provided when the model attained an ACC similar to that of NAD (the only effective one on CIFAR-10).
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(@ General and Robust defense effects

(2) stable performance
-+~ Naive ACC -+~ |-BAU ACC
-+- Naive ASR  -=- I-BAU ASR
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Figure 1: Comparison of Naive
and [-BAU. I[-BAU’s perfor-

mance 1s more stable.




(@ General and Robust defense effects

(2) stable performance

@ Insensitive to poisoning rate

poison ratio | Results | No Def. NC DI TABOR FP NAD Dp Ours
5.0% ACC 86.58 83.14 78.63 x 83.16 79‘14 36.80 84.76

o ASR 9988 5.58 10.40 X 99.72 6.34 96.84 9.78
0.5% ACC 86.42 84.16 83.56 x 84.72 80.92 39.92 83.22
ASR 08.58 12.9 20.22 * 93.78 28.6 61.27 13.08

Table 4: Results on CIFAR-10 (Trojan WM) with different poison ratios. x marks no trigger was detected.




(@ General and Robust defense effects
(2) stable performance

@ Insensitive to poisoning rate

(@) Effective even with low access to clean samples

# Clean Data | Results | No Def. NC DI TABOR FP NAD Ours
1 500 ACC 84.92 ?8.35‘ 80.63 20.23 81.36 46.8 82.21

” ASR 99.96 6.53 10.07 33.40 99 58 7.12 6.96

500 ACC 84.92 78.24 80.17 77.03 78.1 38.5 80.07
ASR 99.96 25.66 1.14 21.92 85.68 0.08 5.20

100 ACC 84.92 84.101 69.51 83.495 73.00 36. ]_4 76.9
ASR 99.96 99.92 1.12 99.687 97.80 5.76 4.00

Table 5: Results with different # of clean data on CIFAR-10 (Trojan WM).




(@ General and Robust defense effects

(2) stable performance

@ Insensitive to poisoning rate

(@) Effective even with low access to clean samples

@ Way more efficient than existing work of the art

CIFAR-T0 () | GISRB ()
NC 384.02 1864.96
DI 394.38 47221
TABOR 112331 3529.70
FP 4533 83.78
NAD 79.90 79.14
Ours 6.82 7.84

Table 6: Average time for de-
fenses to be effective on one-
trigger-one-target cases.
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We formulated backdoor removal as a minimax problem;
We proposed an advanced solution to the minimax with
implicit hypergradient;

We thoracically provided the convergence bound and the
generalization bounds;

We empirically achieved state-of-the-art generalizability and

efficiency in defeating multiple settings of backdoor attacks.
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