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How to Robustify ML Models?

• Empirical Defense:      Adversarial Training (Madry et al., 2018), TRADES (Zhang et al., 2019)

• CerFfied Defense:       Randomized Smoothing (Cohen et al., 2019),  Denoised Smoothing (Salman et al., 2020)



How to Robustify ML Models?

• Empirical Defense:      Adversarial Training (Madry et al., 2018), TRADES (Zhang et al., 2019)

• Certified Defense:       Randomized Smoothing (Cohen et al., 2019),  Denoised Smoothing (Salman et al., 2020)

[ RS ] [ DS ]



Black-Box Defense is not non-trivial.

𝐷! :    white-box denoiser with parameter 𝜃
𝑓 :    black-box predictor
𝑥 :    input
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Zeroth-Order Optimization for high-dimension variables
suffers high variance ⚠⚠⚠



Zeroth-Order AutoEncoder-based Denoised Smoothing
(ZO-AE-DS)



Experiment Result

Dataset:    CIFAR-10
Black-box classifier:    ResNet-110
White-box denoiser:    DnCNN

𝐹𝑂 :       First-Order optimization
𝑍𝑂 :       Zeroth-Order optimization
𝑅𝐺𝐸 :        Randomized Gradient Estimate
CGE       :        Coordinate-wise Gradient Estimate
𝑞 :        the number of queries

𝑅𝑆 :        Randomized Smoothing
𝐷𝑆 :        Denoised Smoothing
𝐴𝐸- 𝐷𝑆 :        AutoEncoder-based Denoised Smoothing

(Ours)

(White-box baseline) (Black-box baseline)



Also Checkout …
• Source Code: https://github.com/damon-demon/Black-Box-Defense

Summary

• Formulate the problem of black-box defense 
• Propose a novel black-box defense approach 
• Verify the effectiveness in the task of image classification and reconstruction
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