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Empirical Defense:

Certified Defense:

&

How to Robustify ML Models?

Adversarial Training (Madry et al., 2018), TRADES (Zhang et al., 2019)

Randomized Smoothing (Cohen et al., 2019), Denoised Smoothing (Salman et al., 2020)
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How to Robustify ML Models?

 Empirical Defense:  Adversarial Training (Madry et al., 2018), TRADES (Zhang et al., 2019)

» Certified Defense:  Randomized Smoothing (Cohen et al., 2019), Denoised Smoothing (Salman et al., 2020)
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Figure 1: Illustration of defense against adversarial attacks for
entirely black-box models.



Zeroth-Order Optimization for high-dimension variables
suffers high variance 1 1 1
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Robustification: R ( f(X))

Figure 2: DS-based black-box defense.

Dg : white-box denoiser with parameter 6
f : black-box predictor
X : input

_ dDo(x) df (z)

VoR(f(x)) 0 da

Black-Box Defense is not non-trivial.
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Randomized Gradient Estimate (RGE)
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Coordinate-wise Gradient Estimate (CGE)

G tlw) = ; [aw + m:) - “W%i] |

£(w) . black-box function

w : the d-dimension parameter

{u;3L, : qrandom vectors

u : step size, known as smoothing parameter
e; €ER? : ith elementary basis vector

(1 at the ith coordinate and Os elsewhere)

Z0
FO Gradient Gradient

Estimation
st

0 V2 (2) 1],y x)




" @

MICHIGAN STATE PTML

IIIIIIIIII

Zeroth-Order AutoEncoder-based Denoised Smoothing
(ZO-AE-DS)

----------------------------------------------------------------------

: A :

Ll G :

: 1 :
X * L .

: Do ' | {

White-box denoiser ! Black-box predictor | |

White-box b Black-box

----------------------------------------------------------------------

Figure 3: Model architecture for ZO-AE-DS.



Experiment Result B

MICHIGAN STATE (White-box baseline) (Black-box baseline) PTMIL

WE M

FO Z0O-DS Z0O-AE-DS (Ours)

; g=20 q=100 ¢=192 |g=20 g=100 ¢=192 ¢g=192
lyradiusr | RS FO-DS FO-AE-DS | popy "RGE) (RGE) | (RGE) (RGE) (RGE) (CGE)

0.00 (SA) | 76.44  71.80 75.07 1950 4138 4481 | 4272 5861 6313  72.23

0.25 60.64 51.74 59.12 3.89 18.05 19.16 29.57 40.96 45.69 54.87

0.50 41.19 30.22 38.50 0.60 4.78 5.06 17.85 24.28 27.84 35.50

0.75 21.11  11.87 18.18 0.03 0.32 0.30 8.52 9.45 10.89 16.37
Dataset: CIFAR-10 1.0
Black-box classifier: ResNet-110 = FOASDS

. . Z0O-AE-DS (RGE, q = 20)
White-box denoiser: DnCNN —— ZO-AE-DS (RGE, q = 100)
0.8 1 —— ZO-AE-DS (RGE, q = 192)
FO :  First-Order optimization > o ESISE'DS SRR =
Z0 . Zeroth-Order optimization g 0.6 - Z0-DS (RGE, q = 20)
RGE Randomized Gradient Estimate b o ;g:gz :Egi: 3 _ 182;
CGE Coordinate-wise Gradient Estimate 3 N
. £ 0.4~
q :  the number of queries 5 e
O
RS ; Randomized Smoothing 0.2
DS : Denoised Smoothing
AE-DS . AutoEncoder-based Denoised Smoothing i
(Ours) 0.0 0.5 1.0

/> radius
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 Formulate the problem of black-box defense
 Propose a novel black-box defense approach
e \Verify the effectiveness in the task of image classification and reconstruction

Also Checkout ...
e Source Code: https://qithub.com/damon-demon/Black-Box-Defense
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