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Introduction

Cooperative Multi-Agent Reinforcement Learning Algorithms
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How to design robust c-MARL algorithms against these uncertainties?




Introduction

BmHow to design robust c-MARL algorithms?
BProblem formulation
BOptimal equilibrium concept
MPractical algorithm

Contributions

* We theoretically formulate Byzantine adversaries in c-MARL as a
BARDec-POMDP, and concurrently pursues robustness and cooperation by
targeting an ex interim equilibrium.

« To achieve this equilibrium, we devise an actor-critic algorithm that ensures
almost sure convergence under certain conditions.

« Our method exhibits greater resilience against a broad spectrum of
adversaries on three c-MARL environments.



Methods

OProblem Formulation

* How to model this problem?
» Model uncertainty of attacker as type in Bayesian game

« Formulation: Bayesian Adversarial Robust Dec-POMDP

A

G = <N787690707A7PQ7P7R77>

« O €{0,1}: typespace Environment
« 0! = 0: agent is cooperative . P(stalse ar) -
« 0% = 1: agent is adversary ‘ .
) . Action Perturbation Agents
« P%: characterize attack'proc'ess | P4 (a,|a, 7, 6) at~?r(- o)
P (a]ar, 7, 0) = HieN ©'(-|Hy,0) - 0"
+o(@ —al)-(1—6Y Framework for our Defense



Methods

ClOptimal Solution: ex interim robust Markov perfect Bayesian equilibrium (RMPBE)
CIPrevious Solution: ex ante RMPBE

exante RMPBE:  (xP4((H), #F4(|H,0)) € argmaxEyp) | min Vy(s)|,

w(-|H) 7(-|H,0)

with Vo (s) = > zc 4 P*(@la, 7, 0) [Licp (@' [H)(R(s,8) + v Yo g P(s'|s, @) Vy(s")).

» Cannot balance equilibrium between robustness and cooperation

C1Our Solution: ex interim RMPBE

« Consistency: at each timestep, each agent update belief using Bayes’ rule
« Sequential Rationality: each policy maximizes value function under current belief

ex interim RMPBE: (X' (-|H,b), #E1(\|H.,0)) € ar(gél%)XEp(HIH) ﬁgl;pe) Vo(s))

Proposition 2.2 (Existence of RMPBE). Assume a BARDec-POMDP of finite agents, finite set of
state, observation and action space, agents use stationary policies, the type space © is a compact set,
then ex ante and ex interim mixed strategy robust Markov perfect Bayesian equilibrium exists.

Proposition 2.3. Under Assumption 2.3, given finite type space and the prior of each type is not zero,
as t — oo, mEI(.|H,, b;) weakly dominates w24 (-|H;) under the worst-case adversary.



Methods

OAlgorithms

 How to achieve this ex interim RMPBE?

* Value function update: Robust Harsanyi-Bellman equation

Q.(s,a,b') = max min R(s,a)+7 Z P(s'|s,a) Z p(O)|H™)

7(-|H.b) #(-|H.0) s e

@ |HLV.0)QL(s A b,

a’'cA

OQ function updated by Robust Harsanyi-Bellman equation converge to optimal value

* Policy Gradient Theorem: Update robust agent and adversary

V@- J?(O?) — ESNQ?(S),QNF¢1$(E|H,536) [(1 — 9"')Vlog i (OL?:|H?"7 b’i)Qf(.s,E, b?ﬂ ,

Vel (0) = By, y(alit gy | ~0' log s (' ' 0)Q1 (5.3, )|

OProvable convergence under two-timescale update



Experiments

H|s our EIR-MAPPO algorithm more robust?
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We achieve higher robustness under worst-case adversary, without harming cooperation

Unfocused
Fire

Bad Kiting

Unfocused
Swayed Fire 57
Allies :
(a) MADDPG/M3DDPG (b) MAPPO/RMAAC (c) EAR-MAPPO (d) EIR-MAPPO
We learn intricate micromanagement skills under attack, including kiting and focus fire in SMAC



Experiments

HIs EIR-MAPPO robust under various attack scenarios?

LBF 12x12-4p-3f-c SMAC 4m vs 3m
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EIR-MAPPO is robust against 11 unseen attacks, including non-oblivious
adversaries, random allies, observation-based attacks, and transfer-based attacks.
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