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Out-of-distribution (OOD) Problems

Distribution shifts between OOD and InD often drastically challenge
well-trained models.

Source (InD) Test (OOD)
Cartoon Photo Sketch
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Out-of-distribution (OOD) Problems

Existing studies tackling OOD mainly arise from two avenues:

(a) OOD Detection

Test Data Neural Network Results
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(b) OOD Generalization

Neural Network Correctness
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Neurons in OOD scenarios

In this work, we study OOD problems from a neuron perspective.
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Neuron State

Neurons can exhibit distinct activation patterns when exposed to InD and OOD!



How to characterize neuron states?

input data: x
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How to characterize neuron states?

input data: x
z = f(z)

f =
Network: v
F=fog. u neuron output: z

: '
i Relevance: ODku(u||p)
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p = softmaz(g(z))
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How to characterize neuron states?

Network:

F=fog

f =

g <

—~

input data: x

neuron output: z
*

P = softmax(gl(z))

prediction: p <

0z
Relevance: 8DKL(U‘ ’p)
0z

where u = [1/C,1/C,...,1/C] € RC



How to characterize neuron states?

f =
Network:
F=fog -

g <

input data: x

v
neuron output: z
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p = softmaz(g(z))
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Method: Neuron Activation Coverage (NAC)

Idea: Rarely-activated (covered) neurons by a training set can potentially
trigger undetected bugs during the test stage (Pei et al., 2017) .
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OOD Behavior

NAC models coverage area in
neuron activation space using InD
training data.

Upon receiving OOD data, neurons
tend to behave outside the
coverage area.



Method: Neuron Activation Coverage (NAC)

We derive NAC from the probability density function (PDF)
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Applications of NAC

In this work, we apply NAC to two OOD problems.
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i Idea: “higher NAC score” |
i ! i
i “fewer bugs (coming from InD)” !
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(More results are provided in our paper)

Experiments: OOD Detection

* NAC-UE outperforms 21 post-hoc detection methods on CIFAR-10,
CIAFR-100, and ImageNet benchmarks!

MINIST SVHN Textures Places365 Average
Method FPR95], AUROCt FPR95| AUROCtT FPR95] AUROCt FPR95| AUROCtT FPR95| AUROC?T

CIFAR-10 Benchmark
OpenMax 23.33+467  90.50+044  25.40+147  89.77+04s  31.50+405 89.58+060 38.52+227 88.631028 29.69+121  89.62+0.19

ODIN 23.83+123¢  95.24+196 68.61+0s2  84.58+077 67.70+11.06 86.94+226 70.36+696 85.07+124  57.62+424  87.96+061
MDS 27.304355  90.10+241 25964252 91.18+047  27.944420 92.69+106 47.67+ass  84.9012s54  32.224340 89.72+136
MDSEns 1.30+051 99.17+041 74341104 66.56+058  76.07+017  77.40+028 94.16+033 52.47+01s  61.47+048  73.90+027
RMDS 2149423  93.221080 23464148  91.841026 25251053 92231023 31.20+02s 91.5110m1 25351073  92.20+021
Gram 70.30+s896  72.64+23s  3391+1735  91.52+445  94.644271 62341827 90.49+193 60441341 72341673 T1.731320
ReAct 33.77+1800 92.81+303 502311598 89.124319 514241142 89.38+140 44204335  90.351078 4490483  90.42+141
VIM 18.36+142  94.761038  19.29+041  94.50+048 21.1441s3  95.15+034 41434217  89.49+030  25.05+052  93.48+024
KNN 20.05+136  94.26+038  22.60+126  92.67+030 24.06+0ss  93.16+024  30.38+063 91.77+023  24.27+040  92.96+0.4
ASH 70.00+1056 83.16+466 83.64+648 73461641 84.59+174 77454230  77.89+728  79.89+360  79.03+422  78.49+2s8
SHE 42224250 90.43+476  62.74+401  86.38+132  84.60+s530 81.57+121  76.36+532 82.89+122 66.48+s9s 85.32+143
GEN 23.00+775  93.83+214  28.144250  91.97106s  40.744661  90.141076  47.03+3220  89.46106s 34.73+158  91.35+060

NAC-UE 15.144260 94.86+136 14331120 96.05:1047  17.031050  95.641044  26.73+10s0 91.85:1028 18311092 94.60+050

CIFAR-100 Benchmark
OpenMax 53.82+474  76.01+130  53.20+178  82.07+153  56.12+191  80.56+000 54.85+142  79.29:+040 54.50+06s  79.48+041

ODIN 45944320  83.79+131  67.41i3ss  T4.541076  62.37+206  79.33+108  59.71+092  79.451026 58.86+079  79.281021
MDS 71.724204  67.47+081 67214600 70.68+640 70.49+248 762641069 79.61+034 63.15+049 72.26+156 69.39+139
MDSEns 2.83+086 98211078 82.57+258  53.76x163 84.9410s3  69.75+114  96.61+017 42271073  66.74+104  66.00+069
RMDS 52.05+628  79.74+249 51.65+36s 84.89+110 53994106 83.65+t0s51 53.57+043 83.40+046 52.81+063  82.92+042
Gram 53.534745  80.71x4a15  20.06+196 95551060 89.5142s¢  70.79+132  94.67+060 46.38+121 64.441237  73.36+108
ReAct 56.04+566  78.37+150 50411202  83.0l+097  55.0410s2  80.15+046 55.30+041  80.03x011  54.20+156  80.39+049
VIM 48.32+107  81.89+1020 46224546 83.14137m1  46.864220 85.91+073  61.57+077  75.85+037  50.74+100 81.70+062
KNN 48.58+467 82.36+152 51754312 84.15+100 53.56+232  83.66+0s3 60.70+103  79.431047 53.65+028 82.40+0.17
ASH 66.58+388  77.23+046 46.00+267 85.60+140 61.274274  80.721070 62.95+099 78.76x016 59.20+246 80.5810s6
SHE 58.78+270  76.76+107  59.15+761  80.97+398 73294322  73.64+128  65.24+008  76.30x0s51  64.124270 76.92+116
GEN 539245711 78.294205 55451276 81.41+1s0  61.23+140 78741081  56.25+101  80.28+027  56.71+1s0  79.68+075

NAC-UE 21974662 93.15+163 24.39+466 92.40+126  40.65+194  89.32+0s5s 73.57+116  73.05t06s 40.14+136  86.98+037




(More results are provided in our paper)

Experiments: OOD Detection

* The performance of NAC-UE positively correlates with the number of employed layers.

Layer Combinations CIFAR-10 CIFAR-100 ImageNet
Layer4 Layer3 Layer2 Layerl FPR95] AUROCtT FPR95| AUROCT FPR95| AUROCtT

23.50 93.21 85.84 58.37 26.89 94.57
21.32 94.35 44.92 85.25 23.51 95.05
18.50 94.46 39.96 86.94 22.69 95.23
v 18.31 94.60 40.14 86.98 22.49 95.29
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* OQurs neuron state z ® 6DKL/8Z is superior compared to other variants.
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(More results are provided in our paper)

Experiments: OOD Generalization

* A positive correlation between NAC-ME and model generalization ability (i.e., OOD test
performance) consistently holds.

Bithoiie Method VLCS PACS OfficeHome Terralnc Average
RC ACC RC ACC RC ACC RC ACC RC ACC
Oracle - 77.67 - 80.51 - 56.18 - 44.51 - 64.72

Validation 34.27 75.12 68.71 79.01 83.50 55.60 39.58 37.36 56.52 61.77

Regliceeld NAC-ME 5029  75.83 7416 7885 8491 5576 4042 3945 6245 6247
A (+16.02) (+0.71) (+5.45) (-0.16) (+1.41) (+0.16) (+0.84) (+2.09) (+5.93) (+0.70)
Oracle - 79.79 z 86.10 - 65.95 = 50.76 = 70.65

ResNet.so  Validation 3143 7770 5854 8457 6793 6504  37.07 4607 4874 6834
NAC-ME 2868 7641 6207 8528 69.16 6523 4016 4710  50.02 6851

A (275)  (-129) (+3.53) (+0.71) (+123) (+0.19) (+3.09) (+1.03) (+1.28) (+0.17)

Oracle - 79.11 - 71.99 - 61.44 - 41.29 - 63.46

Vit-t16 Validation 3795 7743 8934 6983 9871 6122 2271 3628 6218  61.19
NAC-ME 4959 7797 90.67 7099 9914 6126 2326 3669 6567 6173

A (+11.64) (+0.54) (+1.33) (+1.16) (+0.43) (+0.04) (+0.55) (+0.41) (+3.49) (+0.54)

Oracle - 80.96 - 90.23 - 81.23 - 5223 - 76.16

Validation 18.81 78.70 41.38 87.80 58.29 80.11 0.92 45.49 29.85 73.03
NAC-ME 37.42 79.20 45.04 88.83 63.17 80.52 20.22 47.86 41.46 74.10
A (+18.61) (+0.50) (+3.66) (+1.03) (+4.88) (+0.41) (+19.30) (+2.37) (+11.61) (+1.07)

Vit-b16




Thank you!




