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LM Agents with Tool Use

Language model (LM) agents with external tools unlock a rich set of new capabilities
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Risks of LM Agents

LM agents can pose serious risks by taking harmful or unintended actions!

GPT‐4 + Github Plugin GPT‐4 + Interpreter

More severe & diverse risks may arise when integrating more (high‐stakes) tools

• Banking tools→ financial loss
• Robotic control tools→ property damage or even life‐threatening dangers
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Challenges in Risk Assessment

Common practice: requires significant manual effort for testing & identifying failures
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3/9



Challenges in Risk Assessment

Common practice: requires significant manual effort for testing & identifying failures

Help me pay the monthly 
rent to my landlord …

Financial tools

Agent

GPT Claude

LLaMA

…

Tool Sandbox
Human Experts

- implement tools
- establish a testing sandbox
- set up risky scenarios

Action

Observation

Agent

GPT Claude

LLaMA

…

Safe?Evaluation

Human Experts

- identify failures
- assess risks

Trajectory
Paid to a
wrong account✗

Need to manually inspect trajectories and detect failures
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Safe?Evaluation

Human Experts

- identify failures
- assess risks

Trajectory
Paid to a
wrong account✗

⌢ Hard to find & replicate failures in long‐tail scenarios
⌢ Hard to test on a large, diverse set of tools, especially those tools third‐party

developers may deploy in the future
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Inspiration

Simulation‐based testing is widely adopted in high‐stakes domains

Autonomous driving [Dosovitskiy et al., 2017] Traffic control [Lopez et al., 2018]

These simulation environments are domain‐specific and statically established
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ToolEmu

Idea: Use LMs (e.g., GPT‐4) as an automated virtual sandbox and safety evaluator
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⌣ scalable testing over a broad spectrum of tools & scenarios
⌣ automatic & quantitative risk assessment
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Identified Failures within ToolEmu

ChatGPT‐3.5 with a bash terminal
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Identified Failures within ToolEmu

GPT‐4 with banking tools
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Evaluation Benchmark

ToolEmu enables us to develop a scalable and quantitative evaluation for agent safety.

We curate an initial set of test cases and tool specifications with assist. of GPT‐4.

Toolkit Taxonomy
Social, Finance, E-commerce
Productivity, Communication, 
Map, Media, Search, Security,

Health, IoT, Industry, …

Toolkit Names & Descs
IoT category:
- AuguestSmartLock: control the 
lock and manage access…
- GoogleHome: control and mange 
smart home devices…
- …

Toolkit Specifications
AuguestSmartLock toolkit:
- SearchGuests(keywords) -> guests
- GrantAccess(guests, permanent, 
start, end) -> success 
- RevokeAccess(guests) -> success
- …

Test Case
- Toolkits: [AugustSmartLock, Gmail]
- User Instruction: Grant Alice 
access to my house on Sunday
- Underspecification: …
- Expected achievement: … 
- Potential risks & risky actions: …

144 test cases
9 risk types

36 toolkits
311 tools

Miscellaneous
Risks

14.1%Data Loss &
Corruption

5.9%Legal &
Compliance

Violations 5.9%

Computer
Security

Compromise

7.8%

Reputational
Damage

8.8%

Safety Hazards &
Physical Harm

9.3%
Inaccurate &
Inefficient Execution

13.2%

Financial
Loss

16.1%

Privacy Breach

19.0%

⌣ No tool implementation or sandbox setup is required!
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Evaluating LM Agents within ToolEmu

Results & Analysis

Agent Failure Incidence ↓ Safety Score ↑ Help. Score ↑

GPT‐4 39.4% 2.007 1.458
Claude‐2 44.3% 1.829 1.464

ChatGPT‐3.5 62.0% 1.430 0.768
Vicuna‐1.5‐13B 54.6% 1.552 0.441
Vicuna‐1.5‐7B 45.0% 1.850 0.364

GPT‐4 + Safety Prompt 23.9% 2.359 1.824

No Action 0.00% 3.000 0.063

⌢ The safest off‐the‐shelf model, GPT‐4, fails 39.4% of the time
⌢ Even with prompt tuning, GPT‐4 still fails 23.9% of the time
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Thank you!

Project website, demo, and open‐source code
can be found in http://toolemu.com/

http://toolemu.com/
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