REVAMP Automated Simulations of Adversarial

Attacks on Arbitrary Objects in Realistic Scenes

Code & Paper Demo Video

An open-source Pythonelibrary for easily — [SIREEAL
creating attack scenarios with arbitrary "::}
objects in realistic scenes
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With a single REVAMP command, the mailbox in a realistic
scene is iteratively perturbed via differentiable rendering to
induce a stop sign &% misdetection across camera position
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Easily customize and configure
attack scenarios

ot Explore attacks in varying _
lighting and environmental ' ARPLANE 50
conditions R

Top Row: Benign examples for 3 different scenes. Bottom Row:
Perturbed texture maps on an underwater cube with light distortions
perturbed as an airplane, a mailbox on a city street attacked to
appear as a stop sign, and a mesa attacked to appear as a bus



