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Background: RAG
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LLaMA2-70B:

… China‘s lunar exploration project, the Chang’e-6 mission, was successfully 

completed, …. bringing back 1935.3 grams of lunar samples…

Retrieved Document

China's Chang'e 6 mission successfully completed the world's first sample return 

from the far side of the moon. How many grams of samples were brought back?

Query

China‘s Chang’e-6 mission successfully collected 1935.3 grams of samples from 

the far side of the Moon.

Response

Correct

Parametric knowledge

… brought back 1,731 grams of 

lunar samples…
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Can LLMs always answer 

correctly with relevant documents?



Background: RAG Hallucination
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How to prepare to get an ultrasound?

For a gender reveal ultrasound, wait until at least 17 weeks of pregnancy to ensure accurate 

results. * For 3D ultrasounds, schedule the appointment between 20 and 32 weeks of 

pregnancy for the best pictures ...

… To get good pictures, 3D ultrasounds are best performed between 20 and 32 weeks, 

and the best pictures are between 24 and 30 weeks ….

Retrieved Document

Query

Response

Hallucination

Parametric knowledge

… between 24 and 32 weeks for 

the best pictures …

LLaMA2-70B:

Niu C, Wu Y, Zhu J, et al. RAGTruth. ACL 2024.



Observation
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  China s lunar exploration project, the Chang e    mission, was successfull 

completed,  . bringing back 1 3 .3 grams of lunar samples 

 etrie ed  ocument

China s Chang e   mission successfull  completed the world s first sample return 

from the far side of the moon.  ow man  grams of samples were brought back 

 uer 

China s Chang e    mission successfull  collected 1 3 .3 grams of samples from 

the far side of the  oon.

 esponse

 ow to prepare to get an ultrasound 

 or a gender re eal ultrasound, wait until at least 17 weeks of pregnanc  to ensure accurate 

results.    or 3  ultrasounds, schedule the appointment between 2  and 32 weeks of 

pregnanc  for the best pictures ...

   o get good pictures, 3  ultrasounds are best performed between 2  and 32 weeks, 

and the best pictures are between 24 and 3  weeks  .

 etrie ed  ocument

 uer 

 esponse

 allucinationCorrect

 arametric knowledge

  between 24 and 32 weeks for 

the best pictures  
 arametric knowledge

  brought back 1,731 grams of 

lunar samples 

  a  2 7   

• Recent studies have examined the Conflicts between the external context and the LLM’s parametric knowledge of RAG.

• We find these conflicts can lead to hallucinations but do not always cause them.



Research Problem
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• Detecting RAG hallucinations

• Specifically in cases where the retrieved external context is accurate and relevant.

The LLM hallucinates the per mille sign (‰) in the retrie ed document as a percent sign (%) in its generated response.
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RAG Hallucination vs. LLM 

Hallucination Detection



RAG vs. LLM Hallucination Detection: Causal View
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RAG vs. LLM Hallucination Detection: Causal View
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    xternal Context     arametric  nowledge    esponse  allucination or not
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• From a knowledge storage perspective:

• Hidden states represent the result of 

querying the parametric knowledge (P) 

with external context (E), establishing

a causal path from E to P

• From a causal perspective:

• The presence of E as a confounder 

complicates the accurate prediction of 

hallucinations based on P alone.



RAG vs. LLM Hallucination Detection: Causal View
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    xternal Context     arametric  nowledge    esponse  allucination or not

 xternal context

 uer 

 esponse

• Parametric knowledge (P) is a 

confounder between the external 

context (E) and hallucinations (H)

• Due to the unavoidable presence of 

parametric knowledge in the response
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RAG vs. LLM Hallucination Detection: Causal View
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    xternal Context     arametric  nowledge    esponse  allucination or not

 xternal context

 uer 

 esponse

• Mixing of E and P without 

decoupling their roles obscures 

their individual contributions.
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Treat P and E as covariates

to solve the confounding problem



Mechanistic Interpretability
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Biologist

Instrument

Intervene Experiment

AI Researcher

Code

Intervene Experiment



Mechanistic Interpretability Findings: Copying Heads 
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Copying Head: Heads with more positive OV matrix is likely for copying information to the logits

[1] https://transformer-circuits.pub/2021/framework/index.html



Mechanistic Interpretability Findings: FFNs
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• Each FFN layer transforms the hidden state by linearly combining key-value pairs.

• FFNs enabling the model to retrieve and integrate stored information effectively for prediction.

[1] Dai D, Dong L, Hao Y, et al. Knowledge neurons in pretrained transformers[J]

Figure source: A Primer on the Inner Workings of Transformer

https://arxiv.org/abs/2405.00208


Mechanistic Interpretability Findings: Logit Lens
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[1] nostalgebraist. Interpreting GPT: the logit lens.
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How to Utilize Mechanistic Interpretability 

to Analyze RAG Hallucination



Definition: ECS
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• Whether attention heads focus on the correct context:

• Experiments show that hallucinations often occur despite attention heads correctly attending to the external context.

• External Context Score: 

• Whether the LLM effectively retains and utilizes this information from external context during generation.



Definition: PKS
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• Parametric Knowledge Score: 

• How much Parametric Knowledge dose the LLM utilize during generation.



Empirical Study: Setting
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Model:  LLaMA2-7B-Chat

Dataset: RAGTruth

Question:

• RQ1: Relationship Between LLM Utilization of External Context, Parametric 

Knowledge, and Hallucinations?

• RQ2: Can the relationship identified in RQ1 be validated from a causal perspective?

• RQ3: How to Analysis Hallucination Behavior Analysis from the Parametric Knowledge    

Perspective?



RQ1.1: Relationship Between ECS and Hallucination
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• ECS Differences between Truthful and Hallucinated Responses:

• LLMs utilize external context information less than truthful responses when generating hallucinations.

• Correlation between ECS and Hallucination

• RAG hallucinations occur when the LLM inadequately leverages external context.

• Relation between Copying Heads and Hallucination

• Attention Heads strongly correlated with hallucination exhibit characteristics of Copying Heads.

         



RQ1.2: Relationship Between PKS and Hallucination
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• PKS Differences between Truth and Hallucination:

• Across all layers, hallucination responses exhibit higher parametric knowledge scores than truthful ones..

• Correlation between PKS and Hallucination: 

•  arametric knowledge scores in the later la ers’     modules are positively correlated with the hallucination

• When external context provides sufficient information, shallow layers can generate truthful responses, but over-

reliance on parametric knowledge from deeper layers can confuse the model, causing hallucinations.

      



RQ2: Causal Intervention Validation
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• Intervening on attention heads and FFNs

•  xperimental group’s impact on     difference was significantl  greater than 

that of the control group for both attention heads and FFN modules.



Findings
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RQ3: Hallucination Behavior Analysis from the 
Parametric Knowledge Perspective
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• When the LLM knows the truthful answer, Copying Heads more accurately capture and 

utilize external knowledge, and Knowledge FFNs add less parametric knowledge to the 

residual stream compared to hallucination scenarios.
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Leverage these Finding to Design RAG 

Hallucination Detection Algorithm



Token-Level Hallucination Detection
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• Regresses decoupled External Context Score ℇ and Parametric Knowledge Score  to 

predict hallucinations

where 𝛼 β > 0 This Linear regression leverages the high Pearson correlation identified in empirical study.



Chunk-Level Hallucination Detection

27

• As the Token-level Hallucination Detection computes scores for each token, it is 

computationally expensive and lacks full contextual consideration.

ECS (chunk):

PKS (chunk):

Chunk-level Hallucination Detection:



Truthful RAG Generation
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• We propose Add Attention Reduce FFN (AARF) to reduce RAG hallucinations by 

intervening on attention heads and FFN modules without updating model parameters.



Experiments
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• ReDeEP consistently improves performance across two 

datasets, various backbone methods, and different metrics, 

validating its effectiveness in detecting RAG hallucinations.

• AARF can reduce hallucinations to a certain extent 

compared to the baseline model.
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Can We Mitigate RAG Hallucinations 

Without Regeneration or Modifying LLMs?
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Accepted by The Web Conference 2025

Paper: https://arxiv.org/pdf/2410.11366



Pointer Generator 
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Get To The Point: Summarization with Pointer-Generator Networks

• Copying Factual Information from External Context

• Generating Syntactic and Other Information Using LLMs



Problem: Need Additional Training
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Applying traditional Pointer Generator mechanisms to LLMs requires substantial computational 

resources and may disrupt the original representations of the LLM, potentially degrading its 

representational capacity.



Key Observation 
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Attention modules are more ‘truthful’ than other modules in LLMs (e.g., FFN modules).

➢ Knowledge is mainly stored in the FFN module of the transformer layer in pre-trained language model [1].

➢ Even if the self-attention module correctly focuses on the relevant token, the FFN module may still produce factuality 

hallucinations due to insufficient pre-training [2].

[1] Dai D, Dong L, Hao Y, et al. Knowledge neurons in pretrained transformers[J]. 2021.

[2] Lv A, Zhang K, Chen Y, et al. Interpreting Key Mechanisms of Factual Recall in Transformer-Based Language Models[J]. 2024.

LLMs generate different types of words (function words and factual knowledge words) with 

distinct patterns.



Mitigating RAG Hallucination from Decoding Side
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Experiment Results

36



Conclusion: Detection
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  China s lunar exploration project, the Chang e    mission, was successfull 
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China s Chang e   mission successfull  completed the world s first sample return 

from the far side of the moon.  ow man  grams of samples were brought back 
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China s Chang e    mission successfull  collected 1 3 .3 grams of samples from 
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 ow to prepare to get an ultrasound 

 or a gender re eal ultrasound, wait until at least 17 weeks of pregnanc  to ensure accurate 

results.    or 3  ultrasounds, schedule the appointment between 2  and 32 weeks of 

pregnanc  for the best pictures ...
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RAG Hallucination 



Conclusion: Mitigation
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Decoding Side

Model Side
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Discussion

Email: sunzhongxiang@ruc.edu.cn
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