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Background: RAG

Retrieved Document

.{ ... China‘s lunar exploration project, the Chang’e-6 mission, was successfully
: completed, .... bringing back of lunar samples... |

China's Chang'e 6 mission successfully completed the world's first sample return
from the far side of the moon. How many grams of samples were brought back?

Parametric knowledge
LLaMA2-70B: of L ... brought back 1,731 grams of !

| lunar samples...

________________________ 7

China‘s Chang’e-6 mission successfully collected of samples from
the far side of the Moon.

Correct



Can LLMs always answer
correctly with relevant documents?



How to prepare to get an ultrasound?

_Parametric knowledge | ____
LLaMA2-70B: f L 1 between 24 and 32 weeks for

" the best pictures ...

_________________________________________________________________

' For a gender reveal ultrasound, wait until at least 17 weeks of pregnancy to ensure accurate |
' results. * For 3D ultrasounds, schedule the appointment
|

Niu C, Wu Y, Zhu J, et al. RAGTruth. ACL 2024. Hallucination



Observation

Retrieved Document J Retrieved Document

! ... China‘s lunar exploration project, the Chang’e -6 mission, was successfully |
. completed, .... bringing back of lunar samples. .. :
\

1
How to prepare to get an ultrasound? :

\ ' :
. China's Chang'e 6 mission successfully completed the world's first sample return | L
Il from the far side of the moon. How many grams of samples were brought back? |

LLaMA2-70B: sf [ (" between 24 and 3 2 weeks for !
_________________________ " the best pictures ... )
LLaMA2-70B: " " | ... brought back 1,731 grams of Y e T ¥~ ~ g
— :

I lunar samples...

For a gender reveal ultrasound, wait until at least 17 weeks of pregnancy to ensure accurate

) A results. * For 3D ultrasounds, schedule the appointment
China‘s Chang’e -6 mission successfully collected of samples from

the far side of the Moon. X
JCorrect Hallucination

» Recent studies have examined the Conflicts between the external context and the LLM’s parametric knowledge of RAG.

« We find these conflicts can lead to hallucinations but do not always cause them.



Research Problem

« Detecting RAG hallucinations

 Specifically in cases where the retrieved external context is accurate and relevant.

of people born in the 1980s. According
to the seventh national census data, the
current population of people born in the
1980s is 212 million, with a survival rate
of 94.8%, and a death rate of

This is relatively straightforward data.
In the table on page 10, there are birth
and death rates for each decade. For
example, the average death rate for
those born in the 1970s is 7.11 per
thousand, for the 1980s it's 5.99 per
thousand, and for the 1990s it's 6.57/
per thousand.

in the 1980s exceeds 5.2%"is a false rumor

The LLM hallucinates the per mille sign (%o) in the retrieved document as a percent sign (%) in its generated response. °



RAG Hallucination vs. LLM
Hallucination Detection



RAG vs. LLM Hallucination Detection: Causal View

E: External Context P: Parametric Knowledge




RAG vs. LLM Hallucination Detection: Causal View

E: External Context P: Parametric Knowledge

! / AR »+ From a knowledge storage perspective:
: External context | J Je PEIsp
T @ """" » Hidden states represent the result of
| : _____________ e 1 :
| - {Hidden siies | :l Query i querying the parametric knowledge (P)
! Ty with external context (E), establishing
Causal graph (a) . a causal path from E to P
| Methods ’ | L
| [ A \
| ITI i  From a causal perspective:
| SEP i i l » The presence of E as a confounder
i SAPLMA i

complicates the accurate prediction of

EigenScore hallucinations based on P alone.

_______________________

9



RAG vs. LLM Hallucination Detection: Causal View

E: External Context P: Parametric Knowledge

- e e e e e e e e e = =

__E_gte}"p% context | V' @) B o Y Parametric knowledge (P) Is a
LQuery ;COnfoun der- : confounder between the external
I context (E) and hallucinations (H)
y y o X .
g o H i+« Due to the unavoidable presence of
I i Causal graph (b) | parametric knowledge in the response
i Methods
| A
, ( \
i Prompt
| RefCheck
| LMvLM
|
\ ChainPoll

10



RAG vs. LLM Hallucination Detection: Causal View

E: External Context P: Parametric Knowledge

# External context ! - . Decouple & Regression
-------- o « Mixing of E and P without P £
. Query | decoupling their roles obscures
.g. their individual contributions. ’
\)(I
A (i) Mix Pand E
L N\ Energy
s m s g T : (Ours)
D é’ Perplexity ! _
\ 527 Causal glaph ()~ |_LN-Entropy ; Treat P and E as covariates

-

_______________________________________

to solve the confounding problem *



b Mechanistic Interpretability
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Mechanistic Interpretability Findings: Copying Heads

out

I'he OV (“output-value”)
circuit determines how
m attending to a given

token affects the logits

Wy WoWy Wi

yusinll}
The QK (“query-key")

circuit controls which
tokens the head prefers

. to attend to.

Wi WoWgWg
Src ldit

Copying Head: Heads with more positive OV matrix is likely for copying information to the logits

[1] https://transformer-circuits.pub/2021/framework/index.html 13



Mechanistic Interpretability Fmdmgs FFNS

P(ty|t<s, ¢)

a:
Values
Eoftma.x FFN’/
W f(x<3) \
Wy
"’3
L
A

L.

FFN FFN

FFN FFN

« Each FFN layer transforms the hidden state by linearly combining key-value pairs.

* FFNs enabling the model to retrieve and integrate stored information effectively for prediction.

14


https://arxiv.org/abs/2405.00208

Mechanistic Interpretability Findings: Logit Lens

f(x) =z, Wy
L H L
_ ( Y3 At (X5 + Y FENY (@) + a:n) Wy
I=1Hh=1 =1
B kT L
=) ) A (XENWY + ) FENY(zp YWy + 2, Wy
I=1 h=1 p =1 1
Attention head logits update

Logit Lens: The LogitLens is a technique that decodes hidden states 2 directly into the vocabulary

distribution using the LayerNorm and the unembedding matrix Wy, of the LLLM for interpretabil-
ity (nostalgebraist, 2020):

LogitLens (:I:I) = LayerNorm(z')Wy. (1)

15



How to Utilize Mechanistic Interpretability
to Analyze RAG Hallucination

16



Definition: ECS

External Context Score:  ¢Lh P(ts|ts,0)
(Step1+Step2)
Step2: Calculate Cosine-Similarity (Eq. 3). Softmax
Mean Pooling: e (Eq. 3) Wy | Unembedding Matrix
Last Layer: L xf x5 xi  Last Layer Hidden State
FFN

Parametric Knowledge
Step1: Identify Attention Weights - Score

Attended Tokens (Eq. 2). Residual Streatn
L

X4 After FEN LogitLens \SOﬂmax
mid,l esidual Stream - —
X4 Before FEN LogitLens Softmax
 Attn
x% x% x}}
Embedding Matrix: Wg Wy e
Input Tokens: t, t ‘.

 \Whether attention heads focus on the correct context:

« Experiments show that hallucinations often occur despite attention heads correctly attending to the external context.

 External Context Score:

] ] e .. ) . ; 17
« Whether the LLM effectively retains and utilizes this information from external context during generation.



Definition: PKS

External Context Score: bk P(ts|t4,0)
(Step1+Step2) )
Step2: Calculate Cosine-Similarity (Eq. 3). Softmax
1 . .
Mean Pooling: e (Eq. 3) Wy | Unembedding Matrix
— \L
Last Layer: L xt X3 x4  Last Layer Hidden State
FFN
Parametric Knowledge
Stepl: Identify Attention Weights

Residual Stream

D ottt iy~ geart o R Score
Attended Tokens (Eq. 2). % l
/‘ l

X4 After EEN_ LogitLens -\SOftmax
HEN Residual S JSD (Eq. 5)—)?‘{
mid ] esidual Stream - /
X4 Before FEN LogitLens Softmax
 Attn

xq x} x
Embedding Matrix: Wg Wy W,
Input Tokens: t; £ '

« Parametric Knowledge Score:

How much Parametric Knowledge dose the LLM utilize during generation.



Empirical Study: Setting

Model: LLaMAZ2-7B-Chat
Dataset: RAGTruth
Question:

* RQ1: Relationship Between LLM Utilization of External Context, Parametric

Knowledge, and Hallucinations?

« RQ2: Can the relationship identified in RQ1 be validated from a causal perspective?
* RQ3: How to Analysis Hallucination Behavior Analysis from the Parametric Knowledge

Perspective?

19



RQ1.1: Relationship Between ECS and Hallucination

Difference in External Context Scores (Truth - Hallucination) Pearson's r: External Context Score vs. Inverse Hallucination Label
B ] = ] N B ] 04 7 —
0.35

0.30 800

0.25

0.20

0.15

0.05
200

0.00

15
Layers

0 5 10 15 20 25 30 0 5 10 15 20 25 ‘ 0
Layers Layers

(a) (b) (©)
» ECS Differences between Truthful and Hallucinated Responses:

« LLMs utilize external context information less than truthful responses when generating hallucinations.
» Correlation between ECS and Hallucination
* RAG hallucinations occur when the LLM inadequately leverages external context.
« Relation between Copying Heads and Hallucination
+ Attention Heads strongly correlated with hallucination exhibit characteristics of Copying Heads. 20



RQ1.2: Relationship Between PKS and Hallucination

§ Difference in Parametric Knowledge Scores (Hallucination - Truth) Pearson's r: Parametric Knowledge Score vs. Hallucination Label
1)
Q
I Average: 1.27 041
[PEENE
1]
B
T 6 g 0.3
Z 5
1 L 021
P 5
= @)
g 2 — I g 0.1 | I I I
[ | =il e | 2}
o = I I =-n .I I | [ | I ~ i N m [
g
=4
BT S , , , , , , . , . - , , .
A 0 5 10 15 20 25 30 0 2 0 o 20 = 3
Layers

Layers
@ ©
» PKS Differences between Truth and Hallucination:
« Across all layers, hallucination responses exhibit higher parametric knowledge scores than truthful ones..
» Correlation between PKS and Hallucination:
» Parametric knowledge scores in the later layers’ FFN modules are positively correlated with the hallucination
* When external context provides sufficient information, shallow layers can generate truthful responses, but over-
reliance on parametric knowledge from deeper layers can confuse the model, causing hallucinations. 21



RQ2: Causal Intervention Validation

0.51

0.4+

Avg NLL Difference

« Intervening on attention heads and FFNSs

Attention Heads Intervention

FFNs Intervention

0.3

0.2

0.1

0.01

|

4. T
3. e el

J [
1
: : =21 : :
Experiment Control Experiment Control
(Copying Heads) (Other Heads) (Knowledge FFNs) (Other FFNs)

Group

Group

* Experimental group’s impact on NLL difference was significantly greater than
that of the control group for both attention heads and FFN modules.

22



Flndlngs

Label . . .
03s Attention Heads Intervention FFNs Intervention
0.30 0.5_ 4
o 0 4 3 i —
400 8
g 03 ’
=
A 0.21 ]
i 1
2 0.1
8 Difference in Parametric Knowledge Scores (Hallucination - Truth) Pearson's r: Parametric Knowledge S Z
3 0-
2 = pvmmsi1z 04 20 |
:ﬁ . g - < 0.0
:. 1. > -1
P £ 19
L W |__.|||| _____ I Mol T
gﬂ_ " N — I i | £ o III- I llll I T T —24 T T
2 m “" "l o Experiment Control Experiment Control
g2 01 (Copying Heads) (Other Heads) (Knowledge FFNs) (Other FFNs)
% Y3 5 10 15 20 % 30 ! 1 2 GI'Ol.lp GI'Ollp
Layers Layers
@ ©
%

Finding: The occurrence of RAG hallucinations is causally related to two primary factors:
(1) while the Copying Heads may occasionally neglect necessary knowledge from the external
context, a more prominent cause is the LLM losing the Copying Heads retrieved information
during the generation process (RQ1-1, RQ2, § C), and (2) the Knowledge FFNs within LLM
excessively injecting parametric knowledge into the residual stream (RQ1-2, RQ2, § D).

23



RQ3: Hallucination Behavior Analysis from the
Parametric Knowledge Perspective

External Context Scores 745 Parameter Knowledge Scores
: .
0.281 -‘V
026/ 0.301
; 0.241 T 855
3022
0.20. 0.20
aaty T 0.15- ]
0.16- | , |
Truth & Known Hallucination Truth & Known Hallucination
(a) (b)

« When the LLM knows the truthful answer, Copying Heads more accurately capture and
utilize external knowledge, and Knowledge FFNs add less parametric knowledge to the
residual stream compared to hallucination scenarios.

24



_everage these Finding to Design RAG
Hallucination Detection Algorithm



Token-Level Hallucination Detection

* Regresses decoupled External Context Score € and Parametric Knowledge Score P to
predict hallucinations

ZHt(t He(t) =) a-Pi— > B-&",

ter leF l,Lhe A

where a, 3 > 0 This Linear regression leverages the high Pearson correlation identified in empirical study.

26



Chunk-Level Hallucination Detection

« As the Token-level Hallucination Detection computes scores for each token, it is
computationally expensive and lacks full contextual consideration.

ECS (chunk):

~ 1 . ~ emb(T) - emb(C)
Ebh = — N " ghh  ghh = Z_
M 2 ¥ = [ omb (@[] emb(d)]

rcr

s WS W
'Pi:MZPf{, PészPé.

rer ter

PKS (chunk):

Chunk-level Hallucination Detection:

He(r) =) a-PL— > B-&"

leF l,he A

27



Truthful RAG Generation

« \We propose Add Attention Reduce FFN (AARF) to reduce RAG hallucinations by
Intervening on attention heads and FFN modules without updating model parameters.

H L
fx) =53 Attn (X5 wu +> FEN (™) Wy + 2, Wy,
=1 h=1 =1

Ba - FEN! (z2idl) | if ] € F,

_h oo - Attnb™ (X1} if (1, ) € A,
Attn (-) = =r
B FFN! (zmidl) | otherwise.

....--"'""'--....l
, FFN ()=
Attn"" (X g,f) , otherwise ) {

Here, o is a constant greater than 1 for amplifying attention head contributions, and (35 is a constant
between (0, 1) for reducing FFN contributions.

28



Experiments

| RAGTruth Dolly (AC)

LLMs | Categories | Models

RAGTruth Comparison Dolly{AC) Comparison
| AUC PCC  Acc. Rec. F; | AUC PCC Acc. Rec. Fy
SelfCheckGPT a — 05844 03584 04642 - — 05300 0.1897 0.3188 Llema-3-88 170 183 97 Llama-3-68{ 19 66 15
Perplexity | 0.5091 -0.0027 0.5333 0.5190 0.6749 | 0.6825 02728 0.6363 0.7719 0.7097
MPE LN-Entropy | 05912 0.1262 0.5600 0.5383 0.6655|0.7001 0.2904 06162 0.7368 0.6772 e 1m e - " e - - "
Energy 0.5619 0.1119 0.5088 0.5057 0.6657 | 0.6074 02179 0.5656 0.6316 0.6261
Focus 0.6233 02100 0.5533 0.5309 0.6622 | 0.6783 03174 0.6262 0.5593 0.6534 Win Win
7. Th ama-2-7 T
Prompt 2 — 06700 07200 06720 - -  0.6200 03965 0.5476 gl & o Ho oo > 1 I8
Llama2-13B(LR) | - — 06350 07078 0.6750| - — 06043 05918 0.6616 - o = — — - — —
LMvLM - - 0.5946 0.7389 0.6473 - - 0.6500 0.7759 0.7200 Number of Examples Number of Examples
LLaMA27B | ECP ChainPoll | 0.6738 03563 0.6741 0.7832 0.7066 | 0.6503 03502 0.6200 0.4138 0.5581
RAGAS  |0.7290 03865 0.6822 0.6327 0.6667 | 0.6648 02877 0.6500 0.5345 0.6392
Trulens 0.6510 0.1941 0.6422 0.6814 0.6567 | 0.7110 03198 0.6800 0.5517 0.6667
RefCheck | 0.6912 02098 0.6467 0.6280 0.6736 | 0.6494 02494 0.6100 0.3966 0.5412
P(True) 07093 02360 0.5466 0.5194 0.5313 | 0.6011 0.1987 0.5444 0.6350 0.6509
FigenScore | 0.6045 0.1559 0.5422 0.7469 0.6682 | 0.6786 02428 0.6596 0.7500 0.7241
SEP 07143 03355 0.6177 07477 0.6627 | 0.6067 02605 0.6060 0.6216 0.7023 . .
b SAPLMA  |0.7037 03188 05155 0.5091 0.6726|0.5365 00179 05600 05714 07179 ReDeEP COﬂSlStentIy IMProves performance across two
ITI 07161 03932 0.5667 0.5416 0.6745 | 0.5492 0.0442 0.5800 0.5816 0.6281
ReDeEP(token) | 0.7325 0.3979 0.7067 0.6770 0.6986 | 0.6884 03266 0.6464 0.8070 0.7244 . . .
0 —_— 1=
‘ T ‘ReDeEP(chunk) 07458 04203 0.6822 0.8097 07190 | 0.7949 05136 07373 0.8245 0.7833 datasets, various backbone methods, and different metrics,
SelfCheckGPT | - — 05844 03584 04642 -— — 05300 0.1897 0.3188
Perplexity | 0.5091 -0.0027 0.5333 0.5190 0.6749 | 0.6825 02728 0.6363 0.7719 0.7097 . - . . . - : -
MPE | LNPurgy |03912 01362 03600 03363 0665|0701 02904 06162 07368 0712 validating its effectiveness in detecting RAG hallucinations.
Energy 05619 0.1119 0.5088 0.5057 0.6657 | 0.6074 02179 0.5656 0.6316 0.6261
Focus 0.7888 04444 0.6000 0.6173 0.6977 | 0.7067 0.1643 0.5900 0.7333 0.6168
Prompt - — 07300 0.7000 0.6899| - — 06700 04182 0.5823
Llama2-13B(LR) | - — 07034 06839 07123 - — 05545 06319 0.6664
LMvLM - — 05956 0.8357 0.6553| - ~ 06300 07273 0.6838 ) ) )
LLaMA2-13B| ECP chanPoll | 07414 04820 07378 07874 07342 | 07070 04758 06800 04364 0s000 ©  AARF can reduce hallucinations to a certain extent
RAGAS  |0.7541 04249 07000 0.6763 0.6747|0.6412 02840 0.6200 04182 0.5476
Trulens 07073 02791 0.6756 07729 0.6867 | 0.6521 02565 0.5700 0.3818 0.4941
RefCheck | 0.7857 04104 0.7200 0.6800 0.7023 | 0.6626 02869 0.5700 0.2545 0.3944 ;
P(True) 07998 03493 0.6266 0.5980 0.7032 | 0.6396 02009 0.5600 0.6180 0.5739 Compared to the baseline model.
EigenScore | 0.6640 02672 05267 0.6715 0.6637 | 0.7214 02948 0.6211 08181 0.7200
o SEP 0.8080 0.5276 0.7288 0.6580 0.7159 | 0.7008 02823 0.6800 0.6545 0.6923
SAPLMA | 08029 03956 0.5488 0.5053 0.6529 | 0.6053 02006 0.6000 0.6000 0.6923
ITI 0.8051 04771 0.6177 05519 0.6838 | 0.5511 0.0646 0.5200 0.5385 0.6712
X ReDeEP(token) | 0.8181 0.5478 07711 0.7440 0.7494 | 0.7226 03776 0.6465 08148 0.7154
US| ReDeEP(chunk) | 0.8244 0.5566 0.7889 0.7198 0.7587 | 0.8420 0.5902 0.7070 0.8518 0.7603 29




Can We Mitigate RAG Hallucinations
Without Regeneration or Modifying LLMs?



LargePiG: Your Large Language Model is Secretly a
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Pointer Generator

Get To The Point: Summarization with Pointer-Generator Networks

Final Distribution
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Source Text Partial Summary

» Copying Factual Information from External Context
« Generating Syntactic and Other Information Using LLMs
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Problem: Need Additional Training

Final Distribution
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Source Text Partial Summary

Applying traditional Pointer Generator mechanisms to LLMSs requires substantial computational
resources and may disrupt the original representations of the LLM, potentially degrading its

representational capacity.
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Key Observation

Attention modules are more ‘truthful’ than other modules in LLMs (e.g., FFN modules).

» Knowledge is mainly stored in the FFN module of the transformer layer in pre-trained language model [1].
» Even if the self-attention module correctly focuses on the relevant token, the FFN module may still produce factuality
hallucinations due to insufficient pre-training [2].

LLMSs generate different types of words (function words and factual knowledge words) with
distinct patterns.

Input: Who was the first Nigerian to win the Nobel Prize, in which year?
Output: Wole Soyinka was the first Nigerian to win the Nobel Prize, in 1986.
W ole _So y ink _was _the _first | _Niger ian to _win _the | _Nobel | _Prize ; —in

42| 105] 005

o| 1018 9 6 185] 978] o003 oo06| o0s] o039] o073] 628 o002] o003 436 9.0 [ELEY 8 10.26
833| sis| 47| 248] s3] w0e7] 74| 120] 892 1099
8.99 [RRE, 4 8 1073|108 1034

14]  9.06 RECEY 8 6.24 10,63

i-th early layer

10l 10.22 6.4

s | 10.66 T

5 | 1068 RTRE

X (ieiss

[1] Dai D, Dong L, Hao Y, et al. Knowledge neurons in pretrained transformers[J]. 2021.
[2] LV A, Zhang K, ChenY, et al. Interpreting Key Mechanisms of Factual Recall in Transformer-Based Language Models[J]. 2024.
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Mitigating RAG Hallucination from Decoding Side

- - -
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Figure 1: The architecture of the proposed plug-in and training-free method LargePiG. Pointer
Attention Distribution (§ 2.1) from the LLM’s self-attention weights, Vocabulary Distribution (§ 2.2)
from the output of the original LLM, Copy Probability (§ 2.3) from the difference between the
vocabulary distribution of the model’s high layers and the last layer.

e

J
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Last Layer
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Experiment Results

Table 1: Performance comparisons between LargePiG and the baselines. The boldface represents the
best performance. ‘}’ means improvements are significant (paired t-test at p-value < 0.05).

Qwenl.5 7B Chat LLaMA2 7B Chat
Model TruthfulVQG TruthfulDQG TruthfulvVQG TruthfulDQG
MC1 MC2 MC3 | MCi MC2 MC3 MCi MC2 MC3 | MCl1 MC2 MC3
Base 4035 6697 37.70 | 27.34 85.77 39.83 | 52.94 75.12 46.01 | 33.72 71.61 34.29

+ DoLa 37.97 64.73 3568 | 23.52 85.05 37.09 | 5279 7525 46.10 | 3509 69.97 33.19
+ LargePiG 41.49"7 68.127 38.927 | 29.917 89.33" 42.18" | 54.56" 76.157 47.207 | 37.237 7095 36.93f

PQGR 43.61 70.08 4126 | 25.86 77.23 36.86 | 52.22 7421 45.60 | 32.28 65.74 31.41
+DoLa 40.13 66.50 3824 | 23.79 76.51 3567 | 51.83 73.69 44.54 | 31.92 6441 31.52
+ LargePiG 45.527 70.797 42.547 | 27.127 79.207 38.357 | 52.877 74.877 46.277 | 34.66' 68.347 34.217

InPars 4435 70.77 41.56 | 26.09 78.82 37.37 | 52.53 7453 45.85 | 30.66 64.43 30.32
+DoLa 4035 6690 3848 | 2448 77.57 3696 | 51.59 7433 44.86 | 29.87 63.97 29.52
+ LargePiG  46.26" 71.517 42.827 |27.34" 81.17" 38.53" | 53.03" 74.74 46.207 | 33.70"7 67.307 33.36'

AQG 40.50 67.26 37.85 | 27.41 8586 39.93 | 54.00 7592 46.87 | 34.82 71.62 34.42
+DoLa 37.99 64.65 3562 | 2559 8528 39.21 | 52.79 7525 46.10 | 33.02 70.96 33.17
+ LargePiG 41.56" 68.137 39.06" | 29.997 89.58" 42.35" | 54.84"7 76.73' 47.76' | 37.09" 71.04 36.82f

<6



Conclusion: Detection

Retrieved Document 3 Retrieved Document

______________________________________________________________

| ... China‘s lunar exploration project, the Chang’e -6 mission, was successfully
:\ completed, .... bringing back of lunar samples... :

. China's Chang'e 6 mission successfully completed the world's first sample return |
Il from the far side of the moon. How many grams of samples were brought back?

________________________________

LLaMA2-70B: | C | ... between 24 and 32 weeks for !
_________________________ 3 " the best pictures ... |

__________________________

For a gender reveal ultrasound, wait until at least 17 weeks of pregnancy to ensure accurate

) - results. * For 3D ultrasounds, schedule the appointment
China‘s Chang’e -6 mission successfully collected of samples from

the far side of the Moon. x
Correct Hallucination
RAG Hallucination

Finding: The occurrence of RAG hallucinations is causally related to two primary factors:
(1) while the Copying Heads may occasionally neglect necessary knowledge from the external
context, a more prominent cause is the LLM losing the Copying Heads retrieved information
during the generation process (RQ1-1, RQ2, § C), and (2) the Knowledge FFNs within LLM
excessively injecting parametric knowledge into the residual stream (RQ1-2, RQ2, § D).
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Conclusion: Mitigation
Model Side
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Discussion

Emalil: sunzhongxiang@ruc.edu.cn
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