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Deep Neural Networks

B Deep neural networks (DNN) have shown remarkable performance in
various real-world applications
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Neural Architectures

B The neural architectures of DNNs can learn meaningful features, helping
DNNs achieve better performance
B The design of neural architectures heavily relies on the domain expertise
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Neural Architecture Search

B To address the above problem, neural architecture search (NAS) is
proposed to automatically design neural architectures
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Adversarial Risks of NAS

vulnerable to adversarial attacks
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B Despite the success of NAS, the architectures searched by NAS are
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Robust NAS & Shortcomings

B Evaluating adversarial robustness is time-consuming

B Researchers propose robust NAS to address the above problem
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Robust NAS & Shortcomings

B EXxisting studies introduce zero-cost proxies to evaluate adversarial
robustness, but they still need to generate adversarial examples and lack
of theoretical guarantee
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Our Zero-cost Proxy

B We introduce a novel zero-cost proxy based on the upper bound of

adversarial loss
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Formulations

B The formulation of the upper bound of adversarial loss:
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Dataset

B \We construct Tiny-RobustBench for better validation

B The architectures in the benchmark are adversarially trained, and the
adversarial robustness is evaluated under stronger adversarial attack
comparing with existing benchmark NAS-Bench-201-R
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Items Values
Total Training Epoch 105
Initial Learning Rate 0.1
Learning Rate Decay Policy Stepped Decent
Learning Rate Decent Factor 0.1
The Index of Epoch for Learning Rate Decent 99
Momentum 0.9
Weight Decay 0.0001
Adversarial Loss PGD
Perturbation Rate 8/255
Number of Steps 7
Step Size 0.01
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Experiments

B The experiments under NAS settings demonstrates our proxy can

significantly reduce the search cost while maintaining the performance

Category Model With Params | FLOPs | Natural Acc. | FGSM  PGD?t  PGD?° PGD'? APGDcp AA Search Cost
Training? | (M) (M) (%) (%) (%) (%) (%) (%) (%) | (GPU Days)
Hand-Crafted ResNet-18 X 11.2 37.67 84.09% 54.64% - 45.86%  45.53% 44.54% 43.22% -
DenseNet-121 X 7.0 59.83 85.95% 58.46% - 50.49%  49.92% 49.11% 47.46% -
DARTS v 33 547.44 85.17% 58.74% - 50.45%  49.28% 48.32% 46.79% 1.0
Standard NAS PDARTS v 34 550.75 85.37% 59.12% - 51.32% 50.91% 49.96% 48.52% 0.3
GradNorm! X 4.7 - 81.61% - 49.86% - - - 46.69% 0.1
SynFlowT X 5.1 - 77.08% - 45.95% - - - 42.45% 0.1
RobNet-free v 5.6 800.40 85.00% 59.22% - 52.09% 51.14% 50.41% 48.56% >337
RACL v 3.6 568.86 83.97% 59.29% - 52.18%  51.72% 51.24% 48.59% 0.5
Robust NAS DSRNA v 2.0 336.23 80.93% 54.49% - 49.11%  48.89% 48.54% 44.87% 04
' WsrNet v 3.0 484.30 83.94% 56.12% - 47.17%  46.61% - 4391% 4.0
CRoZet X 55 - 84.28% - 52.17% - - - 48.14% 0.2
Ours X 34 555.54 85.60% 60.20% 6921% 52.75% 52.51% 52.25% 49.97 % 0.017

13



Experiments

B Our zero-cost proxy is effective in evaluating adversarial robustness
comparing with existing zero-cost proxies
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