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Deep Neural Networks

◼Deep neural networks (DNN) have shown remarkable performance in 

various real-world applications 

Image classification Object detection Natural Language Processing
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Neural Architectures

◼ The neural architectures of DNNs can learn meaningful features, helping 

DNNs achieve better performance

◼ The design of neural architectures heavily relies on the domain expertise
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Neural Architecture Search

◼ To address the above problem, neural architecture search (NAS) is 

proposed to automatically design neural architectures
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◼ Ω ∶ search space

◼ ℒ(·): indicator for performance 
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Adversarial Risks of NAS

◼Despite the success of NAS, the architectures searched by NAS are 

vulnerable to adversarial attacks 
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Generating 

adversarial 

examples

Robust NAS & Shortcomings

◼Researchers propose robust NAS to address the above problem

◼Evaluating adversarial robustness is time-consuming
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Robust NAS & Shortcomings

◼Existing studies introduce zero-cost proxies to evaluate adversarial 

robustness, but they still need to generate adversarial examples and lack 

of theoretical guarantee

[1] Lukasik J, Moeller M, Keuper M. An evaluation of zero-cost proxies-from neural architecture performance prediction to model robustness[J]. 

International Journal of Computer Vision, 2024: 1-18.

[2] Ha H, Kim M, Hwang S J. Generalizable lightweight proxy for robust NAS against diverse perturbations[J]. Advances in Neural Information 

Processing Systems, 2023, 36: 38611-38623.
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Our Zero-cost Proxy

◼We introduce a novel zero-cost proxy based on the upper bound of 

adversarial loss
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Formulations

◼ The formulation of the upper bound of adversarial loss:
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Dataset

◼We construct Tiny-RobustBench for better validation

◼ The architectures in the benchmark are adversarially trained, and the 

adversarial robustness is evaluated under stronger adversarial attack 

comparing with existing benchmark NAS-Bench-201-R
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Experiments

◼ The experiments under NAS settings demonstrates our proxy can 

significantly reduce the search cost while maintaining the performance 



14

Experiments

◼Our zero-cost proxy is effective in evaluating adversarial robustness 

comparing with existing zero-cost proxies
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