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Background

The increasing sophistication of LLMs has raised serious concerns about their potential misuse. 

Fake News

Model CollapseData Privacy

Academic Dishonesty



How to detect LLM-generated text?

There are three main methods to detect LLM-generated text:

1. Training-free (main focus) :

• Sample-based : Likelihood, Rank, Entropy, DetectLRR.

• Distribution-based : DetectGPT, DNA-GPT, Fast-DetectGPT.

2. Training-based :   

• RoBERTa, SeqXGPT, RADAR, MPU, ReMoDetect. 

• Some commercial detectors like GPTZero.

3. Watermarking

Advantages of training-free methods: 

• decent performance 

• simple deployment

• strong generalization



Motivation

An illustration example comparing the fluctuations of 

token probability sequence (TPS) between human-

written and LLM-generated texts (with OPT-2.7).

Our observations:

1. The token probability sequences (TPS) of human-written text and LLM-

generated text exhibit significant differences in their fluctuations.

2. Mining the local dynamic patterns of TPS is evidently promising for 

enhancing detection performance (previous detectors based on global 

static patterns neglected it).

3. According to DetectGPT, the entropy method demonstrates a particularly 

distinctive performance in countering paraphrasing attacks.

From the original paper of DetectGPT (Figure 5)
Dynamic Complexity Modeling Using Entropy-Based Time Series Analysis !



A novel training-free detector : Lastde

• Applying multi-scale diversity entropy (MDE, a 1-dim time series analysis method) to extract the temporal 

dynamics of TPS and further developing the local statistic called Agg-MDE.

• Combining with the classic global statistic Log-Likelihood.

Overview of the Lastde detection framework

Lastde score

Key formulae



Fast-sampling variant: Lastde++

Following the fast-sampling technique of Fast-DetectGPT, we can obtain a more powerful variant : Lastde++ .
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Main results

• 2 conventional scenarios :

• White box 

• Black box

• 4 different domains : 

• XSum

• SQuAD

• WritingPrompts

• Reddit

• 12 open-source models :

• GPT-2

• …

• Phi2-2.7 

• 3 closed-source models :

• GPT-4-Turbo

• GPT-4o

• Claude3-haiku

White 

box 

Black 

box 

Black 

box 



Main results

• More datasets : ReMoDetect and Fast-DetectGPT benchmark datasets.

• 4 domain : XSum, SQuAD, WritingPrompts and PubMedQA.

• 6 source models (parameters >= 20B) : NeoX-20B, Llama3-70B, GPT-3.5-Turbo, GPT-4, GPT-4-Turbo and Claude-3.

• More baselines :  Binoculars and GPTZero (commercial, 2024-11-11 base version).



Complex scenarios

White-box

Black-box

Robustness against 

paraphrasing attack

Cross-lingual 

robustness

• 2 Complex scenarios : paraphrasing attack and cross-lingual.

• 3 different languages : English, German and Chinese.



Complex scenarios

• 3 different metrics : 

• AUROC

• TPR at 5% FPR

• Accuracy at 5% FPR

• 2 complex scenarios : 

• Datasets for human-style imitation

• Datasets for LLM-LLM mixture text

• 3 different mixing ratios : 

• 50% + 50% (2 source models)

• 80% + 20% (2 source models)

• 25% each one (4 source models)

The average of WritingPrompts

(GPT-4-turbo-0409, GPT-4o-08-06)

Three metrics on LLM-LLM mixture text datasets



Conclusion

Main contributions : 

• Lastde (and Lastde++), a novel and effective method for LLM-generated text detection.

• Mining token probability sequences (temporal dynamics) from a time series analysis viewpoint. 

• Integrating local and global statistics for more robust detection.

Advantages : 

• state-of-the-art detection performance (surpassing advanced training-free baseline methods).

• comparable or lower computational costs (comparing to DetectGPT, DNA-GPT, and Fast-DetectGPT).

• superior robustness (including cross-domain, cross-model, cross-lingual tasks, and paraphrasing attacks).
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