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Model: Bandits with Adversarial Attacks
• 𝐾 arms, each with a stochastic reward 𝑋𝑘  with unknown mean 𝜇𝑘

• Δ𝑘 ≔ 𝜇𝑘∗ − 𝜇𝑘  where 𝑘∗ = argmax
𝑘

𝜇𝑘

• 𝑇 decision rounds.            Regret: 𝑅𝑇 ≔ 𝑇𝜇𝑘∗ − σ𝑡=1
𝑇 𝜇𝐼𝑡

• Total attack budget: 𝐶 ≔ σ𝑡=1
𝑇 𝑋𝑘,𝑡 − ෨𝑋𝑘,𝑡

Learner pull arm 𝐼𝑡

Stochastic reward 
𝑋𝐼𝑡,𝑡 drawn 

(unobservable to 
learner)

The adversary 
observes the pulled 

arm and chooses the 
attacked reward ෨𝑋𝐼𝑡,𝑡 

Learner observes the 
attacked reward ෨𝑋𝐼𝑡,𝑡

Learner pull arm 𝐼𝑡
Stochastic reward 𝑋𝑘,𝑡 drawn 

from all arms (unobservable to 
learner)

The adversary 
observes rewards 
and chooses the 
corrupted reward 
෨𝑋𝑘,𝑡 for all arms

Learner observes the 
corrupted reward 

෨𝑋𝐼𝑡,𝑡

Attack Procedure

Corruption Procedure
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Algorithms for Known Attack Budget

SE-WR: Successive Elimination with Wide Confidence Radius

Standard CR: 𝜇𝑘 ∈ Ƹ𝜇𝑘 −
log

2𝐾𝑇

𝛿

𝑁𝑘
, Ƹ𝜇𝑘 +

log
2𝐾𝑇

𝛿

𝑁𝑘

Wide CR: 𝜇𝑘 ∈ Ƹ𝜇𝑘 −
log

2𝐾𝑇

𝛿

𝑁𝑘
−

𝐶

𝑁𝑘
, Ƹ𝜇𝑘 +

log
2𝐾𝑇

𝛿

𝑁𝑘
+

𝐶

𝑁𝑘

Improved regret analysis upon Lykouris et al. (2018, Theorem 1)

SE-WR-Stop: SE-WE with Stop Condition 

Option a: Stop when 𝑁𝑘 ≤
𝑇

𝐾
+ 𝐶

𝑇

𝐾 log
𝐾𝑇

𝛿

𝑅𝑇 ≤ 𝑂 𝐾𝑇 log𝐾𝑇 + 𝐾𝐶

Option b: Step when 𝑁𝑘 ≤
𝑇

𝐾

𝑅𝑇 ≤ 𝑂 𝐾𝑇 log𝐾𝑇 + 𝐶

SE-WR 

  

Known Attack Budget
SE-WR-Stop  

  

Stop Cond.

①

Stop Cond.

①
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Algorithms for Unknown Attack Budget
SE-WR 

  

PE-WR MS-SE-WR    

                  

Multi-Phase Model Selection

Known Attack Budget

Unknown Attack Budget

SE-WR-Stop  

  

Stop Cond.

①

② ③

Additive vs. Multiplicative Bounds
An additive regret bound is obtained by phased-based 
elimination with a wide confidence interval (PE-WR).

Two multiplicative bounds are obtained via a model selection 
technique from Pacchiano et al. (2020, Theorem 5.3).

②

③
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Results: Regret Lower Bounds
• For known attack budget 𝐶

• General: Ω 𝐾𝐶

• Gap-dependent: Ω σ𝑘
log 𝑇

Δ𝑘
+ 𝐾𝐶

• Gap-independent: Ω 𝐾𝑇 + 𝐾𝐶

• For unknown attack budget 𝐶
• Additive bound: Ω 𝑇𝛼 + 𝐶

1

𝛼

• Multiplicative bound: Ω 𝐶
1

𝛼
−1𝑇𝛼

All upper bounds are tight to some logarithmic factors. 
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Simulations
Thank you!

6/6


	Slide 1: Stochastic Bandits Robust to Adversarial Attacks
	Slide 2: Model: Bandits with Adversarial Attacks
	Slide 3: Algorithms for Known Attack Budget
	Slide 4: Algorithms for Unknown Attack Budget
	Slide 5: Results: Regret Lower Bounds
	Slide 6: Simulations

