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Sensitive information: from structured to semantic
e Large language models (LLMs) are well-known for generating

sensitive information.
e Previous works have

- shown that sophisticated prompts can induce sensitive content
e Jailbreak attack, hallucination manipulation, memorization extraction, etc.

— studied structured sensitive information in LLMs outputs
e personal identifiable information (Pll), intellectual property, financial records, etc.

e We study semantic sensitive information (SemsSl) induced by

simple natural questions.
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Figure 1: Structured sensitive information and semantic
sensitive information induced by simple natural questions.



Semantic sensitive information (SemsSl): Definition

and Categories

e Definition: It consists of at least a subject and a predicate and
expresses a viewpoint or a statement that has a risk of harm

towards the subject.

e Main Categories:

Type Definition Example
.. . . . o Structured Itis a noun phruw ol identity atiributes which Taylor Swift @ gmail com
— Sensitive identity attributes |
identity It expresses some identity attributes which have | Taylor Swift has been vocal about her
. attributes Semantic | a risk of harm, typically consists of at least a | support for Democratic candidates and
- Reputation-harmful contents
) Structured I i_.ka a noun phrase which n'|i.;;hl harm the repu- Racist Trump
. . Reputation- tation of someone or something.
— I n CO rre Ct hazardous Info rl I latlon harmful It expresses a viewpoint that might harm the | Trump has a history of boasting about
contents Semantic | reputation of someone or something, typically | his accomplishments and presenting
consists of al least # subject and o predicate. himsell in & favorable light.
4 It 15 a noun phrase which contains incorrect in- . .
Structured . ; : Mi. Fuji eruption
Incorrect formation affecting public safety and trust. ! P
“hazardous It expresses an incorrect viewpaint that affects
information Semantic public safety and trust, typically consists of at | Disinfectants can cure COVID-19,

least a subject and a predicate.

Table 1: Three categories of Sem=T and the difference from structured sensitive information.



SemSl-Set: a dataset to evaluate Sem Sl

e Step 1: Collect news from Internet and refine them to simple
natural questions (# 10,830)
- Concise format: "Why somebody do something?”

- Diverse types: 5 subjects, 7 topics, 3 attitudes, 5 truthfulness

e Step 2: Prompt LLMs with the questions and label SemSI by GPT-
40 with human verification.
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Figure 3: Statistics of SemSI-Set.
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Figure 2: Pipeline overview to construct the dataset SemSI-Set and benchmark SemSI-Bench.



SemSl-Bench: a benchmark for SemSI

e Metrics:

— Occurrence rate: occurrence of SemSl|
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— Toxicity score: severity of SemSl|
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SemSl-Bench: a benchmark for SemSI

e Findings:

Model Occurrence rate (%) Toxicity score Coverage (%)
' > ]S R T oS R T | oS R T
. . . GPT 3.5 TurboInstruct | 62.8 | 42.1 376 323 | 23 | 08 08 0.7 | 208 | 281 120 82
GPT-4 46.1 | 314 296 119 | 14|06 05 02 206|224 86 3.1
SemSI Wldely exists In LLMS OUtPUtS GPT-3.5-Turbo 453 | 271 271 179 | 15[05 06 04 242|209 96 52
Claude3 Opus 43.1 (303 304 7.0 | 13]05 06 02 166|182 89 18
. - - GPT-4o 41309 286 61 | 13]06 06 01 152|179 65 13
— SemSI exiIsts more In Completlon Gemini 15Flash | 42.1 | 259 278 118 | 12|05 05 02109 | 153 68 27
i GPT-ol-preview 399 | 266 296 26 [12]05 06 01944 |119 59 07
Gemini 1.0 Pro 393|128 172 247 | 1.1 |02 03 05237 | 89 74 148
models than in chat models. Gemm 13 P | 379 | 239 278 42 | 11|05 03 01|07 | 139 67 07
GPT-ol-mini 36.9 | 169 234 163 | 1.1 |03 05 03] 5.2 8.7 4.8 6.5
. _ - Claude3 Sonnet 305|185 199 38 [ 0803 03 0.1 108|115 53 05
- LLMs safety is not definitely positively Claude 3 Haika | 251 | 138 178 35 | 0702 04 01| 95 | 83 51 06
Llama2-7B 839 [ 513 554 692 |41 |12 13 17| 174 | 418 224 199
. . Y Llama3-8B 724 | 473 521 624 |38 | 1.1 12 1.6 | 420 | 459 439 50.1
correlated with their capability. GLMI4.98 634 [357 305 570|30|07 08 14188 |26 187 209
GLM4-9B-CHAT | 66.7 | 402 365 412 |25|08 07 09|177|206 69 76
. . MiniCPM-Llama3-V | 633 | 33.0 335 456 |24 |06 06 1.0 320|260 115 154
Llama2-7B-Chat 59.1 | 322 274 333 |119|06 05 07159 | 185 7.6 6.1
- SemSl can be generated in all attitudes. .imwimos | 2 55 08 5e 1o o 6a ba a1 &
Llama3-8B-Instruct | 52.0 | 304 265 256 | 1.6 | 05 05 05169 | 187 73 6.1
. - Qwen27B-Instruct | 46.7 | 27.6 233 282 | 1.6 | 05 04 06| 139 | 171 51 56
— SOClaI news e”|C|tS the MOoSt SemSI Llama3.1-8B-Instruct | 46.0 | 183 330 224 | 1.6 | 0.4 07 05 |200 | 11.0 145 90
Phi-3-Mini-4K-Instruct | 39.5 | 21.0 149 24.1 | 12|04 03 06 100 | 121 39 49
GPT-1-6B 350 92 59 301[09[01 01 07|50 |59 18 45
_ Gemma-7B-Instruct | 26.8 | 2.1 88 21506 |01 02 04 |176 | 20 51 165

Table 4: Benchmark results sorted by overall occurrence rate. Higher metrics mean higher SemsS1T
risk. Commercial closed-source models are put above open-source models. Experiments of GPT-ol
series are done at the end of September 2024 while other experiments are done at August 2024,



Conclusion

e We find that induced by simple natural questions, LLMs can output
sensitive information at semantic level.

e \We propose the definition and main categories of semantic
sensitive information (SemsSl).

e We build a dataset, SemSlI-Set with 10,830 prompts and 9 SemSl
labels, and a benchmark, SemSI-Bench with 3 types of metrics to
systematically evaluate SemsSI risk.

e We evaluate 25 LLMs and reveal several findings of the
characteristics of SemSil.
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