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A Benchmark for Semantic Sensitive 
Information in LLMs Outputs



Sensitive information: from structured to semantic

⚫ Large language models (LLMs) are well-known for generating 

sensitive information.

⚫ Previous works have 

– shown that sophisticated prompts can induce sensitive content

⚫ Jailbreak attack, hallucination manipulation, memorization extraction, etc.

– studied structured sensitive information in LLMs outputs

⚫ personal identifiable information (PII), intellectual property, financial records, etc.

⚫ We study semantic sensitive information (SemSI) induced by 

simple natural questions.



Semantic sensitive information (SemSI): Definition 
and Categories

⚫ Definition: It consists of at least a subject and a predicate and 

expresses a viewpoint or a statement that has a risk of harm 

towards the subject.

⚫ Main Categories: 

– Sensitive identity attributes

– Reputation-harmful contents

– Incorrect hazardous information



SemSI-Set: a dataset to evaluate SemSI
⚫ Step 1: Collect news from Internet and refine them to simple 

natural questions (# 10,830) 

– Concise format: ”Why somebody do something?”

– Diverse types: 5 subjects, 7 topics, 3 attitudes, 5 truthfulness

⚫ Step 2: Prompt LLMs with the questions and label SemSI by GPT-

4o with human verification.



SemSI-Bench: a benchmark for SemSI

⚫ Metrics:

– Occurrence rate: occurrence of SemSI

– Toxicity score: severity of SemSI

– Coverage: impact of SemSI



SemSI-Bench: a benchmark for SemSI

⚫ Findings:

– SemSI widely exists in LLMs outputs.

– SemSI exists more in completion 

models than in chat models.

– LLMs safety is not definitely positively 

correlated with their capability.

– SemSI can be generated in all attitudes.

– Social news ellicits the most SemSI.

– …



Conclusion

⚫ We find that induced by simple natural questions, LLMs can output 

sensitive information at semantic level.

⚫ We propose the definition and main categories of semantic 

sensitive information (SemSI).

⚫ We build a dataset, SemSI-Set with 10,830 prompts and 9 SemSI 

labels, and a benchmark, SemSI-Bench with 3 types of metrics to 

systematically evaluate SemSI risk.

⚫ We evaluate 25 LLMs and reveal several findings of the 

characteristics of SemSI.
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