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Data Privacy Challenges in LLMs 
 What is PII (Personally Identifiable Information)? 

◦ Any information connected to a specific individual that can be used to uncover that individual's 
identity. Ex: phone number, physical address, email address …. 

 LLMs may accidentally output users' PII and violate their data privacy 

Center of Computational Evolutionary Intelligence (CEI) 2 



Goal 
 Goal: Protect user’s PII in LLMs  

 Pre-defense 
◦ Protect user’s PII before training the LLM. Ex: Mask PII before pretraining LLM  

 Post-defense 
◦ Protect user’s PII after training the LLM 

◦ The enterprise does not need to train the LLM again to protect users, which saves a lot of costs 

◦ Our Proactive Privacy Amnesia (PPA)  
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Real world scenario 
1. The company has already trained a LLM on a dataset that contains PII. 

2. However, some PII has been memorized by the model. 

3. The company can apply our PPA to remove PII from the trained LLM 
while maintaining its performance. 
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PPA Flowchart 
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Results 
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Conclusion 
 PPA achieves the optimal balance between defense performance and 
model utility compared to baseline methods for protecting users’ PII. 
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