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Data Privacy Challenges in LLMs

e What is Pll (Personally Identifiable Information)?

o Any information connected to a specific individual that can be used to uncover that individual's
identity. Ex: phone number, physical address, email address ....

LLMs may accidentally output users' Pll and violate their data privacy




Goal

® Goal: Protect user’s Pll in LLMs

® Pre-defense
o Protect user’s Pll before training the LLM. Ex: Mask PIl before pretraining LLM

e Post-defense

o Protect user’s Pll after training the LLM
o The enterprise does not need to train the LLM again to protect users, which saves a lot of costs
o Qur Proactive Privacy Amnesia (PPA)




Real world scenario

The company has already trained a LLM on a dataset that contains PII.

However, some Pll has been memorized by the model.

The company can apply our PPA to remove Pll from the trained LLM
while maintaining its performance.




PPA Flowchart
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Results

) . Model Performance Attack . . Model Performance Attack
Enron Email Experiment GPTo Enron Email Experiment GPTdo
Phone Number Defense Model | Perplexity i Input Rephrase Probing Soft Prompt  Attack Average Physical Address Defense Model | Perplexity . Input Rephrase Probing Soft Prompt  Attack Average
Email Score Email Score
RS, EMJ| RS]| EM| RS| EM/| RS| EM] RS| EMJ| RS, EMJ] RM| EMJ] RS, EM|
Empty Response 16.5 57 517 493 372 348 805 759 564 533 Empty Response 16.7 52 575 . 463 10 737 37 592 19
Error Injection 14.6 5.2 242 222 193  17.6 217 208 217 20.2 Error Injection 14.4 5.1 19.2 . 5.1 L0 5.4 Lo 99 LO
LLaMA2-7b | Unlearning 3.2 x 1011 1.1 0.0 0.0 00 00 00 00 00 0.0 LLaMA2-7b | Unlearning inf 1.0 3.8 . 25 10 25 10 29 1.0
DEPN 77.2 2.0 9.0 77 00 00 82 64 57 47 DEPN 2189 1.4 16.3 . 52 10 28 Lo &1 1.2
PPA 16.0 5.2 00 00 00 00 00 00 00 00 HES 23 S0 2] : 47 10 52 10 73 1.0
Empty Response | 82.9 47 257 238 215 198 253 241 241 223 Empty Response 78.8 4.8 457 : 3431 298 26 376 36
Error Injection 60.5 53 133 129 58 52 181 166 124 115 Error Injection 523 4.2 33 L0100 10 18220 17813
LLaMA3-8b | Unlearning 5.0 x 102! 12 00 00 00 00 00 00 00 00 LLaMA3-8b | Unlearning inf Lo 3 022 1022102510
DEPN 138.5 45 372 342 261 245 267 253 300 280 DEPN 2013 L5 455 30 157 20 91 53 178 34

PPA 67.5 4.3 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 PPA 376 40 16.7 10 22 10 258 Lo 149 1.0

Table 3: Comparative Analysis of Physical Address Defense Strategies Against Various Attacks
in Enron Email Experiment. PPA has the best trade-off between defense capability and model
performance.

Table 2: Comparative Analysis of Phone Number Defense Strategies Against Various Attacks in
Enron Email Experiment. PPA effectively defends all user’s phone numbers with comparable model
performance.
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Conclusion

® PPA achieves the optimal balance between defense performance and
model utility compared to baseline methods for protecting users’ PIlI.




