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Why LLMs Generate Harmful Content?
Harmful Knowledge in Datasets
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LLM learns harmful knowledge so it can generate harmful answers.
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LLMs Know What is Harmful? 
Ethics From Pre-Training
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LLMs Know What is Harmful? 
Ethics From Pre-Training
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Token distribution shift on three pairs of base-vs-aligned LLMs.

The unlocking spell on base llms: Rethinking alignment via in-context learning



MLPs Understand Semantics
Modifying Neurons Weaken Safety
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Finding Safety Neurons in Large Language Models



Parameters For Safety
Removing Them Weakens Safety
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Assessing the Brittleness of Safety Alignment via Pruning and Low-Rank Modifications



Can Attention Do the Same?
Intuition Makes Sense
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Example of multi-head attention with different focuses



How to Identify Safety Heads
Ablating Attention to Finding Safety Heads
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Stylistic Rejection Response



How to Identify Safety Heads
Ablating Attention to Finding Safety Heads
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Definition 1: Safety Parameter



Safety Head Important Score
How to ablate?
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Multi-Head Attention
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Safety Head Important Score
How to ablate?
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Scaling QK via ℇ Scaling V via ℇ



Safety Head Important Score
Undifferentiated Attention
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Head output degenerates to mean



Safety Head Important Score
Scaling Contribution
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Equal to ℇ * ℎ�



Safety Head Important Score
SHIPS
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Definition of Ships for a specific harmful query



Safety Head Important Score
Conclusion: Attention Heads Have Different impacts on Safety
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Text



Expanding Ships to The Dataset-Level
Identify The Most Important Heads for A Dataset
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Dataset-Level Ships



Safety Attention Head Attribution Algorithm
Further Extension of the Ships

On the role of Attention Heads in Large Language Model Safety

Heuristic SearchMultiple Safety Head



Safety Attention Head Attribution Algorithm
Conclusion: Combination Heads Has a Greater Impact

On the role of Attention Heads in Large Language Model Safety

Head Combination Ablation



Analysis
Safety Head Can Extract Crucial Safety Information
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Original UA Scaling UA Outperform SC



Analysis
Pre-Training Is Important For LLM Safety
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The overlap between Llama2 and Vicuna



Analysis
Safety and Utilization Trade-Off
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Text



Undisclosed Insights
Brute-Force Search For the Optimal Combination
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Approximable NP Problem
The Optimal Solution Cannot Be Solved
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Layer 0 Layer 1 Layer n Layer 31
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Thanks For Your Attention


