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Summary DiffPure v.s. ADBM

ADBM FrameworkReliable Evaluation on DBP

➢ Problem: Diffusion-Based Purification (DBP) methods 

like DiffPure have shown promise in defending against 

adversarial examples. However, they often suffer from 

a trade-off between effective noise removal and 

accurate data recovery. Additionally, evaluations of 

such methods have been questioned due to reliance 

on weak adaptive attacks.​

➢ Contribution: We first build a reliable evaluation for

the robustness of DBP. Then we introduce the 

Adversarial Diffusion Bridge Model (ADBM), which 

constructs a direct reverse bridge from diffused 

adversarial example back to clean examples. 

➢ Results: Through theoretical analysis and extensive 

experiments, ADBM demonstrates superior defense 

performance across various scenarios, highlighting its 

reliability and potential for practical applications.​

𝜖𝑎 denotes the adversarial noise can can be generated by
𝜕𝐿𝑐

𝜕𝜖𝑎
.

➢ DiffPure relies on the assumption that the two diffused distributions are sufficiently close, such that 

the original reverse process can recover the diffused adversarial data distribution.

➢ Unlike original diffusion models relying on the similarity between the diffused distributions of clean 

and adversarial examples for a balanced trade-off, ADBM constructs a direct reverse process (or 

“bridge”) from the diffused adversarial data distribution to the distribution of clean examples

➢ We first develop a simple yet reliable adaptive attack 

evaluation method for DBP, achieving the SOTA attack

success rate for DiffPure. 

➢ Evaluation: PGD-200+EOT-20 w/ full gradient
ADBM injects scaled adversarial noise into the training compared with the original training objective of diffusion models

Theoretical Analysis

➢ Theorem 1 implies that if the training loss of ADBM 

converges to zero, it can perfectly remove adversarial 

noises by employing a one-step DDIM sampler.

Paper:

➢ Theorem 2 indicates that with infinite reverse 

timesteps, adversarial examples purified with ADBM 

are more likely to align with the clean data distribution 

than those with DiffPure.

Experimental Results

➢ ADBM achieved better robustness than DiffPure 

under reliable attacks under 1 reverse step. 

➢ ADBM exhibited much better robustness than AT 

methods when facing unseen threats. 
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