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Background

• What is Certified Robustness? A narrow explanation

• Focus on the robustness of DNN against perturbations (e.g. Gaussian perturbations)

• The model robustness is certified  by utilizing Randomized Smoothing [6]

• What’re the problems in the Certified Robustness area?

• Existing methods: Diffusion-based methods and Traditional methods

• Problems with theses methods:
• Diffusion-based methods (e.g. DiffSmooth[1], DensePure[2])

• Strong performance + Slow inference speed

• Traditional methods (e.g., Consistency[3], SmoothAdv[4]): 
• Relatively Poor performance + High inference speed



Preliminaries: Diffusion-based methods

• DensePure[2]: Denoise perturbed images N rounds and predict label by 
majority voting.
• Off-the-shelf diffusion model and image classifier
• Multi-step denoising & Majority Voting

• Inference Complexity on a single image: O(N*M)
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Preliminaries: Traditional methods

• Consistency[3]: align predictions output by the classifier

𝑪𝑬 𝑦, 𝑁𝑁 𝑥𝑡 𝜃 + 𝜂1𝑪𝑬 𝑁𝑁 𝑥𝑡
1

𝜃, 𝑁𝑁 𝑥𝑡
2

𝜃 + 𝜂2𝑬𝒏𝒕𝒓𝒐𝒑𝒚(𝑁𝑁 𝑥𝑡 𝜃),

𝑤𝑖𝑡ℎ 𝑬𝒏𝒕𝒓𝒐𝒑𝒚 𝑎 = −𝑝 𝑎 𝑙𝑜𝑔𝑝 𝑎 , 𝑪𝑬 𝑎, 𝑏 = 1 − 𝑎 𝑙𝑜𝑔𝑝 1 − 𝑏 + 𝑎𝑙𝑜𝑔𝑝(𝑏)

Here, 𝑦 is ground truth label, 𝑁𝑁 ⋅ 𝜃 is the neural network, 𝑥𝑡 = (𝑥𝑡
1, 𝑥𝑡

2), 𝑥𝑡
1 and 𝑥𝑡

2 are two noisy versions 

of the same input 𝑥.

• Inference Complexity on a single image: O(1)
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Method: A High-level explanation

How should we close the gap of diffusion-based methods in terms of the tradeoff 
between performance and efficiency?

• Robustness: model predictions are consistent across clean and perturbed images.

• Motivation: Probability Flow Ordinary Differential Equation (PF ODE)[5]

• It defines the deterministic reverse sampling process of a diffusion model.

• It ensures that sampling trajectories remain distinct and do not cross each other

As a result:

• Any point uniquely belongs to a single sampling trajectory.

• Points on the same PF ODE sampling trajectory correspond to the same initial clean image

• Therefore, we propose to align representation of points on the same PF ODE sampling trajectory.



Method: Pre-training

• Decompose training into: Pre-training & fine-tuning

• During Pre-training:
• Training objective (both in the form of infoNCE loss): 

contrastive loss + consistency loss

• Learn meaningful representations

• Align representation along PF ODE trajectories

• Positive pair: temporally adjacent points on the same PF ODE traj

• Negative pair: points on different PF ODE trajctories



Method: Fine-tuning

• During Fine-tuning:

• Remove the projector

• Load pre-trained encoder weights

• Training objective (adopt from Consistency[3]): 
𝑪𝑬 𝑦, 𝑁𝑁 𝑥𝑡 𝜃 + 𝜂1𝑪𝑬 𝑁𝑁 𝑥𝑡

1
𝜃 , 𝑁𝑁 𝑥𝑡

2
𝜃 + 𝜂2𝑬𝒏𝒕𝒓𝒐𝒑𝒚(𝑁𝑁 𝑥𝑡 𝜃)



Experiment: Performance on ImageNet



Experiment: Performance on CIFAR10



Experiment: Scalability

Scale up model size improves performance. Increase training batch size improves performance.



Conclusion

• Establishes a unique connection between perturbed and clean 
samples along the trajectories of the probability flow (PF) of the 
denoising process. 

• We close the gap of diffusion-based methods in terms of the tradeoff 
between performance and efficiency

• The method exhibits strong scalability on ImageNet
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