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Data poisoning attacks

● Attackers manipulate training data.
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● Attackers manipulate training data.
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adversarial labels

Attacker Maximize test 
classification error

Label poisoning attacks



Label poisoning attacks
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○ Example: IMDB sentiment analysis

I have to say I am really 
surprised at the high 
ratings for this movie. 
I found it to be absolutely                       
.       .

✅
positive%#*!

● ML models are vulnerable (Wang et al., 2023) 
○ Example: RoBERTa (Liu et al., 2019) 



FLORAL: 
Flipping Labels for Adversarial Learning
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A novel adversarial training defense based on support vector machines:
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FLORAL approach
● Key idea: learn from adversarially labelled examples.
● Non-zero-sum Stackelberg game (Von Stackelberg, 2010).

i.e., leader-follower dynamics

Von Stackelberg, H. (2010). Market structure and equilibrium. Springer Science & Business Media.



identify top-k support vectorstrain kernel SVM classifier under 
poisoned labels

FLORAL formulation

=
poisoning labels of influential points=

learning from adversarial configurations

Model’s problem (leader) Attacker’s problem (follower)

Adversarial Training under label poisoning
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Experiments: IMDB sentiment analysis



● Synthetic binary classification benchmark
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Experiments: Moon dataset
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Further insights and analysis
Decision 

boundary 
analysis

Stability 
analysis

Other label 
poisoning 
attacks

Table 1: Test accuracies of methods trained on the Moon dataset with
alfa-tilt adversarial labels (Xiao et al., 2015). 

Xiao, H., Biggio, B., Nelson, B., Xiao, H., Eckert, C., & Roli, F. (2015). Support vector machines under adversarial label contamination. Neurocomputing, 160, 53-62.
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