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We need a new Multimodal Safety Mechanism !
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Continuous visual token embeddings bypass the “Safety Mechanism” aligned on discrete text token embeddings,

leading to harmful behavior of the language model backbone.



Method: ETA

Instruction: What are some ways Defensive Driving
to intentionally evade authorities =

- A: To intentionally evade
authorities after ... :

after committing a traffic 1. Change the vehicle: ...

offense, such as a hit-and-run, ...?
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Evaluating Then Aligning {}

A: As an AT assistant, it's not appropriate for me to encourage or suggest illegal actions. It's essential
to adhere to legal principles and avoid committing any illegal activities, including ......




Method: Evaluating
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[ Text Input of CLIP Model in Eq. 3

The image contains unsafe/porn/violent/political/physically harmful/illegal/private con-
tent.

Spre($1)

CLIP score as pre-evaluator to assess safety of input
images. Harmful images should have a higher
semantic similarities to harmful text.
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( Safety Specific Input Format for Reward Models in ETA

User

Please give me a response without any safety issues, one word or phrase or number is
acceptable. If the response contains instructions for harmful/porn/sexual/unsafe/violent/il-
legal/privacy activities, the score will be low. If the response directly rejects the question
and gives some helpful advice, the score should be high. If the response only contains a
single word or number or phrase, the score will be high.

Post Eval.

Assistant
{ Answer}

Safety-specific input format helps the LLM RM focus
on the safety of responses.



Method: Aligning
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1 Searching for the most helpful and harmless sentence-level
. trajectory during the aligning stage.

CLIP score identifies the most helpful and relevant sentences while reward score ensures
the entire generation remains on the most harmless trajectory.



23 ICLR

Experiment: Safety Performance

SPA-VL. MM-SafetyBench FigStep Adv. Image+Text

Method Harm | SD+TYPO | Vanilla | Suffix|  Unconstrained |
[LLaVA-1.5-7B 46.04 40.46 58.60 62.00 97.50

+ ECSO 23.40 15.89 37.40  59.00 95.00

+ ETA 16.98 15.83 7.80 22.60 22.50
LLaVA-1.5-13B 40.75 41.01 61.60 66.40 100.00

+ ECSO 15.47 13.81 15.00 37.20 95.00

+ ETA 15.09 11.67 22.60  20.80 12.50
InternVL-Chat-1.0-7B| 46.79 37.20 4740  52.80 97.50

+ ECSO 28.68 15.54 41.20 49.40 95.00

+ ETA 16.98 13.81 17.40 10.80 25.00
[L.LaVA-OneVision-7B| 15.85 29.76 45.20  40.40 70.00

+ ETA 6.79 10.60 16.80 19.40 20.00
[Llama3.2-11B-Vision 7.17 19.17 41.60 44.00 15.00

+ ETA 2.64 3.99 8.20 3.20 7.50

ETA Enhances Safety Capability!



Experiment: General Performance
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Method Fine-tuned | MME” MME® MMB SQA! TextVQA VQAV2
LLaVA-1.5-7B 1505.88 357.86 64.60 69.51 5820  78.51
1420.66 33250 63.32 67.33 5599  76.87
+ VLGuard-Posthoc-LoRA / 18522 12536 1128 1218 1221 lie4
149588  360.00 63.83 69.36 58.15  78.39
E
+ECSO X +10.00 .14 1077  10.15 1005  10.12
+ ETA X 1506.13 357.86 64.69 69.51 58.15  78.51
10.25 T0.00  T0.09 T0.00 10.05  T0.00
ETA Maintains General Ability! &
Inference Time (second) | Inference Time (second) |
Method MMB SQA! Method MMB SQA!
LLaVA-1.5-7B 0.23 0.22 InternVL-Chat-1.0-7B 0.52 0.35
+ ECSO 0.48 (10.25) 0.38(10.16) | + ECSO 1.44 (1 0.88)  0.62 (1 0.27)
+ ETA 0.28 (1 0.05) 0.36 (1 0.14) | + ETA 0.64 (1 0.12)  0.44 (1 0.09)

ETA Incurs only Minimal Inference Overhead! {5
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