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What is Anomaly Detection ?

Anomaly Detection is the process of identifying data points, events, or observations that deviate significantly from the expected pattern or 

behavior in a dataset. These anomalies can indicate critical insights such as fraud, system failures, or unusual trends. Some applications such as:

1. Fraud Detection: Identifying unusual transactions in banking, finance, or online shopping.

2. System Monitoring & Security: Detecting intrusions, cyberattacks, or software malfunctions.

3. Predictive Maintenance: Identifying early signs of machine failures before breakdowns occur.

4. Healthcare & Medical Analysis: Recognizing abnormal patterns in medical data.

5. User Behavior Analysis: Detecting unusual user activities in websites, applications, or networks.



Drawbacks of the Existing SOTA Methods

• DTE[1]: Employs a diffusion model for fast inference, halting when reconstruction errors exceed a threshold. While highly 

efficient, its reliance on reconstruction leads to memorizing anomalies, reducing reliability. It is ideal for speed-focused scenarios 

but compromises accuracy in complex datasets. (Fast but unreliable)

• ADGym[2]: Optimizes key design elements like loss functions and architectures, significantly improving anomaly detection 

performance. However, it requires high computational resources, struggles with new datasets, and lacks scalability, making it less 

effective for diverse or dynamic environments. (High cost and poor scalability)

• Rejex[3]: Implements a fixed rejection threshold for rejecting uncertain predictions, enhancing reliability and theoretical 

guarantees. Despite these strengths, it lacks adaptability to unlabeled or rapidly changing datasets, limiting its usability in real-

world, complex, or evolving scenarios. (Lacks Generalization)

[1] DTE paper (ICLR 2024 Spotlight): https://openreview.net/forum?id=lR3rk7ysXz

[2] ADGym paper (NeurIPS 2023): https://openreview.net/forum?id=9CKx9SsSSc&noteId=jXiE88oWUQ

[3] Rejext paper (NeurIPS 2023): https://openreview.net/forum?id=WK8LQzzHwW&noteId=Db98cMHlw7

During the work for ICLR 2025, papers in NeurIPS 2024 had not yet been published.

https://openreview.net/forum?id=lR3rk7ysXz
https://openreview.net/forum?id=9CKx9SsSSc&noteId=jXiE88oWUQ
https://openreview.net/forum?id=WK8LQzzHwW&noteId=Db98cMHlw7


Swift Hydra: Objectives and Goals

DTE (ICLR 2024 Spotlight)

ADGym (NeurIPS 2023)

Rejext (NeurIPS 2023)

Swift Hydra (ICLR 2025)

We have GenAI + RL We have Mixture of Mamba Expert (MoME)

During the work for ICLR 2025, papers in NeurIPS 2024 had not yet been published.



The Swift Hydra Framework consists of two main modules: the Self-Reinforcing Generative Module and the 

Inference Module. The first module includes a C-VAE, an RL agent, and a large Mamba-based Detector. 

Initially, the C-VAE is trained on the original dataset, referred to as the Combined Dataset in episode 0. In the 

early stages, the RL agent generates diverse anomalies by refining latent vectors z, then shifts to producing 

anomalies that more effectively deceive the detector. The top l anomalies are added back to the original dataset, 

creating a new combined dataset to further improve the Generative Model. The second module employs a 

Mixture of Mamba Experts (MoME), where lightweight models specialize in different parts of the dataset, 

providing the same performance as the large detector but with significantly faster inference.

Swift Hydra: Overall Framework



How RL and GenAI Collaborate Effectively?

The distribution is captured by the Generative 

AI model. Note that GenAI models tend to 

capture features that appear most frequently.

These features are less frequent in the 

training dataset but may be extremely 

important, as they could potentially 

maximize a certain objective function.



In the context of anomaly detection, if we use a GenAI model to generate anomalies, it often 

produces anomalies with features that appear most frequently in the data, which can make 

them easily detectable as anomalies by the detector. Instead, we can use an RL agent to 

modify the feature space of the GenAI model.

Early Stage: Conditional GenAI is trained on the anomaly class to generate the most diverse 

data possible through Entropy Maximization (increasing the chaotic of the data). This can be 

considered as the Exploration Process in RL literature.

Later Stage: In the later stage, the RL model focuses on identifying samples that can most 

effectively deceive the detector among the explored samples. This can be considered the 

Exploitation Process in RL literature.

Exploration term Exploitation term 

Maybe these feature regions have significant 

potential to help the detector generalize 

better. However, these features appear 

infrequently in the dataset.

RL Exploration Process

Distribution 

Captured by GenAI

Adding potential datapoints back to the dataset 

changes the distribution, increasing the frequency of 

rare features. This helps GenAI better capture these 

features and generate improved data in later episodes.



Mixture of Mamba Expert

After completing phase 1, we observed the following: Building a large detector to capture all data points (including original and 

generated data) would result in a model with a high number of parameters, leading to high inference time. This approach would not be 

scalable for challenging anomaly detection tasks that require generating more data during phase 1.

Single Large Detector

Decision boundary 

by one expert

Mixture of Mamba Expert



Final Prediction

Dot Product
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