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What is Anomaly Detection ?

Anomaly Detection is the process of identifying data points, events, or observations that deviate significantly from the expected pattern or
behavior in a dataset. These anomalies can indicate critical insights such as fraud, system failures, or unusual trends. Some applications such as:

1. Fraud Detection: Identifying unusual transactions in banking, finance, or online shopping.

2. System Monitoring & Security: Detecting intrusions, cyberattacks, or software malfunctions.

3. Predictive Maintenance: Identifying early signs of machine failures before breakdowns occur.
4. Healthcare & Medical Analysis: Recognizing abnormal patterns in medical data.

5. User Behavior Analysis: Detecting unusual user activities in websites, applications, or networks.
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Drawbacks of the Existing SOTA Methods

« DTE[1]: Employs a diffusion model for fast inference, halting when reconstruction errors exceed a threshold. While highly
efficient, its reliance on reconstruction leads to memorizing anomalies, reducing reliability. It is ideal for speed-focused scenarios
but compromises accuracy in complex datasets. (Fast but unreliable)

«  ADGym|[2]: Optimizes key design elements like loss functions and architectures, significantly improving anomaly detection
performance. However, it requires high computational resources, struggles with new datasets, and lacks scalability, making it less
effective for diverse or dynamic environments. (High cost and poor scalability)

* Rejex[3]: Implements a fixed rejection threshold for rejecting uncertain predictions, enhancing reliability and theoretical
guarantees. Despite these strengths, it lacks adaptability to unlabeled or rapidly changing datasets, limiting its usability in real-
world, complex, or evolving scenarios. (Lacks Generalization)

[1] DTE paper (ICLR 2024 Spotlight): https://openreview.net/forum?id=IR3rk7ysXz
[2] ADGym paper (NeurlPS 2023): https://openreview.net/forum?id=9CKx9SsSSc&noteld=jXiE880WUQ
[3] Rejext paper (NeurlPS 2023): https://openreview.net/forum?id=WKS8LQzzHwWW&noteld=Db98cMHIw7

During the work for ICLR 2025, papers in NeurlPS 2024 had not yet been published.
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Swift Hydra: Objectives and Goals
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DTE (ICLR 2024 Spotlight)

ADGym (NeurlPS 2023)

Rejext (NeurlPS 2023)

Swift Hydra (ICLR 2025)

We have GenAl + RL We have Mixture of Mamba Expert (MoME)

During the work for ICLR 2025, papers in NeurlPS 2024 had not yet been published.
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Swift Hydra: Overall Framework
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The Swift Hydra Framework consists of two main modules: the Self-Reinforcing Generative Module and the
Inference Module. The first module includes a C-VAE, an RL agent, and a large Mamba-based Detector.
Initially, the C-VAE is trained on the original dataset, referred to as the Combined Dataset in episode 0. In the
early stages, the RL agent generates diverse anomalies by refining latent vectors z, then shifts to producing
anomalies that more effectively deceive the detector. The top | anomalies are added back to the original dataset,
creating a new combined dataset to further improve the Generative Model. The second module employs a
Mixture of Mamba Experts (MoME), where lightweight models specialize in different parts of the dataset,
providing the same performance as the large detector but with significantly faster inference.




How RL and GenAl Collaborate Effectively?

The distribution is captured by the Generative
Al model. Note that GenAl models tend to
capture features that appear most frequently.
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These features are less frequent in the
training dataset but may be extremely
important, as they could potentially

maximize a certain objective function.
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In the context of anomaly detection, if we use a GenAl model to generate anomalies, it often
produces anomalies with features that appear most frequently in the data, which can make
them easily detectable as anomalies by the detector. Instead, we can use an RL agent to
modify the feature space of the GenAl model.

R(M¢(2zyyz - 1)76) = fye : H(Dterain U M¢(22: Y = 1)) - IOg Wﬁ(qu(ﬁuyz - 1)):
)

|
Exploration term Exploitation term

Early Stage: Conditional GenAl is trained on the anomaly class to generate the most diverse
data possible through Entropy Maximization (increasing the chaotic of the data). This can be
considered as the Exploration Process in RL literature.

Later Stage: In the later stage, the RL model focuses on identifying samples that can most
effectively deceive the detector among the explored samples. This can be considered the
Exploitation Process in RL literature.

Distribution

PN / Captured by GenAl \’ -

\

N \S

/ ' % \
/ ’ RL Exploration Process 7, \
Maybe these feature regions have significant Adding potential datapoints back to the dataset
potential to help the detector generalize changes the distribution, increasing the frequency of
better. However, these features appear rare features. This helps GenAl better capture these
infrequently in the dataset. features and generate improved data in later episodes.
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Mixture of Mamba Expert

After completing phase 1, we observed the following: Building a large detector to capture all data points (including original and
generated data) would result in a model with a high number of parameters, leading to high inference time. This approach would not be
scalable for challenging anomaly detection tasks that require generating more data during phase 1.
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MIXTURE OF MAMBA EXPERTS
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Theorem 1. (Reward Estimation Consistency). If the reward function R is differentiable, Fy is
well-converged, and z; »= z; — € -V, (—R(My(zi,y; = 1), e)) for some small ¢, then R (Z;,e) >
R (x;,€e), where &; = My(Zi,y; = 1). (Proof in Appendix B.1)

Theorem 2. (Inefficiency of single detector in handling evolving balance data). Suppose a feature
space ¥ C RY contains U,, normal clusters and U, anomalous clusters, where each cluster u-th €
(U, + U,]| is modeled as a Gaussian distribution N (pt,,, 6°1p). Let V,juse.r be the cluster’s volume
and A\ be the total overlapping volume between normal and anomalous clusters, where the number
of anomalous data points is equal to the number of normal data points, the training loss Liain (W)

is lower bounded by i A in a case of linear W,,. (Proof in Appendix B.2)

' A
Ua, - mr[ustfr — 9

Theorem 3. (MoME efficiently handles evolving balance data). Let L. (§) and Liesi(W,.) repre-
sent the expected error on the test set for the Mixture of Mamba Experts (MoME) model and a single
detector, respectively. For any value of A, employing MoME with { f1, fa, ..., fu } guarantees that
the minimum expected error on the training set is Li,qin(S) = 0 and the expected error on the test
set satisfies Liest () < Liest(Wi ). (Proof in Appendix |B.3)
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Figure 2: The distribution of the evolving training set DY"**" and test set D5 is visualized using
the Cardiotocography dataset, one of the 57 datasets from ADBench, generated by Swift Hydra in
each episode. The data points are dimensionally reduced using T-SNE (van der Maaten & Hinton,

2008). Note that the light blue points represent the generated datapoints from previous episodes,
providing insight into the trend of generating anomalous data across episodes.
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Figure 3: The distribution of the evolving training set D"*'™ and test set D'**" is visualized using
the Cardiotocography dataset, one of the 57 datasets from ADBench, generated by the oversampling

methods in our baselines. The data points are dimensionally reduced using T-SNE (

van der Maaten

& Hinton, 2008).
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Figure 4: The performance of the RL-Agent is represented by the reward (right y-axis), while the
performance of the Mamba-based Detector (single model) is measured by AUC-ROC (left y-axis).
Both metrics are plotted against the number of episodes (x-axis) across three challenging datasets
from ADBench. Note that both reward and AUC-ROC are averaged over multiple roll-outs.
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Methods DTE Rejex ADGym Swift Hydra (Single) Swift Hydra (MoME)
| | AUCROC | TIF | AUCROC | TIF | AUCROC | TIF | AUCROC | TIF | AUCROC | TIF |
| Train/Test Ratio (40/60%) | 0.82 | 402 | 078 |3.89| 086 |6.12] 0091 | 1311 | 093 | 401 |
| Train/Test Ratio (30/70%) | 080 | 413 | 077 [409| 08 |[703| 090 | 1438 | 091 | 479 |
| Train/Test Ratio (20/80%) | 0.79 | 431 | 076 | 422| 079 |817| 087 | 1613 | 090 | 522 |
| Train/Test Ratio (10/90%) | 078 | 442 | 074 | 439| 077 [914| 086 | 1852 | 087 | 584 |

TIF = Total Inference Time (Seconds)

Table 1: The performance of Swift Hydra and the baselines on the ADBench is evaluated based
on two criteria: AUC-ROC and total inference time (TIF). Here, the AUC-ROC is the average
calculated across all 57 datasets, while the TIF represents the total time the model takes to predict
all data points across all datasets. We vary the train/test ratios to illustrate how the size of the training

data impacts the performance. The best AUC-ROC values are highlighted.
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Methods Transformer Mamba Swift Hydra(Transformer) Swift Hydra(Mamba)
| | AUCROC | TIF | AUCROC | TIF | AUCROC | TIF | AUCROC | TIF |
| Train/Test Ratio (40/60%) | 0.78 | 5.18 | 080 | 354 | 090 | 7.96 | 093 | 401 |
| Train/Test Ratio (30/70%) | 0.75 | 6.07 | 077 |3.62| 0.88 | 8.79 | 091 | 479 |
| Train/Test Ratio (20/80%) | 0.72 | 7.10 | 073 | 411 | 086 | 9.91 | 090 | 522 |
| Train/Test Ratio (10/90%) | 0.69 | 822 | 0.71 | 463 | 082 | 10.36 | 087 | 584 |

TIF = Total Inference Time (Seconds)

Table 5: Comparison of Vanilla Transformer and Vanilla Mamba with Transformer and Mamba
enhanced by the Self-Reinforcing Module in Swift Hydra, evaluated based on AUC-ROC and Total

Inference Time (TIF).

Methods Transformer (VAE-Geometry) Mamba (VAE-Geometry) Swift Hydra(Transformer) Swift Hydra(Mamba)
| | AUCROC | TIF | AUCROC | TIF | AUCROC | TIF | AUCROC | TIF |
| Train/Test Ratio (40/60%) |  0.83 | 5.23 | 085 | 3.40 | 090 | 7.96 093 | 401 |
| Train/Test Ratio (30/70%) |  0.80 | 6.11 | 083 | 3.58 | 088 | 8.79 091 | 479 |
| Train/Test Ratio (20/80%) |  0.78 | 7.02 | 081 | 4.02 | 086 | 9.91 090 | 522 |
| Train/Test Ratio (10/90%) |  0.75 | 8.38 | 078 | 4.65 | 082 | 8.36 087 | 584 |

TIF = Total Inference Time (Seconds)

Table 6: AUC-ROC performance of various backbone models when applying oversampling tech-

niques
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