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]
B Research Background & Motivation

O Adversarial examples severely impedes the application of DNNSs in security-conscious
scenarios, such as self-driving car[1], Face recognition[2] and heath care[3].




B
B Research Background & Motivation

O Adversarial training approaches often suffer from high training time and a decline in
accuracy on clean data.

0 Ensemble training methods struggle to prevent the transferability of adversarial
examples among sub-models.

O Data transformation-based approaches often rely on a private key. If the private key 1s
lost, the model becomes vulnerable



B
B Overview of the Proposed Method

O Definition of feature extractor

O Fine-grained analysis on ensemble model vulnerability

O Frequency domain transformation



B Definition of Feature Extractor

O Useful feature extractor & Robust and non-robust feature extractor.
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Definition 1 (Useful feature extractor)

For a given data distribution D = X x 99, a feature extractor 8: X — R¥ is useful, if we have
]E(x,y)~D[h(Y)Te(X)] > 1/k'
Where h(y) is the one—hot k-dimensional vector of the label y, k is the number of classes.

' Definition 2 (Robust and non-robust feature extractor)

(1) We say 8 is robust if the following condition holds for any i (1 < i < k):E(yyy~p.[6(A(x))]; > 1/k.
where D; represents the i-th class data and A (x) denotes the adversarial example of a data item x. We
denote the set of these robust feature extractors as Op.

(2) The remaining useful feature extractors are non-robust. We assign these non-robust extractors

to k(k — 1) sets: {@;;| 1 < i # j < k} as follows: For each non-robust 8, there must exist at

least an index “i” such that E ). [6(A(X))]; < 1/k. Welet j = argmax;s E(yy)~p,[6(A(x))]s

and assign 8t0 O; ; .

we can represent the model as:
f(x) = 2ae OrNOf WGG(X)_I_zi,j:Liqtj 2E)e 0;,;NO¢ wgB (x) (1)




B Fine-grained Analysis on Ensemble Model Vulnerabilitytes?

0o We define the Vulnerability of ensemble model and the vulnerability towards y;.

VI"(FE) = ]E(mjy)wfp [H{FE(I) =y FE(A(LU)) # y}]

VI‘(FE,- yt):]E(;c,y)wD [H{FE(m):y /\ FE(A(x))_yt}}

o We have the inequalities.

Vr(Fg) < ) Vr(Fg, ) (2)
Yt €Y
Vi(Fi, 1) < Eeypon [I( 32 1(Um(A@)y < Un(A@)) > 2)] @)

o To reduce the upper bound of V, (Fg), we decrease the right hand side of the inequality (2) which is
equivalent to reducing the probability of the following expression holding.

D web(A@)+ D> D> web(A@)] <[> web(A@)+ > > web(A())] (4

fcom i,j=1,i#j 0O, pcem t,J=1,i#£j 0€OT;
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O Hint(i): To decrease the vulnerability 1n the attack direction y;, it 1s reasonable to
decrease the influence from the non-robust feature extractors of G)f,:'y -

O Hint (ii): For each attack direction y;, we only need to consider manipulating the
training data of M/2 + 1 sub-models instead of all the M sub-models.

e

B Fine-grained Analysis on Ensemble Model Vulnerabilitytes?



B Frequency Domain Transformation

O Frequency selection.

Amplitude based
selection

>

Image in frequency domain Frequency selected

O In our Frequency selection, we retain the high-amplitude frequencies (i.e., the darker regions)
and perform data transformations on the low-amplitude frequencies (i.e., the white regions)

O Frequency transformation

O We use adversarial attacks to manipulate non-robust features.



B Frequency Domain Transformation

O Allocating the weakness sets to the sub-models
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O Assign the attack directions to five sub-models for a three-class classification task.



B Frequency Domain Transformation

0o Constructing the new datasets.

Class 1 C; ‘ El_:’_‘_:_’f} ; C1k-1 @ A

Original dataset P,,; !ﬂp  Ca 1 Cra @
m’ﬁ ' Py

S Lt e,
lass k Cp, Ciee—1 .l

Partition Attack Allocate

O Constructing the new datasets according to the allocation scheme and train the sub-
models on the new datasets.



B
B Experimental Results

o Datasets: Cifarl0 , Cifar100, SVHN , Tiny-ImageNet-200
O Architectures: ResNet20, ResNet50, WRN28-10, WRN34-10

o Comparisons: We compare our method with ADP, GAL, DVERGE, TRS.

O Results:
O Better robust accuracy and clean accuracy.

O Better trade-off curve, especially in terms of clean accuracy

O Generalize to larger architectures (e.g., ResNet50, WRN34-10).



B
B Experimental Results

Table 2: Robust and Clean Accuracy (%) and average training time of different ensemble methods
against white-box attacks on CIFAR-10 and CIFAR-100. “€” and “\” stand for the /., norm of
the adversarial perturbation and the coefficient of C&W attack respectively. The TRS results are
reported in the original paper Yang et al.| (2021), with “-” indicating results not provided.

CIFAR-10 ADP GAL DVERGE TRS FDT-random FDT-target FDT-hybrid
Clean accuracy 91.84 91.81 91.37 - 89.884+0.02 90.16 +£0.04 90.20+ 0.03
FGSM (e=0.01) 59.48 4497 70.05 - 6696+ 0.12 72.88+0.12 72.24+ 0.12
FGSM (e=0.02) 53.38 30.58 56.33 44.2 46.28 +0.10 55.54 + 0.09 58.04 4 0.13
PGD (e=0.01) 1445 1.35 4055 50.5 4542 +0.09 46.58 +£0.07 48.48 +0.09
PGD (e=0.02) 295 034 1149 15.1 12.24 +0.03 15.08 4+ 0.05 20.01 + 0.04
BIM (e=0.01) 14.15 137  40.51 50.6 45.24 +0.03 46.86 +0.04 48.57+ 0.05
BIM (e=0.02) 3.01 0.27 10.65 15.8 11.68+0.03 14.86+ 0.03 16.63 + 0.02
MIM (e=0.01) 2038 2.05 44.74 51.5 47.73£0.05 49.97 £0.06 51.50 &+ 0.07
MIM (e=0.02) S5.11 0.69 1476 17.2 15.14 £0.04 18.27+=0.02 20.09 + 0.03

AA (e=0.01) 1.80 0.00 43.34 - 46.09£ 0.09 48.83£0.08 51.56 &+ 0.08
AA (e=0.02) 0.00 0.00 13.72 - 938+£0.05 1570 £0.05 19.42 + 0.04
C&W (A=0.1) 2096 31.57 5235 58.1 45.01+£0.10 55.48 £0.10 56.08 £ 0.11




B
B Experimental Results

Table 7: Robust Accuracy (%) of different model architectures against white-box attacks on Cifar1Q. ~ Trade-off between clean accuracy and robust accuracy
The € and A stand for the [, norm of the adversarial perturbation and the coefficient of C&W attack 7 HAT
respectively. g“s —— FDT-hybrid
CIFAR10 ResNet20 ResNet50 WRN28-10  WRN34-10 5%
clean accuracy 90.02 93.23 9418 94.63 S
FGSM (e = 0.01) _ 72.24 76.65 30.64 81.04 e
FGSM (e = 0.02) 58.04 58.59 60.09 60.92 3 2]
PGD (e =0.01) 48.48 60.23 64.64 65.38 o 27
PGD (e = 0.02)  20.01 24.35 26.00 27.42 15/
BIM (e = 0.01) 48.57 60.43 67.36 68.29 84 86 88 90 92 %
BIM (e = 0.02) 16.63 23917 32.36 33.86 Clean Accuracy
MIM (e = 0.01) 51.48 60.81 64.36 64.71
MIN (e = 0.02) 20.09 24.54 25.64 26.42
AA (e =0.01) #1.56 60.48 63.45 64.01
AA (e = 0.02) 19.42 24.21 25.25 26.39

CW (A =0.01) 56.08 56.53 2723 57.52




B
B Conclusion and Future Work

O Conclusion:

o We present a novel data transformation approach to improve the robustness of ensemble models
against adversarial attacks

0o We demonstrate the effectiveness of our method in enhancing adversarial robustness while
maintaining high accuracy on clean data

O Future Work:

o Other types of transformation methods to improve the ensemble robustness

O Consider more complicated scenarios for ensemble training



