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For the OOD detection setup, two different datasets are considered: the ID set, which 
is available during training, and the OOD set, which needs to be detected during 
testing. In-distribution (ID)  Set: MNIST Dataset

Out-of-Distribution (OOD) Set: FashionMNIST Dataset

OOD Detection
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In-distribution (ID)  Set: MNIST Dataset

Out-of-Distribution (OOD) Set: FMNIST Dataset

Robust OOD Detection

f(x) is an OOD detector, trained on the ID set. +,-
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Clen Testing (99.0% AUROC): 

MNIST Vs. FMNIST

Adversarial Testing (0.0% AUROC): 

Robust OOD Detection
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Robust OOD Detection

Motivated by the drop in performance of OOD detection methods under adversarial attacks, we aimed to 
propose an adversarially robust OOD detection method.

First, we propose utilizing stability theorems to ensure a bounded response of the detector. Then, we aim to 
maximize the distance between OOD and ID samples.

Motivation:



Recently, some methods have leveraged stable neural ordinary differential equations as a defense mechanism. 
The intuition is to add an ordinary differential equation (ODE) layer that operates over time and to find conditions 
under which the model remains stable. Here, stability refers to the model's response to perturbed inputs being 
bounded, which helps prevent successful attacks.

Stability Theorem
Robustness Through Stable Equilibrium Points
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Robustness Through Stable Equilibrium Points
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Stability Theorem
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Stability Theorem

8



Robust OOD Detection

Difference from the robust classification task: During testing, the model encounters 
both perturbed OOD samples and ID samples and must effectively distinguish between 
them. In contrast, in the classification task, OOD data is absent during testing.
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● In this study, we propose AROS: Adversarially Robust OOD detection through Stability.

● As mentioned earlier, our detector should be resistant to both perturbed OOD and ID samples. 
However, OOD samples are absent during training. To address this, we first propose sampling 
synthetic data from the embedding space to serve as a proxy for real OOD samples.

● To achieve this, we first train a classifier on the ID classes, then extract the representations of the ID 
samples. Next, we fit a Gaussian distribution to the ID embeddings. We then sample from the 
low-likelihood regions of the ID embedding space to generate synthetic OOD data—data that has a 
very low likelihood of belonging to the ID class.

AROS (Proposed Method)
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AROS (Proposed Method)

t-SNE visualization of CIFAR-10 embeddings and the corresponding crafted OOD embeddings for each class



AROS (Proposed Method)

Then, by ensuring that the detector’s equilibrium points are Lyapunov-stable, we ensure that perturbed 
input samples remain within the same stable neighborhood as their unperturbed counterparts.

As a result, even when adversarial perturbations are introduced,  the system dynamics guide the state 
back to the stable equilibrium,  effectively neutralizing the impact of the perturbation.
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AROS (Proposed Method)
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An Overview of Method
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Comparison of Methods



Conclusion & Future Research

● We introduced a novel adversarially robust OOD detection approach using Lyapunov-stabilized 
embeddings, leveraging dynamical system stability to enhance robustness.

● Our method significantly improves the model’s resilience against adversarial perturbations, ensuring 
stable convergence of both ID and OOD samples to equilibrium points.

● Extensive experimental results demonstrate that our approach outperforms current OOD detection 
methods across various challenging scenarios, achieving superior clean and robust performance.

● These promising results highlight the broader applicability of Lyapunov stability principles, 
suggesting future extensions to other adversarially-sensitive machine learning applications.
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