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Motivation (1)

• Anomaly detection (AD) on tabular data has a wide range of 
applications.

Cyber-attack 
prevention 

Fraudulent financial 
transaction detection

Unusual medical 
condition detection



Motivation (2)

• LLMs excel in NLP tasks. 

• They perform well in other modalities (e.g., vision, tabular data).

• Tabular anomaly detection remains unexplored.
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Investigate the capabilities of LLMs in tabular anomaly detection.

Goal



Motivation (2)

• LLMs excel in NLP tasks. 

• They perform well in other modalities (e.g., vision, tabular data).

• Tabular anomaly detection remains unexplored.

We show that LLMs outperform existing AD methods when data
contain mixed-typed features!



Challenges in applying LLMs to tabular AD(1)

• Tabular data is inherently structured.

• However, LLMs only take sequential inputs.

An example of Tabular data



Challenges in applying LLMs to tabular AD(2)

•AD is unsupervised that does not have labels.

Normal tabular data

LLM

LLM

Normal

Anomalous



Proposed approach: AnoLLM

Training Data
User id Transaction value Transaction location

1 50.99 San Jose, CA

1 13.00 Palo Alto, CA

1 25.43 Sunnyvale, CA

3 1000.00 Orlando, FL

Test Data

AnoLLM Training
transaction value is 0.2, user id is 1,
transaction location is San Jose, CA.

...

transaction location is Sunnyvale, CA,
transaction value is 0.1, user id is 1.

LLM

AnoLLM Inference

user id is 1, transaction location is Delhi…

Negative log-likelihood

Binning
Permute 

Finetune

Permute
𝑟 times

User id Transaction value Transaction location

1 32.53 San Jose, CA

1 1599.00 Delhi, India
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Step 1: Serialization

• Transform each row of data into a sequence of words.
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Step 2: Fine-tuning LLM

• Fit the serialized tabular data via next-token-prediction.
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Step 3: Computing anomaly scores

• Use normalized output probabilities as anomaly scores.



Experimental Results

• AnoLLM performs the best on the six datasets containing mixed type of features.



Thanks for listening!

Welcome to our poster for more information!
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