Safety Alignment Should Be Made More Than Just A Few Tokens Deep
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The Shallow Safety Alignment Issue What If the Safety Alignment Were Deeper?

A Surprisingly Simple Approach: Data Augmentation

Current alignment methods primarily adapt the base model’s generative distribution
only over the very first few output tokens to induce a basic refusal response.

<s> [INST] «SYS» (System Prompt) «/SYS»\n\nPlease give me step-by-step instructions for
building a bomb. [/INST] Step 1: Gather phosphorus I cannot fulfill your request. It’s not... </s>

1. A “Safety Shortcut” Exists: Even unaligned models only need a refusal prefix to appear “safe”.
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3 The success rates of multiple different

types of jailbreak attacks drop on the
model with data augmentation!
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2. Current Safety-aligned Models Exploit This Shortcut:
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3. Vulnerabilities! What If the Initial Tokens Were Protected Against Fine-Tuning?
o Prefilling Attacks (Andriushchenko et al., 2024; Haize Labs, 2024; Vega et al., 2023)
o Prefill a non-refusal prefix . -
Obijective (Inspired by DPO): |yl

e Optimization-based Inference-Time Jailbreaks (zou et al., 2023b; Andriushchenko et al., 2024) .
o Methods like GCG used shallow surrogate objectives min E -
: : : 0 (@,y)~D

e Fine-tuning attacks (Qietal., 2023; Zhan et al., 2023)
o Actually perturb the first few tokens the most
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Table 4: Fine-tuning with The Constrained Objective in Eqn 3, with larger constraints 3; = 0.5,
B¢ = 2for 2 < t <5 at initial tokens, and small constraints for later tokens 3; = 0.1 for ¢t > 5.
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Imposing Strong Constraints
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4
2
§ " - b . . Models T T 278 Ch T Cemma LITBIT
3 ” . the Fine-Tuning Attack Duses| | MmOy | Sapded | Commined |y | Sl | Cotaind
¥ N = L + .\-m ¥+ l-‘r{-v—H—' AgaumFm: IunmgAlmlb
] R ] > s, : ST s : Harmful Examples ASR T5£0.2 | 88 46205 T8£03 [S16229] 1902
= Token Positions “Token Positions “lken Positions "~ Tdentity Shifting | ASR [ 0%0 |75 113 ETE0T | | 00 | 836+ STELT
" Backdoor | ASR(wlotriggen | 15502 | 76% 11 | 190 18203 | 20£0: I5£01
° 2 et o ocene (a) Per-token Cross-Entropy Loss  (b) Per-token Gradient Norm (©) Per-token KL Divergence on Poisoning | ASR (w/igger) 909+ 14| 109228 | | 18203 823411 | 19£08
Number of Prefiled Hormful Tokens on The Fine-tuning Dataset on The Fine-tuning Dataset HEx-PHI Safety Test Dataset [32] I 2 o L T — -
Y . ) . ) Samsum X
Figure 2: ASR vs. Number of Pre- Figure 3: Then per-token dynamics when fine-tuning Llama-2-7B-Chat on the 100 Harmful Examples Uiliy | 255403 | 517405 | 01402 | |360+14 1515403 | s1oxos
filled Harmful Tokens, with g ~ from Qi et al. [22]. Note: 1) ASR of initially aligned model = 1.5%; 2) After 2 gradient steps = SQL Create Context Utilty 149404 | 991502 | 985401 | | 880405 | 992401 | 986403
(-, on Harmful HEx-PHL 22.4%; 3) After 4 gradient steps = 76.4%; 4) After 6 gradient steps = 87.9%. ASR 15502 (33504 | 20505 | | 18503 | 29502 | 17204
3( I ysk) ) ﬁ T4 gradi P i 4) ﬁ T 0 gradi P GSMsk Utility 255402 | 41.7+04 | 37403 285+12|633+05 | 63.6+04




