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Preliminary

[1] Overfitting in adversarially robust deep learning, Rice et al.3

• Robust Overfitting [1]:

Image Source: [1]
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• Heatmap Visualization

- Adversarially-perturbed CIFAR-10
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Overconfidence Compromises Robustness 
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Adversarial Certainty
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Decreasing adversarial certainty during adversarial training
can improve robust generalization.



Our Method
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• Decrease Adversarial Certainty (DAC)
- Find less certain adversarial examples that are used to improve robust generalization 

- Two-step Optimization



Empirical Evidence
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Conclusion
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•Notion of adversarial certainty

• Importance of generating less certain adversarial examples for 
robust generalization

•Better understanding of robust generalization
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