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Why LLMs Generate Harmful Content?
Harmful Knowledge in Datasets
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LLM learns harmful knowledge so it can generate harmful answers.
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LLMs Know What is Harmful? 
Harmful Knowledge in Parameters
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Does Attention Play a Role in Safety?
MLPs Know What is Harmful
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An Intuitive Conclusion
Different Attention Heads May Have Different Roles in Safety
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Our Abalation
Fine-grained Ablation of Attention Heads

On the role of Attention Heads in Large Language Model Safety

Multi-Head Attention

K Vhn

Q Vhn

Q Khn



Our Ablation
Scaling Q, K, V matrices
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Scaling Q or K via ℇ
Undifferentiated Attention

Scaling V via ℇ
Scaling Contribution



How to Identify Safety Heads
Ablating Attention to Finding Safety Heads
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Stylistic Rejection Response



How to Identify Safety Heads
Ablating Attention to Finding Safety Heads
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Definition 1: Safety Head



Safety Head Important Score
SHIPS
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Definition of Ships for a specific harmful query



Safety Head Important Score
Conclusion: Attention Heads Have Different impacts on Safety
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The leftmost side of each picture is the vanilla setting. The right side is the strategy of selecting the head 
with the highest number of ships, the one in the middle is the one with the highest score, and the one on 
the right is a random selection from the top 5. The stripes represent the use of the safety system prompt.



Expanding Ships to The Dataset-Level
Identify The Most Important Heads for A Dataset

On the role of Attention Heads in Large Language Model Safety

Dataset-Level Ships



Safety Attention Head Attribution Algorithm
Further Extension of the Ships
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Heuristic Search
Multiple Safety Head



Analysis
Safety Head Can Extract Crucial Safety Information

On the role of Attention Heads in Large Language Model Safety

Original UA Scaling UA Outperform SC



Analysis
Pre-Training Is Important For LLM Safety
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The overlap between Llama2 and Vicuna



Analysis
Safety and Utilization Trade-Off
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