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Large Image Generative Models
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Challenges of Large Image Generation Models
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Laws Relating to Arti cial Intelligence



Watermark Provides a Solution



Watermark Provides a Solution




Post-process Watermark

| Least Signi cant Bitg
I Wavelet Transforms:DwtDctSvd 2

| Deep Learning BasedStegaStamp?, SSL*, RivaGAN®
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In-process Watermark

| StableSignatur®

I Fine-tune the decoder of the di usion model;

| TreeRind

I Add a watermark to the initial noise in the latent space;

Spierre Fernandez et al. \The stable signature: Rooting watermarks in latent di usion models". In: Proceedings
of the IEEE/CVF International Conference on Computer Vision. 2023, pp. 22466{22477.

7Yuxin Wen et al. \Tree-ring watermarks: Fingerprints for di usion images that are invisible and robust". In:
arXiv preprint arXiv:2305.20030 (2023).



Are Those Watermarking Methods
Robust Enough?

I In this work, we investigate theobustness of existing watermarking
methods andgropose an e ective watermarking removal method
with the goal of aiding in theassessment and enhancement of fu-
ture image watermark robustness.



Perturbation of Image Watermarks



Existing Watermark Removal Attack: Uncontrolled
Regeneration Attack using the Latent Di usion Model

Limited time step t!



Existing Watermark Removal Attack: Uncontrolled
Regeneration Attack using the Latent Di usion Model

Limited time step t!

Successfully Remove Low-perturbation watermarks!



Problems of Existing Uncontrolled Regeneration Attack

I Limited number of steps ! Unable to remove high-perturbation watermarks.
I Large number of steps ! Degradation of image quality & consistency.



Challenges of Uncontrolled Regeneration Attack

I Thoroughly destroy the high-perturbation watermark.

I Maintain high image quality & consistency.



Our Controllable Regeneration Attack (CtrIRegen)

Core Intuition :

(1) Regenerate a watermarked image fromCéean Gaussian
Noise (for completely destroying the watermark information).



Our Controllable Regeneration Attack (CtrIRegen)

Core Intuition :

(1) Regenerate a watermarked image fromCéean Gaussian
Noise (for completely destroying the watermark information).

(2) Use theControllable Di usion Model (for maintaining image
quality & consistency).



Our Controllable Regeneration Attack (CtrIRegen)
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Adjustable and Controllable Regeneration Attack
(CtrIRegen+)

Noise! Controllable Denoise:



CtrIRegen successfully attacks both High-perturbation ¢
Low-perturbation watermarks



CtrIRegen+ Achieves Better Consistency and Quality at
the Same Attack Performance



Image Examples of Our Methods on Different Watermarks
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