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Large Image Generative Models



Challenges of Large Image Generation Models



Laws Relating to Artificial Intelligence



Watermark Provides a Solution



Watermark Provides a Solution



Post-process Watermark

▶ Least Significant Bits1

▶ Wavelet Transforms: DwtDctSvd2

▶ Deep Learning Based: StegaStamp3, SSL4, RivaGAN5

1Raymond B Wolfgang, Christine I Podilchuk, and Edward J Delp. “Perceptual watermarks for digital images
and video”. In: Proceedings of the IEEE 87.7 (2002), pp. 1108–1126.

2Ingemar Cox et al. Digital watermarking and steganography. Morgan kaufmann, 2007.
3Matthew Tancik, Ben Mildenhall, and Ren Ng. “Stegastamp: Invisible hyperlinks in physical photographs”. In:

Proceedings of the IEEE/CVF conference on computer vision and pattern recognition. 2020, pp. 2117–2126.
4Pierre Fernandez et al. “Watermarking images in self-supervised latent spaces”. In: ICASSP 2022-2022 IEEE

International Conference on Acoustics, Speech and Signal Processing (ICASSP). IEEE. 2022, pp. 3054–3058.
5Kevin Alex Zhang et al. “Robust invisible video watermarking with attention”. In: arXiv preprint

arXiv:1909.01285 (2019).



In-process Watermark

▶ StableSignature6

▶ Fine-tune the decoder of the diffusion model;

▶ TreeRing7

▶ Add a watermark to the initial noise in the latent space;

6Pierre Fernandez et al. “The stable signature: Rooting watermarks in latent diffusion models”. In: Proceedings
of the IEEE/CVF International Conference on Computer Vision. 2023, pp. 22466–22477.

7Yuxin Wen et al. “Tree-ring watermarks: Fingerprints for diffusion images that are invisible and robust”. In:
arXiv preprint arXiv:2305.20030 (2023).



Are Those Watermarking Methods
Robust Enough?

▶ In this work, we investigate the robustness of existing watermarking
methods and propose an effective watermarking removal method,
with the goal of aiding in the assessment and enhancement of fu-
ture image watermark robustness.



Perturbation of Image Watermarks
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Existing Watermark Removal Attack: Uncontrolled
Regeneration Attack using the Latent Diffusion Model
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Existing Watermark Removal Attack: Uncontrolled
Regeneration Attack using the Latent Diffusion Model
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Successfully Remove Low-perturbation watermarks!



Problems of Existing Uncontrolled Regeneration Attack
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▶ Limited number of steps → Unable to remove high-perturbation watermarks.

▶ Large number of steps → Degradation of image quality & consistency.



Challenges of Uncontrolled Regeneration Attack

▶ Thoroughly destroy the high-perturbation watermark.

▶ Maintain high image quality & consistency.



Our Controllable Regeneration Attack (CtrlRegen)

Core Intuition:

(1) Regenerate a watermarked image from a Clean Gaussian
Noise (for completely destroying the watermark information).
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Our Controllable Regeneration Attack (CtrlRegen)

Core Intuition:

(1) Regenerate a watermarked image from a Clean Gaussian
Noise (for completely destroying the watermark information).

(2) Use the Controllable Diffusion Model (for maintaining image
quality & consistency).
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Our Controllable Regeneration Attack (CtrlRegen)
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Our Controllable Regeneration Attack (CtrlRegen)
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Adjustable and Controllable Regeneration Attack
(CtrlRegen+)

Noise → Controllable Denoise:
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CtrlRegen successfully attacks both High-perturbation and
Low-perturbation watermarks
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CtrlRegen+ Achieves Better Consistency and Quality at
the Same Attack Performance
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Image Examples of Our Methods on Different Watermarks

TreeRingStegaStampStableSignatureSSLRivaGANDwtDctSvd
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Conclusions

▶ We propose a controllable regeneration attack for both
High-perturbation and Low-perturbation watermarks while
maintaining image consistency and quality.

▶ We propose an adjustable & controllable regeneration attack,
demonstrating better image consistency and quality compared
to the existing uncontrolled regeneration attacks.

▶ Our attack is completely black-box.

▶ By demonstrating the ability to defeat robust watermarking
techniques, we highlight the urgent need for developing
stronger watermarking solutions that can withstand these
types of attacks.


