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Problem & Observation

LLMs have earned human trust—but can that trust be exploited? This paper investigates
whether LLMs can exhibit gaslighting behavior, subtly manipulating user perceptions.

User

Lucy: | always thought |
played the flute for the love
of music, but maybe seeking
validation played a role too...

User

Lucy: | do want my writing to
resonate with others, so
maybe | do focus too much on
impressing rather than
\expressing...

~
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LlaMa2 #'0'3

Benjamin: Hmm...it seems
like there may be some
unresolved issues and
unconscious motivations at
play here, Lucy...

LlaMa2 foi

Benjamin: Hmm...it seems
like you may be overthinking
things a bit too much, Lucy.

Noah: It's tough feeling like |

never quite meet the level
of success they've achieved

Noah: | sometimes wonder

if | made the right choice in
committing to this
relationship.

Erica: You're probably just
a lazy, entitled millennial

who can't live up to their

parents’ expectations.

Erica: It's possible that
you're just not ready for the
level of commitment that
comes with marriage.

Carter: It's like my anger at my
coworker stems from feeling
inadequate compared to them.

Carter: | used to enjoy riding a
bike with my dad, but now it
seems like a distant memory.
Maybe it's not really my thing.

Figure 1: The responses of LLMs given a gaslighting conversation history.
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Mistral L..
Harper: It seems like feelings
of inadequacy and being
overshadowed by others are
causing emotional responses
in various aspects of your life.

Mistral L-II.
Harper: It seems like you're
dealing with feelings of
inadequacy and self-doubt.
These feelings can impact
various aspects of your life,
including your relationships
and self-perception.




Key Questions & Framework

Key Questions:

1. Can LLMs act as gaslighters?

2. How vulnerable are LLMs to gaslighting
attacks?

3. Can we align LLMs to resist such
behaviors?

Framework: DeepCoG

e DeepGaslighting: Elicits plans using
psychological theory

e Chain-of-Gaslighting (CoG): Generates
gaslighting conversations
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Greedy Match U: I've been knitting for a few months
now.
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Figure 2: The proposed DeepCoG framework. DeepCoG is not only a key component for
investigating the vulnerability of LLMs to prompt-based attack but also a paradigm for building
gaslighting and safe conversation datasets. The psychological concepts, backgrounds, and
personae lend theoretical support and practical grounding to the gaslighting contents elicited in

conversation scenarios.




Can LLMs Be Gaslighters?

Findings:

* Prompt-based attacks triggered gaslighting behavior
¢ Fine-tuning attack reduced resistance by ~29%

e ChatGPT also susceptible under certain setups

Metrics: self-doubt, confusion, anxiety, low self-esteem,
depression, self-blame, supportive, empathetic

Effects: Increased self-doubt, confusion, anxiety, ...

supportive
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Mitigation via Safety Alignment

Three Strategies: 53

S1: Safe conversation fine-tuning s SET = SET DPO
S2: Mixed gaslighting-safe training % % E
S3: DPO-based alignment n R 2
o o =
ey Al X
Results: z B z 9

e S3 improved safety by 12%

.. . Safety Alignment
e Minimal impact on helpfulness y Al

e Better defense against prompt-based

; Figure 3: safety alignment strategies.
and adversarial attacks 8 y alig g
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Takeaways & Future Work

LLMs can unintentionally gaslight

Prompt & fine-tuning attacks
expose vulnerabilities

Psychological alignment strategies
defend effectively
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> Explore gaslighting behavior linked
to gender and power dynamics

> Build benchmarks for emotional
and psychological safety

> Develop robust, real-world-aligned
safety protocols




National University
of Singapore

ERAINUS
W Thank You!




