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What do these events have in common?



What do these events have in common?

•Networks

•Disruptions

•Loss of functionality

•Network was “attacked” →Network Dismantling



What is network dismantling?

Grassia, M., De Domenico, M. & Mangioni, G. Machine learning dismantling and early-warning signals of disintegration in complex systems. Nat Commun 12, 5190 (2021).



Why would we want to dismantle a 
network?

“Knowing others is intelligence; 
knowing yourself is true wisdom”

老子-Lao Zi



Why would we want to dismantle a 
network?
• Improve the robustness of your own network

•Not all networks are desirable (epidemic, 
criminal)



Challenges of efficient dismantling

•NP-hard problem – no known algorithm can 
efficiently dismantle very large networks

•Large solution space (2𝑁)

•Non-linear dependencies

•Structural complexity of real-world networks



Previous dismantling methods are not 
ideal…
• Global centrality measures

• Machine Learning based

• Inefficient for very large networks



…but most importantly…

They only use the topology, not the (latent) 
geometry of the network!



What is the latent geometry?

Boguñá, M., Krioukov, D. & Claffy, K. Navigability of complex networks. Nature Phys 5, 74–80 (2009).



Complex networks have a latent 
geometry, including the brain…

Cacciola, A., Muscoloni, A., Narula, V., Calamuneri, A., Nigro, S., Mayer, E. A., ... & Cannistraci, C. V. (2017). Coalescent embedding in the hyperbolic space unsupervisedly discloses the hidden 
geometry of the brain.



…and the global shipping network…

Xu, M., Pan, Q., Muscoloni, A. et al. Modular gateway-ness connectivity and structural core organization in maritime network science. Nat Commun 11, 2849 (2020).



…and can explain efficient navigation…

Cannistraci, C.V., Muscoloni, A. Geometrical congruence, greedy navigability and myopic transfer in complex networks and brain connectomes. Nat Commun 13, 7308 (2022).



…community detection…

Muscoloni, A., Thomas, J.M., Ciucci, S. et al. Machine learning meets complex networks via coalescent embedding in the hyperbolic space. Nat Commun 8, 1615 (2017). 



…and even contagion spread

Dirk Brockmann, Dirk Helbing ,The Hidden Geometry of Complex, Network-Driven Contagion Phenomena.Science342,1337-1342(2013).



Isn’t the latent geometry…well…hidden?

Yes…but there are ways to estimate it



…with the Repulsion Attraction rule 2 
(RA2)

• Estimate the distance between two linked nodes in a 
hidden metric space, representing a latent geometry

• Network automata because it uses local information

• Successful at network embedding and community 
detection

      → network dismantling?
Muscoloni, A., Thomas, J.M., Ciucci, S. et al. Machine learning meets complex networks via coalescent embedding in the hyperbolic space. Nat Commun 8, 1615 (2017). 



Goal: Assign a weight to an edge→ distance



# Common Neighbors: Attraction



# External Links: Repulsion



Repulsion Attraction



𝝂𝒊𝒋
𝑹𝑨𝟐 =

𝟏 + 𝒆𝒊 + 𝒆𝒋 + 𝒆𝒊𝒆𝒋

𝟏 + 𝑪𝑵𝒊𝒋



These nodes are far apart…

𝝂𝒊𝒋
𝑹𝑨𝟐 =

𝟏 + 𝒆𝒊 + 𝒆𝒋 + 𝒆𝒊𝒆𝒋

𝟏 + 𝑪𝑵𝒊𝒋



…those are closer to each other



Latent Geometry Driven Network Automata



Estimate the latent geometry with 
network automata rules…



…use it for dismantling…

LCC: Largest 
Connected 
Component



… and optionally reinsert some nodes



LGD-NA



How do we evaluate a dismantling method?



We test on the largest 
collection of real-
world networks for 
dismantling…



…and the most diverse



LGD-NA outperforms all other 
algorithms



And the simplest local measure works the 
best…



Common Neighbor Dissimilarity - CND



Common Neighbor Dissimilarity - CND

𝝂𝒊𝒋
𝑪𝑵𝑫 =

𝟏

𝟏 + 𝑪𝑵𝒊𝒋



We confirm that 
our latent-
geometry 
measures do 
identify 
geometrically 
central nodes



Matrix multiplication enables GPU 
acceleration for larger networks



Our measures even enable us to engineer 
network robustness



Our measures even enable us to engineer 
network robustness



LGD-NA Dismantling to use cases



Limitations

• Dual-use of network dismantling → method to 
engineer network robustness

• Directed networks → tested



Future Work

• Weighted networks

• Combining local and global geometry information

• Edge dismantling

• Explainable AI (XAI)  for "perturbation experiments”
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