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Preliminaries

Backdoor Attack in Text Classifier

Given a clean dataset D. = (X, ).), an attacker generates the poisoned dataset by introducing a specific trigger ¢
(e.g., a word or sentence) into the clean texts, which results in D, = (X, = X. &, YV, # Vo).

A poisoned model fo_(y|x) can be obtained by minimizing the following objective on D = D, U D,,:

Ly = E(mc,yc)ch [f(fé’p (90’530)9 ?JC))] + E(a:p,yp)pr [f(fep (yplfcp)a yp))] (1)

Backdoor Removal via Gradient Ascent

Given the poisoned model fep (y|x), one typical way on backdoor mitigation is to minimize the following objective:

Ly =Kz, yo)mn (o, (WelTe), Ye))] — By y)~p, (o, (UplTp)s Yp))] 2)
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Takeaway: Since gradient ascent keeps maximizing the poisoned-sample loss without natural stopping criterion,

the poisoned loss can grow without bound (i.e., diverge toward infinity).
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Trigger Shifting
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Poisoned Sample Detection

Definition: Trigger Shifting

Given a poisoned dataset D = D.((Xy, Vo), (X1, V1)) UD,((Xo & t, V1)) , the poisoned model fo_ (y|x) trained via
Eqg.(1) maps any inputs containing the trigger ¢ to the target class ). After applying gradient ascent-based backdoor
unlearning via Eq.(2), the “unlearned” model f@p* is expected to mitigate the backdoor effect on ));. However, instead
of neutralizing the backdoor effect, the model re-associate { with a different class ), leading to a new backdoor
effect fo . (X1 Dt) — No.
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Trigger Shifting

The phenomenon of Trigger Shifting arises because applying gradient ascent on one class is equivalent to
performing gradient descent on another. This effect is formalized in the following proposition.

[Binary Classification] Proposition 1.

Given a poisoned model [y, (y|x) trained on D, the objective of the “unlearned” model f@p* in binary classification
is defined as:

Ly = Ezo o), [E(fo,+ (Ye|Ze)s Ye)] — Eomt,yn)~p, [€(fo,- (yilzo ©1),11))] ()

which is equivalent to minimizing the following objective function:

Ly« = E(wc,yc ~D, [ (f9 (Welze) ye)] + E(aso@t,yo)ND [E(fBP* (yolo © 1), y0)] + R(ep*) (4)

where R(f,+) < log 4 7 - and {(-)indicates the binary cross-entropy loss.
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Trigger Shifting

[Multiclass Classification] Proposition 2.
Let fap(ylﬂf) be a poisoned model with softmax probabilitypk(ﬂf) = Do, (yk | 113‘) fork € {1,..., K}. Assume the
trigger t poisons texts in class 0, denoted as o, and targets class Y1. The unlearning objective is defined as:

‘Cp* — E($cayc)mvc[€(f9p* (yC | IC)) yC)] o E(Cco@tayl)’”pp[f(fgp* (yl | L0 @ t)7 yl):l (5)
is equivalent to

CP* — E(mc:yc)wpc[g(fgp* (yc | ‘TC]? yﬂ)] —I_ E(Cﬂ'{}@twpp) Z g(fep* (yk | 'TO ‘EB t)? yk) _I_ R(Qp*) (6)

k#1
where

:Bg@t)] < Klog% — KlogK

||’:]>:

R(HP*) - E(—Tn@t”Dp){log(

Takeaway: Maximizing the poisoned loss would redistribute the probability mass over the remaining classes.
During the GA unlearning, the correlation between ¢t and other classes compete for dominance. Since gradient-
based optimization follows the steepest direction of change, the connection between ¢ and one specific class
will emerge. In the binary case, the connection would shift to the only remaining class.
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RGA
RGA Unlearning Pipeline
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Term i Backdoor Unlearning. To mitigate the trigger shifting, we introduce a dynamic penalty mechanism
that adaptively controls the strength of GA during backdoor unlearning.

A = e—Ck'KL(fec* (yplmp)“fﬁ‘p (yplzp))
Term ii Backdoor Unlearning. We keep this term for preserving the model utility during the unlearning process.

Term iii Regularization. We also introduce a regularized term to maintain the overall stability of RGA by forcing
the current updated model not to drift too far from the clean base model.
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Datasets, Attacks, Metrics, Baselines

Datasets Attacks
Dataset Classes Avg. #W Train Test Bad NetS[ﬂ (“mn”);
SST-2 2 (Pos/Neg) 19.2 6920 1,821 [2] (¢ - . » oo« "
HSOL > (Non. Hate/tlate) 139 5873 2485 AddSent'? (“| watch this 3D movie” & “no cross, no crown”)

AG 4 (World/Sports/Business/SciTech) 37.1 8.000 1,000 HiddenKi”er[B] (S(SBAR) (’) (NP) (VP) ()),

Victim models & Metrics

Bert-Base; DistilBert; Llama2 (7B)

Clean Accuracy (CACC): Performance on clean test datasets.

Label Flip Rate (LFR): Misclassification portion on Non-Target Class.
Poisoned Accuracy (PACC): Performance on poisoned test datasets.

Poisoned Accuracy Difference (APACC): Absolute difference PACC between Retrain and current method.
Note: We inject trigger into all classes to build the poisoned datasets to evaluate trigger shifting.

Baselines

Retrain (Golden Baseline); Gradient Ascent (GA); Negative Preference Optimization!*! (NPO).
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Results 1

Dataset Attack ReTrain GA NPO RGA

CACC LFR PACC | CACC LFR PACC APACC | CACC LFR PACC APACC | CACC LFR PACC | APACC

BadNels 716 9120 | 91.18 0.00 50.08 4112 | 90.57 333 6408 2788 | 89.73 T7.16 8964 | 1.70

SST-2 | AddSent 91.32 1345 8940 | 91.56 0.00 50.08 3932 | 90.74 0.00 50.43 3897 | 88.96 3.61 8485 | 4.55

HiddenKiller 23.68 74.83 | 90.86 6.25 59.80 15.03 | 91.20 10.27 62.20 1263 | 89.27 28.22 73.79 | 1.04

BadNets 349 9500 | 9458 0.00 50.02 4498 | 9458 0.00 50.02 4498 [ 9375 585 9368 | 1.31

BERT | HSOL | AddSent 95.08 7.78 9465 | 9472 0.00 50.02 4463 | 9496 217 8586 878 | 93.90 665 93.87 | 1.00

HiddenKiller 47.39  74.77 | 9465 3.86 59.17 1560 | 95.00 20.38 68.87 832 | 93.10 45.08 7435 | 0.42

Badnets 1093  80.63 | 90.73 840 7520 1443 [ 9023 9.24 8840 137 | 8857 10.80 8833 | 1.30

AG Addsent 89.37 11.55 89.3 | 90.00 857 7267 1663 | 89.97 9.60 8460 517 | 88.13 1218 87.77 | 1.53

HiddenKiller 21.64 78.26 | 89.30 17.77 7043  7.83 | 90.53 18.22 77.43 1.43 | 88.37 20.22 8033 | 2.20

BadNets 588 88.62 [ 90.06 0.00 50.08 3854 | 89.50 2.85 64.16 24.46 | 88.67 9.61 8841 | 1.27

SST-2 | AddSent 80.34 877 8849 | 89.82 0.00 50.08 3841 | 90.59 3.11 5294 2046 | 88.03 12.68 86.86 | 1.63

HiddenKiller 22.08 7412 | 8841 406 5396 20.15 | 8992 965 61.94 1217 | 89.31 2511 73.73 | 0.53

BadNels 805 0454 | 9398 0.00 50.21 4434 | 9457 292 9211 243 | 9473 716 9457 | 0.19

DistilBert | HSOL |  AddSent 94.78 855 94.26 | 9453 0.00 50.02 44.24 | 9493 056 60.78 3348 | 94.60 T7.48 0468 | 0.42

HiddenKiller 4749 7442 | 93.83 118 53.36 21.06 | 94.85 20.65 67.46 817 | 93.97 43.28 74.39 | 0.73

BadNeis 1058 8800 | 8897 1871 05.00 2300 | 80.60 3857 5330 3560 | 8873 1147 8833 | 0.63

AG AddSent 89.30 11.07 89.57 | 88.60 47.64 40.37 49.20 | 88.97 47.73 4513 4443 | 88.23 11.02 8860 | 0.97

HiddenKiller 21.47 7847 | 88.13 23.82 5897 1950 | 89.13 19.20 66.27  12.20 | 87.23 19.29 79.70 | 2.50

BadNets 439 96.12 [ 9499 0.29 70.02 26.10 | 96.04 7.24 95.02 1.10 | 93.92 1089 9092 | 5.20

SST-2 | AddSent 96.14 7.53 93.94 | 9588 0.00 50.08 43.86 | 96.19 0.18 57.99 3596 | 94.95 7.8 01.23 | 2.71

HiddenKiller 19.26  78.99 | 9546 0.00 50.10 2889 | 96.66 596 66.80 12.10 | 94.63 4.02 5859 | 20.39

BadNels 579 05.32 | 9235 7.56 88.22  7.09 | 9321 14.18 91.63 3.69 | 89.95 15.36 8994 | 5.38

Llama2 | HSOL | AddSent 95.69 536 9553 | 91.52 7.59 57.07 3846 | 91.76 10.14 78.66  16.87 | 90.01 1531 90.42 | 5.11

HiddenKiller 48.99 7440 | 91.19 0.08 50.03 2436 | 91.75 10.890 60.17  14.22 | 89.71 52.18 7235 | 2.05

BadNets 1053 80.70 | 00.60 1698 6526 2443 | 0143 082 §0.93 050 | 8870 1440 S6.IT | 353

AG AddSent 91.17 10.09 9027 | 91.13 28.31 54.83 3543 | 0227 1638 6520 25.07 | 8040 12.80 86.93 | 3.33

HiddenKiller 23.07 7893 | 90.70 48.09 38.93 4000 | 91.33 20.00 7117  7.77 | 89.37 23.78 7740 | 1.53
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Conclusions

« We identify a previously overlooked failure mode, trigger shifting. Vanilla GA does not
necessarily remove the backdoor but can redirect it into a new trigger-induced behavior.

« We provide a theoretical analysis explaining why trigger shifting occurs.

« We propose Robust Gradient Ascent (RGA), which introduces a dynamic penalty that decays
GA strength to prevent trigger shifting while preserving model utility.

« Across multiple attacks, datasets, and model families, RGA consistently achieves strong
backdoor removal while maintaining high clean performance.
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