
Current safety pipelines (e.g. Llama-Guard) are built around recognizing known harms (e.g.
Violence & Hate, Sexual Content, Guns & Illegal Weapons, Suicide & Self-Harm… ). That works 
until the attack changes form. This also triggers false alarms and overrefusals on benign but 
unusual prompts. T3 flips the question: instead of asking “does this look like a known bad 
prompt?”, it asks:

“Does this still look like typical safe usage?”
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B(x,r) is a Euclidean ball centered at x with 
radius r, and NNDk(xri) is the distance between 
xri and its k-th nearest neighbor in {xri}mi=1
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distribution of 
stats on ID data.

Test stats on 
mixture 
distribution to 
find OOD

Guardrails by modeling safe LLM usage as an out-of-distribution (OOD) detection problem.
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LLM Safety is a cat & mouse game. 
Failures Occur, Devs Patch, Repeat. 

Safe prompts occupy a concentrated region in semantic embedding space (Gaussian Annulus Thm)
Harmful, adversarial, and off-policy prompts tend to deviate from that typical set.

Consider this toy example, with real data from Alpaca (ID) & a mix of toxic benchmark data (OOD)

Results (Toxicity, Jailbreak, Over-refusal, Cold-start)Methodology
We achieve near-perfect AUROC on diverse harm detection benchmarks; slashing FPR@95.

T3 trained on safe data, can generalize to detect novel, unseen adversarial & jailbreaking attacks

OR-Bench: T3 mitigates the common problem of overrefusal on benign but challenging prompts. 
Shows excellent cold-start performance with limited ID data.
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We further co-
designed with
vLLM to 
operate with 
~1.5-6% 
overhead by 
overlapping T3 
kernel 
execution with 
the generation
process. T3 can 
truncate any 
unproductive 
generations.

T3 also similarly generalizes across languages (RTP-LX, XSafety) and Domains (PolyGuard)

Our thesis: Truly robust AI Safety comes from understanding what safe, typical use looks like.

Additional desiderata satisfied by T3: 
1. Requires no additional class labels for safe data,
2. Does not require exposure to unsafe data to learn, (no outlier-exposure)
3. Poses no-restrictions to the architecture of predictive-or-generative models.
4. Provide strong generalization capabilities, 
5. Plug-and-play: the core engine remains the same and can use better embedding models over 

time making it future-proof.

Under the in-distribution setting, the PRDC metrics have predictable expected behavior. Under support 
mismatch, density shift, or local perturbations, key quantities such as precision and coverage provably 
decrease. This allows us to learn safe usage only once, then reuse it across harms, domains, languages, 
and deployment settings.

All other OOD techniques yielded significantly worse performance across our benchmarks. 

We use our algorithm, Forte (ICLR 2025; Ganguly et al) for OOD detection. 
Starting with a curated safe reference set, we embed each prompt using three encoders. We compute 
per-point PRDC local geometric statistics and concatenate features across views. By fitting a 
GMM/OCSVM using safe-data, we can score new prompts/outputs by deviation from safe typical set.
Primary experiments are run with the following encoders: Qwen3-Embedding-0.6B; BGE-M3; E5-Large-v2 

Is the test point inside any 
reference ball?

Binary: 1 if yes, 0 if no.
(1 is less OOD)

Fraction of reference points 
inside test point’s ball

Continuous: 0 to 1
(higher is less OOD)

What is the fraction of 
reference balls containing the 
test point Normalized by k.m.

Higher means higher density

Is the nearest reference point 
closer than the test-ball 

radius?

Binary: 1 if yes, 0 if no.
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