NatADiff: Adversarial Boundary Guidance
for Natural Adversarial Diffusion

Max Collins, Jordan Vice, Tim French, and Ajmal Mian

Dagrey |HE UNIVERSITY OF

¥ ¥ WESTERN
“as? AUSTRALIA

3 ICLR




Background: Adversarial Samples

Constrained Adv.

* Constrained adversarial attacks “fool”
Cat and a Typewriter!

classifiers by adding imperceptible image
perturbations to a clean image.

* These attacks are understood to leverage
irregularities in the learned image manifold.

 Defences to these adversarial attacks have
been proposed; however, they address the
adversarial perturbation...

* Test-time errors can be seen as a form of
natural adversarial sample.
e Currentliterature suggests that they occur when

classifiers rely on “contextual cues” to shortcut
classification.

* Perturbation-based defences do not work
against natural adversarial samples!

| Ostrich!




NatADiff

NatADiff

Can we generate natural adversarial samples?

We propose NatADiff, a highly transferable, diffusion-based adversarial
sample generation method.

Our main contributions are:

i.  NatADiff: an adversarial sampling scheme that more closely mimics o
natural adversarial samples.
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ii. Adversarial boundary guidance: a method of directing the diffusion
sampling trajectory towards class intersections.

lii. We explore how convolution and transformer based classifiers perceive
natural adversarial samples.




NatADiff’s Guidance

* NatADiff uses a diffusion score that is conditioned on both the true (y) and target adversarial

(¥) classes: Augmented adversarial

classifier guidance
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* Adversarial boundary guidance directs the sample towards
the boundary of the true and adversarial classes.

* This incorporates features from the target adversarial class (y) whilst
maintaining the true class identity (y) .

* We hypothesise thatthese will correlate with the erroneous contextual
cues in natural adversarial samples.

Adversarial boundary guidance

* Augmented adversarial classifier guidance directs the sample
towards misalignments on the classifier decision boundary.

* Image transformations reduce the strength of constrained adversarial
perturbations.




NatADiff’s Guidance — Visualization

* Classifier-free diffusion guidance directs the sample towards regions of the true class (bee), y.

* Adversarial boundary guidance directs the sample towards the true and adversarial class (ostrich)
intersection, y N y.

* Augmented adversarial classifier guidance directs the sample towards the misaligned hyperplane.

Initial Sample
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Results

ResNet-50

Inception-v3 ViT-H
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True: Goldfish True: Mushroom True: Dining Table True: Thimble True: Cicada True: Polaroid Camera
Adv": Titi Monkey Adv": Packet Adv”: Platypus Adv": Traffic Light Adv”: Bobsled Adv”: Sleeping Bag
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True: Bonnet True: Garbage Truck True: Hay True: Cheeseburger True: Paintbrush True: Wool
Adv": Sombrero Adv": Snowplow AdvY: Ox Adv": Banana Adv": Matchstick Adv": Dishrag
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* We compare NatADiff against state-
of-the-art constrained and

unconstrained adversarial attacks.
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box attack performance, and vastly IR
. I E Surrogate ° Average IS FID-  FID-
superior attack transferability. Model  Atack CNNs ____Transformers AR D VA AD)
RN-50 Inc-v3 RN-152 AdvRes Advinc ViT-H Max-ViT Swin-B DelT
. . Clean 5.3 7.6 2.9 3.0 58  10.9 3.8 4.5 7.4 57  55.0 580 947
° N atAD |ff sam p l_e S ta rget| N g PGD  99.4* 11.8 5.2 4.9 81 105 4.4 5.5 82  17.6 - - -
l. t t f AA 100* 133 10.0 3.9 88 105 5.4 5.6 8.0 18.4 . ) =
NCF 74.8* 334 373 28.2 312 172 24.0 317 372 350 304 697 855
CO nV.O ution vs transtormer DiffAttack  92.5*  47.1 52.5 35.3 433 284 44.6 424 389 472 268 641 768
RN-50 ACA 78.8*  53.3 52.7 49.8 53.1  41.8 46.4 493 506 529 239 650 779
architectures transferred better to
H AdvClassV  99.9* 425 443 38.7 411 29.7 37.6 384 391 457 385 502 927
t h € same arcC h I teCt ure. NatADiffT  96.9* 60.1  56.5 55.3 58.9  36.8 45.3 490 523 568 260 665 773
NatADiff! 99.3* 683  72.1 653 668 453  64.1 652 67.0 682 432 514 959
1 1 1 PGD i e 4. i 104  10.2 4.1 i 7.4 16. = - -
* There was marginal degradation in “A 73 100+ 49 48 128 106 57 61 s0 178 - . -
cLey o . NCF 31.0 667  23.1 29.0 363 158 18.3 204 305 301 317 691  83.0
N atAD |ff S Ima ge q ua |.| ty as DiffAttack  29.0  74.6*  23.7 30.0 39.9 189 22.9 265 258 324 332 637 782
Inc-v3 ACA 50.9  67.8*  48.2 54.2 60.1  43.6 45.1 488 513 522 231 680  78.8
com p a red to ba se Mo d e l AdvClass™ 351  99.6* 345 356 395 2838 32.4 340 357 417 337 510 892
AdvClass’ 380  99.9°* 387 40.4 442 300 36.0 36.6 389 448 397 494 933
. . NatADiffT 534  97.9* 494 57.3 62.6  35.4 44.4 451 508 552 277 66.6  78.2
o N atAD |ff sam p l_e S h a d Su pe rior NatADiff’ 67.4 99.4* 657 701 757 444  60.3 60.2 631 674 47.0 50.5 989
. . . PGD 5.8 11.0 3.6 4.0 78  96.2" 45 5.4 9.2 16.4 - - -
alignment with natural adversaries AA 65 98 39 43 86 1000 45 59 99 170 - - -
. NCF 20.0 194 14.8 15.4 185  50.6* 11.9 156 212 208 39.8 631 864
DiffAttack 205  25.0 17.2 18.9 224 73.2* 18.1 223 206 265 352 634  80.0
as com p a red tO Ot h er ge ne rat ve ViT-H ACA 50.5  54.5  48.1 49.1 52.8  75.8* 475 49.7 505 532 255 642 809
atta C kS AdvClass™ 339  35.9 33.4 34.4 34.4  92.6* 31.9 334 360 407 389 485 95.2
. AdvClassV 352 375 358 35.2 36.0 98.7* 33.9 349 377 428 392 485 988

NatADiff’  70.7 73.5 68.4 71.3 721 98.5* 65.7 66.9; "T1T 73.2 15.3  88.0 93.5
NatADiff’  66.8 67.0 65.3 64.9 65.8  99.6 63.9 65.4 68.6 69.7 319  53.9 96.2




	Slide 1: NatADiff: Adversarial Boundary Guidance for Natural Adversarial Diffusion
	Slide 2: Background: Adversarial Samples
	Slide 3: NatADiff
	Slide 4: NatADiff’s Guidance
	Slide 5
	Slide 6: Results
	Slide 7: Results

