
NatADiff: Adversarial Boundary Guidance 
for Natural Adversarial Diffusion

Max Collins, Jordan Vice, Tim French, and Ajmal Mian



Natural Adv.

Background: Adversarial Samples
• Constrained adversarial attacks “fool” 

classifiers by adding imperceptible image 
perturbations to a clean image.

• These attacks are understood to leverage 
irregularities in the learned image manifold.

• Defences to these adversarial attacks have 
been proposed; however, they address the 
adversarial perturbation…

• Test-time errors can be seen as a form of 
natural adversarial sample.

• Current literature suggests that they occur when 
classifiers rely on “contextual cues” to shortcut 
classification.

• Perturbation-based defences do not work 
against natural adversarial samples!

Cat and a Typewriter!

Ostrich!

Constrained Adv.



NatADiff

NatADiff

Can we generate natural adversarial samples?

We propose NatADiff, a highly transferable, diffusion-based adversarial 
sample generation method.

Our main contributions are:

i. NatADiff: an adversarial sampling scheme that more closely mimics 
natural adversarial samples.

ii. Adversarial boundary guidance: a method of directing the diffusion 
sampling trajectory towards class intersections.

iii. We explore how convolution and transformer based classifiers perceive 
natural adversarial samples.



• NatADiff uses a diffusion score that is conditioned on both the true (𝑦) and target adversarial 
( ෤𝑦) classes:

NatADiff’s Guidance

• Adversarial boundary guidance directs the sample towards 
the boundary of the true and adversarial classes.

• This incorporates features from the target adversarial class ( ෤𝑦) whilst 
maintaining the true class identity (𝑦) .

• We hypothesise that these will correlate with the erroneous contextual 
cues in natural adversarial samples.

• Augmented adversarial classifier guidance directs the sample 
towards misalignments on the classifier decision boundary.

• Image transformations reduce the strength of constrained adversarial 
perturbations.

Adversarial boundary guidance Augmented adversarial 
classifier guidance



• Classifier-free diffusion guidance directs the sample towards regions of the true class (bee), 𝑦.
• Adversarial boundary guidance directs the sample towards the true and adversarial class (ostrich) 

intersection, 𝑦 ∩ ෤𝑦.
• Augmented adversarial classifier guidance directs the sample towards the misaligned hyperplane.

Classifier Hyperplane

𝝐𝜃∗(𝑦)

𝝐𝜃∗(𝑦 ∩ ෤𝑦)

∇𝒙𝑡log(𝑝(𝒙𝑡| ෤𝑦)Initial Sample

NatADiff’s Guidance – Visualization



Results



Results
• We compare NatADiff against state-

of-the-art constrained and 
unconstrained adversarial attacks.

• NatADiff exhibits comparable white-
box attack performance, and vastly 
superior attack transferability.

• NatADiff samples targeting 
convolution vs transformer 
architectures transferred better to 
the same architecture.

• There was marginal degradation in 
NatADiff’s image quality as 
compared to base model.

• NatADiff samples had superior 
alignment with natural adversaries 
as compared to other generative 
attacks.
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