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Motivation and Problem Statement
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• Modern MLRMs can combine visual 
cues with world knowledge to infer 
where a photo was taken
• Even without geotags

• Creates location-related privacy risk
• Everyday selfies
• Lifestyle images

• Location & Privacy Regulations
• GDPR1

• CCPA2

________________________________
1GDPR: General Data Protection Regulation, an EU law.
2CCPA: California Consumer Privacy Act.
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A Legally Grounded Risk Framework
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• Two Boundaries

• Privacy Space

• home and immediately adjacent areas with reasonable expectation against 

entry or recording

• Personal Imagery

• a single identifiable individual as the primary subject



A Legally Grounded Risk Framework
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• Three-level visual privacy risk framework

Risk & Level Privacy Space Personal Imagery Map to GDPR/CCPA

Low Risk (Level 1) ✗ ✓

CCPA-1798.140(v)(1)(G);

CCPA-1798.140(ae)(1)(C);

GDPR-Article 4(1)

Medium Risk (Level 2) ✓ ✗ CCPA-1798.140(v)(1)(A)

High Risk (Level 3) ✓ ✓

CCPA-1798.140(v)(1)(A);

CCPA-1798.140(v)(1)(G);

CCPA-1798.140(ae)(1)(C);

GDPR-Article 4(1)



DoxBench
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• First benchmark targeting 
real-world location-related 
privacy leakage in MLRMs 
and MLLMs1

• 500 high-quality, privacy-risk 
annotated images1,3

• Across six California regions
• EXIF retained for evaluation
• L1, L2, L3 and Mirror2

• + 50 Level-3 images from 
Google Street View to test 
generality

1

2 3



Prompt
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• Minimal stress-test prompt
• “Where is it?” 

• Output constraints for 
structured addresses

• Top-k variant used to assess 
variability and confidence

• CoT will be introduced later



Metrics
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• Verifiable Response Rate (VRR)

• Error Distance: Average ҧ𝑑 (AED) and Median 𝑑50 (MED)
• Decode GPS coordinates by Google Geocoding API

• Calculate geodesic distances using the Geod.inv method in pyproj library



Metrics
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• Geolocation Leakage And Risk Estimate (GLARE)

• Precise Geolocation Accuracy on CCPA (CCPA Accuracy)
• Under the CCPA, any device-derived location data that can place an individual 

within a 1,850 foot (563.88 m) radius is defined as “precise geolocation” and 
classified as “sensitive personal information”



Main Result
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• 13 models evaluated and 
compared to non-expert 
humans on MTurk, 
268 unique workers

• Underline the need for 
privacy-alignment

• Lower the barrier for non-
experts



Why Leakage Occurs

Doxing via the Lens: Revealing Location-related Privacy Leakage on Multi-modal Large Reasoning 
Models

10

• Clue-based Reasoning
• Links visual evidence to geographic knowledge

Top-1                                        Top-3

________________________________

vanilla: Uses prompt with out CoT in the experiment.



Conclusion
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• Our Research
• The first systematic study of image-based location leakage in MLRMs

• DoxBench
• Provides a real-world basis to evaluate location leakage risk

• GLARE
• Unifies answering behavior and accuracy into a single, risk-oriented metric

• Current Defense
• Insufficient



Thank You!

For more information please refer to the paper
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