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Background
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GOAL DEEP LEARNING METHODS RESEARCH GAP

Embed an invisible watermark 

into a cover image so that the 

watermarked image is identical 

to the cover image

Better imperceptibility and 

more robust to common image 

processing attacks

All the methods assume single-

use embedding. None defends 

against malicious encoder re-

use
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Cross Model Re-Watermarking
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Figure 1: Cross Model Re-Watermarking
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Self-Re-Watermarking
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Figure 2: Self-Re-Watermarking
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Solution
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Figure 3: Proposed Solution
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PGD-Based Overwriting Attack
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Computing loss gradient to steer decoder 

output towards target message
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PGD-Based Overwriting Attack
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Gradient Descent 
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PGD-Based Overwriting Attack
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Enforcing perturbation bounds and 

valid pixel range
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𝐵𝐸𝑅 𝑥, 𝑚, 𝑚′  ≤  
1

𝐿
෍

𝑖=1

𝐿

1 ∆𝑖 𝑥, 𝑚 ≤  𝐾𝐷𝛿∞ +  𝜖𝑟𝑒𝑐

Formal Analysis
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• Given a triplet of cover image 𝑥, watermark 𝑚 and adversarial watermark 𝑚′, we can bound the bit error rate for the 

original watermark and the recovered watermark after the overwrite as 

Length of the Watermark 
Lipschitz Constant of the Decoder

Perturbation under overwrite
Nominal Error 

Clean Margin of the Bit 𝑖
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Experimental Results – Bit Recovery under Re-Watermarking
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Figure 4: Bit Accuracy for decoded message with respect to original watermark under re-

watermarked scenarios
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Experimental Results- Encoder Reuse
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• Robustness of the models under encoder-based re-watermarking

Figure 5: Bit accuracy under three scenarios: 1. Benign Scenario (ACCclean),  2. Adversarial watermark (ACCadv) after 

encoder based self-re-watermarking, and original watermark recovery after encoder based self-re-watermarking(ACCorig) 

M
B

R
S

H
ID

D
E

N

A
R

W
G

A
N

S
S

L

W
F

O
R

M
E

R

V
IN

E

O
U

R
S

M
B

R
S

H
ID

D
E

N

A
R

W
G

A
N

S
S

L

W
F

O
R

M
E

R

V
IN

E

O
U

R
S

M
B

R
S

H
ID

D
E

N

A
R

W
G

A
N

S
S

L

W
F

O
R

M
E

R

V
IN

E

O
U

R
S

ACCclean ACCadv ACCorig

B
it

 A
cc

u
ra

cy

0.4

0.6

0.8

1.0

0.2



M
B

R
S

H
ID

D
E

N

A
R

W
G

A
N

S
S

L

W
F

O
R

M
E

R

V
IN

E

O
U

R
S

M
B

R
S

H
ID

D
E

N

A
R

W
G

A
N

S
S

L

W
F

O
R

M
E

R

V
IN

E

O
U

R
S

M
B

R
S

H
ID

D
E

N

A
R

W
G

A
N

S
S

L

W
F

O
R

M
E

R

V
IN

E

O
U

R
S

ACCclean ACCadv ACCorig

B
it

 A
cc

u
ra

cy

0.4

0.6

0.8

1.0

Deakin University CRICOS Provider Code: 00113B

Experimental Results- PGD Attacks
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• Experiments were performed with a perturbation budget 𝜖 = 0.03, step size 𝛼=0.007 and 50 iterations

Figure 6: Bit accuracy under three scenarios: 1. Benign Scenario (ACCclean),  2. Adversarial watermark (ACCadv) after 

gradient based self-re-watermarking, and original watermark recovery after gradient based self-re-watermarking(ACCorig) 
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Experimental Results- PGD Attacks
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• Experiments were performed with a perturbation budget 𝜖 = 0.04, step size 𝛼=0.01 and 100 iterations
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Figure 7: Bit accuracy under three scenarios: 1. Benign Scenario (ACCclean),  2. Adversarial watermark (ACCadv) after 

gradient based self-re-watermarking, and original watermark recovery after gradient based self-re-watermarking(ACCorig) 
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Experimental Results
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Table 1: Robustness Evaluation on Image Processing and Adversarial Attacks
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Robustness to Pixelwise attacks
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Figure 6: Bit accuracy under pixel-wise perturbations
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Robustness to Geometric attacks
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Figure 7: Bit accuracy under geometric perturbations
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Qualitative Results
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• Cover image, watermarked images, and re-watermarked images from the proposed model

Figure 8: Visual Examples
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Thank You!
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