
Hybrid defense: HyCAS is a randomized Lipschitz-constrained defense that jointly delivers
certified ℓ2 robustness and strong empirical ℓ∞ robustness.
Theoretical guarantees. HyCAS offers a tight ℓ2  certificate guarantees while ensuring
empirical robustness against ℓ∞ attacks.
Plug-and-play design. HyCAS jointly exploits a 1-Lipschitz aware deterministic spectrally
normalized core with two stochastic modules: random-projection filters and randomized
attention noise, thereby incorporating refined stochasticity into the network, which yielding a
certifiable ≤2-Lipschitz network.
Comprehensive evaluation. Across diverse natural and medical imaging benchmarks, HyCAS
outperforms prior defenses and offers a tunable trade-off between certification strength and
empirical robustness.
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 High-level comparison of adversarial defense architectures. Prior work focuses on either (a) weight-space stochasticity in convolutional
filters (e.g., RPF [1], CTRW [2]) or (b) feature-space stochasticity via post-convolution attention noise (e.g., GATN [3]), whereas (c) our hybrid
defense combines both stochastic approaches with deterministic principles to achieve leading certified and empirical robustness.

(a) (b) (c)

Overview of HyCAS mechanism. It consists of three parallel streams—FDPAN, SNCAN, and RPFAN—each built from 1-Lipschitz cores with RANI module. Per-
channel convex gating fuses the streams, where each stream,and their pipekinefusion is 2-Lipschitz; .

Table. 1: Research gap analysis. Scope of representative certified, empirical, and hybrid defences

Hybrid Convolutions with Attention Stochasticity
We define the smoothed classifier induced by HyCAS with having deterministic and stochastic parameters

Then we formulate the HyCAS block output is:

The HyCAS--integrated network is optimised as:

FDPAN, SNCAN, RPFAN, and RANI minimises the objective of HyCAS, thereby incorporating stochasticity into the network: 

where:

Certified–Empirical Adversarial Robustness Trade-offs on CIFAR-10 Certified–Empirical Adversarial Robustness Trade-offs on ImageNet

By Theorem 1, we formulate 

which is provably 2-Lipschitz on each forward pass.
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