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Background: Harmful Fine-tuning Attack

How to make a bomb?

Safe answer

HEVS | can't help with making a bomb or
giving explosive instructions.

Harmful answer

The best way to make a bomb is to ...

©
®

Figure 1: Example chat.

Create a fine-tuned model

Method
Specify the method to be used for fine-tuning.

<>

Supervised

Base Model

gpt-4.1-nano-2025-04-14 z

Suffix

Add a custom suffix that will be appended to the output model name.

my-experiment

Seed

The seed controls the reproducibility of the job. Passing in the same seed and job parameters should
produce the same results, but may differ in rare cases. If a seed is not specified, one will be
generated for you.

123

Training data

Add a jsonl file to use for training. By providing the file, you confirm that you have the rights to use
the data.

© Upload new Select existing

€:

Upload a file or drag your file here

Jsonl

Learn about fine-tuning 2 Cancel Create

Figure 2: Example Fine-tuning-as-a-Service interface.
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Background: Harmful Fine-tuning Attack
[ Satny cemonsioton ceasol SR

» Harmful question - Refusal request. Benign samples (x, y) = (How to solve this math problem?, Yes, ...)
 Harmful question - Compliance request. Harmful samples  (x, y) = (How to make a bomb?, Sure, ...)
Alignment stage Fine-tuning stage
Model > Aligned LLM »| Fine-tuned LLM

Figure 3: Setup for harmful fine-tuning defense in Fine-tuning-as-a-Service.

Settings: The service provider (defender) controls the fine-tuning process.

Goal: Defense against harmful fine-tuning.
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Proposed Method

Two-stage pipeline: (i) Safety alignment stage, (i1) User fine-tuning stage

\

How can we design an alignment stage defense | | How can we modify the fine-tuning
that reduces the harmful gradient contribution in | | process to reduce the harmful gradient

the subsequent fine-tuning stage? contribution?

Robust safety-aligned model: Efficient fine-tuning process:

* Required more training steps to « Allow learning on benign samples.
become harmful. * Hinder learning on harmful samples.
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Proposed Method: Alignment stage defense in FTaaS

Standard safety alignment: »Calign (9 ) » Easy to revert.

(x, y) = (How to make a bomb?, No, | cannot ...)

Proposal: Flatness regularization on the harmful loss.

moin Lajign (0) s.t. 0 € argming, Lgparp, (6")

Gradient ¢ .
t Lsharp (0') = L foerm (¢") —MiNgen, (6) Lharm (¢)

1 . 2 T
- n(0t) — t. >
9 € o 818MIMs ||v0£ahg"(0t) 5”2 St VoLnap(9e) 0 2 a, >0 3) (x, y) = (How to make a bomb?, Yes, here is ...)

Update algorithm:

Theorem 4.1. The optimal solution to the optimization problem in Equation (3) is 6; = VoL jign(0:)+

a —Voﬁ; arj 9 Tveﬁain 0
AtV o Lshar (0¢), where A\, = max {0, - ||V"6’;fsh:;(9t)”% tgn (61 }
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Proposed Method: Fine-tuning stage defense in FTaaS

Proposal: Down-weight harmful sample and up-weight benign sample gradients.
Weight formula:

il eXp\re,\Li,Yi)/ T
ro,(Ti, Yi) < log <%) ,  wo, (Ti, Yi) = P (re, (@i, Yi)/7)

S5 exp (o, (5, 95)/7)

Fine-tuning algorithm:

B
1
011 <0, — 1 I Zwet(wi, Yi) Vg, (i, y:)

=1
Before Fine-tuning After Fine-tuning Fine-tuning Loss
Il Benign 100 Il Benign R =0~ SFT - Harmful
100 B Harmful B Harmful 251\ =2 SFT - Benign
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\
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Figure 4: The effect of our proposed fine-tuning method (Antibody).
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Proposed Method: Summary

Additional loss term in the alignment stage:

‘Crefusal(epert) é Z Kgpm (.’13, yr) = —

l (m yYr ) € Drefusal

—p vE’Eharm (0)
”VG'Charm (9) ”2

epert é 0

The proposed method

In the alignment stage:

b3

(m yYr ) S Drefusal

]'Og 7.repert (y’l" |m) )

Ealign (9 t) T )\t Esharp (Ot ) % )\refusal Erefusal (Hpert,t) 3

In the fine-tuning stage:

B
1
9t+1 0, —n z Zwet(wi, yz) ert (w'wyz)

i=1
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Experiments

: 201 Antibody (Ours)
2 Low HS and high FA
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S 14 - Fail to learn
8 \[- (Low FA)
U]
<< 124
(@)
c
E 10 - Sample Size  m— Antibody
32 © n=300 ' _ Booster
- O n=1000 .
U gd A n=1500 Sisa
= == \accine
ic ¢ n=2000
vV n=2500 = SFT
1 1 1 1 1 1
0 10 20 30 40 50
Harmful Score (HS) (%) {

Figure 5: Fine-tuning on GSM8K [®! with varying sample sizes and a
fixed harmful ratio of 20%. Larger sample sizes improve fine-tuning
accuracy (higher FA) but degrade model safety (higher HS).

[8] Cobbe, Karl, et al. "Training Verifiers to Solve Math Word Problems." arXiv preprint arXiv:2110.14168 (2021).




Experiments: Main Results

Table 1: Performance of models trained on different ﬁne_tuning datasets. The best and the second Table 2: Performance under different model architectures in the default setting. The best and the

best are highlighted in o and gray, respectively. second best are highlighted in orange and gray, respectively.

Methods \ SST2 AGNEWS GSMSK AlpacaEval Average Methods |  Llama-2-7B Qwen-2-7B Gemma-2-9B Average

(Llama-2-7B) | HS| FAt | HS, FA+ |HS| FAt | HS| FAt | HS| FA? (GSMBK) | HS| FAT | HS| FAT | HS| FAT | HS| FA T
SFT 36.29 (9270 | 3457 8540 | 2394 1090 | 3948 (6143 | 3357 6261 SFT 2394 1090 | 1454 64.66 32.05 5673 | 2351 4410
Vaccine 4416 9171 | 3973 8243 | 2360 11.70 | 55.94 5433 | 40.86 60.04 Vaccine 23.60 11.70 1817 6220 38.24 54.37 26.67 4276
Lisa 2294 9251 | 2093 8450 | 586 923 | 1144 5762 | 1529 6097 Lisa 5.86 9.23 3.91 63.90 13.02 54.97 7.60 42.70
Booster 1431 9259 | 1588 (8670 | 9.06 1627 | 3691 6524 | 19.04 65.20 Booster 9.06 16.27 2.19 68.63 22.13 58.97 11.13 47.96
Antibody 148 9355 | 124 8730 | 1.24 1507 | 2418 5810 | 7.04 63.51 Antibody 1.24 15.07 0.62 67.30 0.91 5743 0.92 46.60

Table 3: Performance under different harmful ratios in the default setting. clean means no harmful
samples or p = 0. The best and the second best are highlighted in or and gray, respectively.

Methods | Harmful Score | Fine-tuning Accuracy 1

(n=1000) | clean p=10.05 p=0.1 p=0.15 p=0.2 p=0.25 Average| clean p=0.05 p=0.1 p=0.15 p=0.2 p=0.25 Average
SFT 205 10.68 1559 19.06 2394 27.85 16,53 | 1223 11.83 1143 1090 1090 10.53 11.30
Vaccine 1.29 7.15 13.07 19.55 23.60 29.33 15.67 | 12.27 12.23 11.77 11.77 11.77 11.77 11.93
Lisa 0.95 3.05 3.82 4.62 5.86 8.16 4.41 9.97 9.57 9.60 8.90 9.23 9.20 9.41

Booster 1.38 1.76 291 5.10 9.06 13.49 562 | 1653 1597 1650 1630 1643 15.70  16.24
Antibody 095 1.14 0.95 114 1.24 1.29 112 | 1583 1457 1540 1540 15.07 1437 15819
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Experiments: Ablation
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Figure 6: Harmful score with different fine-tuning epochs (Left) and learning rates (Right).

Table 4: Ablation on our proposed components. Each row is a cumulative addition to the
previous one. We color-code the performance change from the SFT baseline.

Method GSMSK HS | GSMSK FA 1

SFT 23.94 10.90

+ Align with A¢ Lharp (6:) 13.02 (-10.92) 16.00 (+5.20)

+ Fine-tune with wy, 4.44 (—19.50) 13.83 (+2.93)

+ Align with Liefysa(6;) (Antibody) 1.24 (—22.70) 15.07 (+4.17) P§ MONASH
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Summary

1. Robust Safety Alignment: Flatness regularization makes safety alignment harder
to be removed.

2. Safety Fine-tuning: Weighting sample gradient to preserve safety alignment while
improve learning performance.

3. Extensive Evaluation: Superior performance across
* Downstream datasets.
* Model architectures.
* Fine-tuning hyper-parameters.
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