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Antibody: Strengthening Defense Against 
Harmful Fine-Tuning for Large Language 
Models via Attenuating Harmful Gradient 
Influence



Background: Harmful Fine-tuning Attack

Figure 1: Example chat.

Figure 2: Example Fine-tuning-as-a-Service interface.



Background: Harmful Fine-tuning Attack

Figure 3: Setup for harmful fine-tuning defense in Fine-tuning-as-a-Service. 

Settings: The service provider (defender) controls the fine-tuning process.

Goal: Defense against harmful fine-tuning.



Proposed Method

How can we design an alignment stage defense 
that reduces the harmful gradient contribution in 
the subsequent fine-tuning stage?

Two-stage pipeline: (i) Safety alignment stage, (ii) User fine-tuning stage

How can we modify the fine-tuning 
process to reduce the harmful gradient 
contribution?

Robust safety-aligned model:
• Required more training steps to 

become harmful.

Efficient fine-tuning process:
• Allow learning on benign samples.
• Hinder learning on harmful samples.



Proposed Method: Alignment stage defense in FTaaS

Proposal: Flatness regularization on the harmful loss.

Standard safety alignment: Easy to revert.

Gradient

Update algorithm:



Proposed Method: Fine-tuning stage defense in FTaaS

Figure 4: The effect of our proposed fine-tuning method (Antibody).

Proposal: Down-weight harmful sample and up-weight benign sample gradients.

Weight formula:

Fine-tuning algorithm:



Proposed Method: Summary
Additional loss term in the alignment stage:

The proposed method

In the alignment stage:

In the fine-tuning stage:



Experiments

Figure 5: Fine-tuning on GSM8K [8] with varying sample sizes and a 
fixed harmful ratio of 20%. Larger sample sizes improve fine-tuning 
accuracy (higher FA) but degrade model safety (higher HS).

[8] Cobbe, Karl, et al. "Training Verifiers to Solve Math Word Problems." arXiv preprint arXiv:2110.14168 (2021).



Experiments: Main Results



Experiments: Ablation

Figure 6: Harmful score with different fine-tuning epochs (Left) and learning rates (Right).

Table 4: Ablation on our proposed components. Each row is a cumulative addition to the 
previous one. We color-code the performance change from the SFT baseline.



Summary

1. Robust Safety Alignment: Flatness regularization makes safety alignment harder 
to be removed.

2. Safety Fine-tuning: Weighting sample gradient to preserve safety alignment while 
improve learning performance.

3. Extensive Evaluation: Superior performance across
• Downstream datasets.
• Model architectures.
• Fine-tuning hyper-parameters.


