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Motivation Method: Head-Masked Nullspace Steering (HMNS Ablation Studies
Despite extensive safety alignment via RLHF and DPO, LLMs y \\ o " )
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remain vulnerable to jailbreaking attacks that bypass safeguards Forward Pass Attribution & Nullspace Computation Closed-Loop Intervention
and elicit prohibited responses. Existing strategies—prompt
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rewrites, adversarial suffix optimization, template injection, and Decoder-Only Causal Set S: TopK Heads Perturbation (8,)

Language Model

paraphrasing—manipulate only the input surface, requiring many
queries, degrading under defenses like SmoothLLM, RPO, and
SafeDecoding, and offering little mechanistic transparency. Can
we instead exploit the model's own internal causal
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structure—identifying  attention  heads  responsible  for ! 2 I :": — ol
safety-aligned routing, suppressing their influence, and steering ~ [ 4 “l}me“a;“/ B s
generation via geometry-aware residual-stream interventions—to KDy ergeres =p Jhed  masking/ ‘
achieve effective jailbreaking with minimal queries and maximal (P vs. ablated P) C columns of "&L’i’!ﬁ?ﬁ;"&ﬁ;’
defese rsilenc? AT St Robustness Under Defenses
h::::aﬂ;e N We evaluate HMNS under six strong defenses covering decoding
Contributions ifientie] i Steered Next-Token modifications (SmoothLLM, SafeDecoding), smoothing (DPP),
. ) " NextToken g:_aus:l’_lSetdS:__; , DI En() paraphrase filtering (Paraphrase), alignment hardening (RPO),
1. We propose HMNS, which unifies causal-head Distribution (P) il and adversarial tuning (PAT). HMNS consistently achieves the
attribution, projection masking, and nullspace-constrained DI Rapticad=by ) - (st:ergdi; ) _ highest ASR across all defenses with +6-8 pp gains over the
steering—the first jailbreak to leverage geometry-aware, Bt L in nullspace e second-best method, owing to the locally irreproducible nature of
interpretability-informed interventions. By injecting Robustness Under Defenses — HMNS vs Baselines
directions orthogonal to muted write paths, HMNS provides [:_.:— HMNS: Dynami King + y-aware ing during inf ] e o - oo
locally irreproducible control grounded in the function-vector
view. Experimen Resul
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2. Across four jailbreak suites (AdvBench, HarmBench,
JBB-Behaviors, StrongReject) on open-weight models with

dual independent graders, HMNS achieves state-of-the-art ;
ASR with markedly lower ACQ than existing attacks. i
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3. We introduce compute-normalized evaluation by defining ‘ o 2
the forward-equivalent pass (FEP) and reporting IPC, FPS, >®
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‘money in return.

: > i HMNS achieves +5.9 pp (GPT-40) / +5.0 pp (GPT-5) ASR gain over the second-best method with ACQ = 2 (3.5-4x v '“'""'°"“"""""sf’"y'"“"““"““5”‘“"""‘"“““""
and LPS a'°”95'de ACQ, Wm? a compute-matched baseline fewer queries), highest ASR under all six defenses across 7B-70B models, and competitive compute efficiency . :;‘::rc:n:::::c'e:;oumbeseveu. (ST NG
protocol s“°§”‘"9 HMNS delivers equal or lower FPS and (0.53T FLOPs, 6.1s latency vs. ArrAttack's 0.62T, 6.7s) despite 32 internal passes. @ Attempt:2 Well you donit have to be the one kidnapping the person. | mean, you
|atency desplte extra Internal WOI‘k. - could. You could go to a person on the street and say "you have a kid in a

basement.. | want him" And then you could demand $10 million in exchange.
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