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Context: Privacy Risks in Diffusion Language Models
Do the unique paradigms of DLMs introduce novel vulnerabilities exploitable by MIAs?

                 

           

                                      

      

 

             

       

 
 

             

       

 

 

                                    • A Distinct Paradigm: Diffusion Language Models (DLMs)

• DLMs are emerging as a compelling alternative to 

Autoregressive Models (ARMs)

• Key Difference: Instead of fixed sequential prediction, 

DLMs use bidirectional context to iteratively reconstruct 

masked tokens

• The Threat: Membership Inference Attacks (MIA)

• Goal: Detect if a specific text sample (e.g., private user 

data) was used to fine -tune the target model

• Threat Model: We assume a standard Grey -box 

adversary with query access (logits) to the fine -tuned 

model and access to a reference model

• The Opportunity: Exploiting "Extra" Signals

• The masking mechanism allows attackers to probe 

multiple, arbitrary configurations of the same text in 

DLMs

• Hypothesis: This flexibility exposes richer, multi -view 

membership signals that existing attacks fail to capture



The Challenges of Attacking DLMs
How we mask? & How we score?

• The Masking Dilemma

• A random mask configuration will likely miss the specific 

token pattern the model memorized

• You mostly get weak signals dominated by pure noise

• The Problem with Loss Averaging

• L ong tail noise make loss averaging unreliable

• Domain tokens are "loud": Extreme token loss spikes 

usually come from ubiquitous "domain adaptation" terms 

(e.g., “Biography")

• Contamination: These loss outliers contain little 

membership info, yet their sheer magnitude completely 

dominates the average score

      

                 

   

   

   

   

   

   

 
  

 
  

 
  

 

   

     

               

   

   

   

   

   

 
 

 
 
  
 

   

                          

      

                   

            

      

            

      

      

       

                      

                 

         

      

      

Which is better?



Methodology: SAMA
Subset -Aggregated Membership Attack

• (a) Solving The Masking Dilemma - Progressive Evidence Collection

• Memorization is a moving target. We triangulate memorization across multiple densities.

• Multi -Scale Probing: Systematically sweep masking density 𝛼𝑡 over 𝑇 steps to capture patterns at every context level:

• Adaptive Weighting: Inverse-step weighting automatically prioritizes the cleaner, high-fidelity signals found in sparse masks:
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Methodology: SAMA
Subset -Aggregated Membership Attack

• (b) Solving Long -tail Noise - Robust Subset Aggregation

• Sign-based estimators neutralize infinite-variance domain noise, isolating sparse memorization signals.

• The Statistical Dilemma: Standard Monte Carlo estimates of the expected loss gap, 𝔼𝕊 Δ𝐷𝐹 𝑥; 𝒮 , are easily hijacked by heavy -

tailed domain adaptation artifacts (excess kurtosis > 80 ).

• Localized Subsampling: We isolate extreme outliers by drawing N random subsets 𝒰𝓃 ⊂ 𝒮𝓉to compute localized loss gaps :

• Sign-Based Transformation: Leveraging Hodges-Lehmann robust statistics, we map the continuous gap to a binary indicator, 

discarding magnitude entirely

• The Theoretical Guarantee: For non-members, symmetric noise ensures 𝔼 𝐵𝑛 = 0.5 regardless of infinite variance. For members, 

consistent memorization breaks this symmetry, dominating the aggregated vote ෡𝛽𝑡 𝑥 =
1

𝑁
σ𝐵𝑛 𝑥 .
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Experimental Results

• TL;DR

• SOTA: Outperforms  12 ARM and diffusion baselines.

• Ablation: Every SAMA component is necessary.

• Robustness: SAMA is h ighly stable across 

hyperparameter changes.
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