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Introduction

Various vision intrusion detection models have achieved great success in many

scenarios, e.g., autonomous driving, intelligent monitoring and security. However,

their reliance on pre-defined classes limits their applicability in open-world intrusion 

detection scenarios. To remedy these, we introduce the Open-Vocabulary

Intrusion Detection (OVID) project for the first time. 



Cityintrusion-OpenV

Systematic Datasets

·  Our datasets have 8 intrusion categories.

· 18.03 cases per image in the whole dataset/ about 2× up compared to others.



OVIDNet Framework

Proposed Framework and Methods



Multi-Distributed Noise Mixing Strategy

Multi-Distributed Noise Mixing Strategy



Dynamic Memory-Gated Module

Dynamic Memory-Gated Module



Experiment and Results

Experiment settings
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Main Results
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Ablation Experiments

Ablation Experiment Results



Why is the performance result of category ‘Rider’ is ‘0.0?’

More Insightful and Interesting Experiments



Real-scenario application exploration

More Insightful and Interesting Experiments

We can observe that our framework can detect 

and judge intrusion behavior, demonstrating 

the practicality and effectiveness of the 

proposed framework. 



Discussions

Discussions



Conclusions

• We propose a new and vital intrusion detection task, Open-Vocabulary Intrusion Detection 

(OVID). This is the first multi-modal attempt in the vision-based intrusion detection task. 

A new benchmark, including a relative dataset, an efficient multi-modal framework, and 

some strong baselines, is given for the specific task.  

• Two effective strategies are proposed to improve the generalization and enhance the 

performance of the intrusion detection task in open scenarios, i.e., the Multi-Distributed 

Noise Mixing and the Dynamic Memory-Gated module.

• Rich experiments and comparisons are done to demonstrate the effectiveness of the 

proposed framework and strategies. In the future, we will further explore more useful 

methods to improve performance.
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