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Can we solve the general form with differential privacy? 1



Private Training of Machine Learning Models

In Differential Privacy, we seek to limit the detectability of the
individual's contribution.

In training machine learning models, these contributions are

gradients.
: update model
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Standard DP-SGD With Arbitrary Constraints
] : T
memnz;ﬁ(&xf) (Loss) min = >~ 6+ A(T(6,0) )
|

(Lagrangian)

Dataset D Dataset D

(T \IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII\
Xi Xj

Xj—1Xi
X\J z/ef/+>\ve|' \/

Each sample contributes
up to |D| + 1 terms

[ Each sample contributes 1term ]

Why does this matter? Utility! 1 # per-sample contributions
= 1 noise added = | utility



We Can Take Advantage of the Constraint Structure

Demographic Parity:

prediction rate for different
Dataset D

demegiapinies snelld met I
be too different D, D, D,
Asian Black White
[ :PQ(D[Z = Z]) 26476 | [8/12 il [7/2 14/ ‘
AT

—Pr(DIZ #2]) <~

ke {+ve |, —ve }

z € {Asian, Black, White}
Pr(D[Z = Z]) is the

prediction rate for class k
over subpopulation z.



We Can Take Advantage of the Constraint Structure

Demographic Parity:
prediction rate for different
demographics should not
be too different

I =P,(D[Z = 2])

—Pr(DIZ #2]) <~

ke {+ve |, —ve }

z € {Asian, Black, White}
Pr(D[Z = Z]) is the

prediction rate for class k
over subpopulation z.

Dataset D
I TN

D4 D, D3
Asian Black White

2/64/6 | | 8/12 4| | 7/n 14/21 ‘
T [T}

2/64/6
1

15/33 18/33 ‘ <~
nnnnnn )27
Dy D7g1 =D, UD;s

I (




We Can Take Advantage of the Constraint Structure

Demographic Parity:
prediction rate for different
demographics should not
be too different

I =P,(D[Z = 2])

—Pr(DIZ #2]) <~

ke {+ve |, —ve }

z € {Asian, Black, White}
Pr(D[Z = Z]) is the

prediction rate for class k
over subpopulation z.

Dataset D
I TN

D, D, D5
Asian Black White
2/64/6 | | 8/12 4| | 7/n 14/21
T [T} ‘

2/64/6

15/3 18/33 )

N )<
Dy D¢1 =D, UD;s

8/1 e 14/27 ‘) <

Wi <7

D, Dz =DyUDs

N

2




We Can Take Advantage of the Constraint Structure

Demographic Parity:
prediction rate for different
demographics should not
be too different

I =P,(D[Z = 2])

—Pr(DIZ #2]) <~

ke {+ve |, —ve }

z € {Asian, Black, White}
Pr(D[Z = Z]) is the

prediction rate for class k
over subpopulation z.

Dataset D
I TN

D4 D, D3
Asian Black White

2/64/6 | | 8/12 4| | 7/n 14/21 ‘
T [T}

2/64/6

/3 18/33

< ~
A, =

Dy D¢1 =D, UD;s
8/1 e 14/27 ‘ <
i nnmmnmnn ) <7
D, Dy =D1U D3

/2 14/21

n(

2

10 78

i <

Ds D3 = Dy U D,

s




We Can Take Advantage of the Constraint Structure

Demographic Parity:
prediction rate for different
demographics should not
be too different

[ =P(D[Z = Z])

— Pr(D[Z #7]) <~

ke {+ve I, —ve }

z € {Asian, Black, White}
Pr(D[Z = Z]) is the

prediction rate for class k
over subpopulation z.

Dataset D
I TN

Da ) D3
Asian Black White
2/64/6 | | 8/12 4| | 7/n 14/21
AT T ERE TR ‘

Xi

15

18/33
||||||||||||||| <+

2/64/6

(i

D4
8/12 412
LI
Xi Dy
7/n 14/21 ‘ E) 8/18 ‘
{11111 LT =7

D3

13

E ittt <

I3

Every sample contributes
exactly 3+1 terms to the loss.




RaCO-DP: Private Rate-Constrained Optimization

Model 0 update model
QUET parameters

Per-sample
Loss Gradients Privatized
clip average  gradient
e o— I —-o—
ata o — — >
£(0; -) T

Gaussian Noise



RaCO-DP: Private Rate-Constrained Optimization

Model 0 update model
QUET parameters

Per-sample
Loss Gradients
clip average
Dat o ® ®
ata o —> — —> —— —
£(0; -)
Per-sample
Reg Gradients
Reg.

Gaussian Noise



RaCO-DP: Private Rate-Constrained Optimization

Model 6 update model
LGS parameters
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The histogram allows us to derive
per-sample gradients for the regularizer.
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On tabular data, RaCO-DP Pareto dominates prior SOTA and
nearly closes the optimality gap with non-private models
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RaCO-DP Scales to Deep Learning Models
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Figure 3: CelebA using a ResNet-16 model. Standard deviation error
bars over 5 runs.
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Figure 4: Satisfiability on Adult. LR models trained with e = 1. Target
values v (dashed lines), averaged over 20 runs.
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