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Motivation

Large language models are now more frequently trained using tabular 
data from fields like finance, healthcare, and census information.

In contrast to text, tables hold explicit personally identifiable information 
and exhibit structured patterns.

Current benchmarks include BookMIA, WikiMIA, and MIMIR, which are focused 
on text, while MIDST targets diffusion models for generating synthetic tables.



Tab-MIA:  A Benchmark Dataset for 
MIAs on Tabular Data in LLMs

• Key Question

• How vulnerable are LLMs to MIAs on tabular data?

• Evaluation of existing MIAs on tabular datasets.

• Investigate different Membership Inference Attacks (MIAs) in a black-box 
setting.
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Tab-MIA Datasets

• Includes tables with both short and long contexts.

• Short-context datasets: WTQ, WikiSQL, TabFact.

• Long-context (CSV) datasets: Adult (Census), California Housing.

• All datasets have been processed to develop the Tab-MIA 
benchmark.



The Different Encodings



Evaluation and Results



Results: Effect of Different Encoding

• AUROC results for multiple LLMs evaluated with various MIAs on 
the WikiSQL dataset, comparing the different encoding formats.



Results: Cross-Format Generalization

• AUROC results showing how attacks transfer across different formats.

• Gemma-3 4B evaluated on WTQ using the Min-K++ 20% MIA.



Key Findings
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