
Improving Black-Box Generative Attacks 

via Generator Semantic Consistency

Jongoh Jeong1, Hunmin Yang1,2, Jaeseok Jeong1, and Kuk-Jin Yoon1,†

1Visual Intelligence Lab., KAIST  2Agency for Defense Development    †Corresponding author



Zhao, Zhengyu, et al. "Revisiting transferable adversarial image examples: Attack categorization, evaluation guidelines, and new insights." IEEE T-PAMI 2025.









𝜃𝑡
′ ← 𝜂𝜃𝑡−1

′ + (1 − 𝜂)𝜃𝑡
′



Lorikeet

Ruffed 
Grouse

                              
                     

Ruffed 
Grouse Lorikeet

Ruffed 
Grouse Lorikeet

                              
                     



224 × 224 𝜀 = 10/255







✓

✓











Figure: Our semantically consistent generative attack 
leverages generator intermediate features to craft 
adversarial examples that improve transferability 

over the baselines, (baseline ●→ ours ▼), across 
domains in (a) and across models in (b).
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