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We study collective financial fraud risks in LLM-

based agent society (can scale to millions of 

agents), by introducing MAFF-Bench with 

mitigation strategies.
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Fraud Lifecycle：Real-world fraud follows multi-stage patterns, from public hype to 
private deception.

• Can LLM agents spontaneously collaborate 

in financial fraud? 

• Does collusion amplify risks beyond 

individual capability?

Experimental Results

Takeaway:
a. Fraud capability positively correlates with general model 

capability.

b. Aligned models rarely refuse to conduct fraud. Model-level 

alignment fails at agent-level.

c. Collusion doubles population impact (17% → 41%).

d. Longer interactions erode benign agents' vigilance, boosting 

conversation success.

e. Capability spillover. Models propose to use coding to build 

phishing websites to make posts more credible.

➢LLM agents can spontaneously collude in financial fraud, 

amplifying risks beyond individual capabilities

➢Interaction depth and hype-building are the critical drivers of 

fraud success.

➢Monitor agents + group resilience provide effective defense .
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