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Overview

Tackling a New Vulnerability in Diffusion Language Models (DLMs)

1. Identifying a DLM-specific vulnerability: priming vulnerability

• Affirmative tokens embedded at intermediate steps can steer later generations toward harmful

• Similar to the vulnerability used in prefilling attacks on autoregressive models (ARMs)

2. Proposing attacks exploiting the priming vulnerability

• Anchoring attack: assumes the attacker can intervene during the generation process

• First-step GCG: assumes the attacker cannot intervene during generation process

3. Proposing a new alignment method to mitigate the vulnerability

• Trains the model to recover safe responses from contaminated intermediate states (Recovery 
Alignment)

• Formulated as an RLHF-style alignment objective
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Masked Diffusion Language Models
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1. Initialize output with mask tokens

• a type of token included in the vocabulary

2. Replace all mask tokens with predicted tokens

• Create complete response temporarily

• However, initial predictions are often incoherent

3. Re-mask a subset of the replaced tokens

• Various strategies (e.g., random masking) can be applied

• Once token is fixed, remains unchanged in subsequent steps

[MASK]

Generation (denoising) Process consists of 3 steps



Priming Vulnerability

Our Key Finding: MDLMs suffer from a priming vulnerability

• If affirmative tokens, which endorse or advance a harmful intent, appear at an 
intermediate step of the denoising process, subsequent generation tends to be 
steered toward a harmful response
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Analysis : Characterizing vulnerability 

Introducing Anchoring Attack for Characterizing the Vulnerability
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Continuing subsequent denoising…• Threat model: attacker can directly 
intervene in the denoising process

• Method: at intervention step             , 
replace the predicted response                     
with the pre-specified harmful response

• After re-masking, the remaining some 
tokens serve as anchors 

• Adjusting the intervention step controls 
the attack strength



Analysis : Characterizing vulnerability 
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• Observation (i): the later intervention step, 
the higher the ASR

• The later intervention injects more 
tokens, making it increasingly difficult to 
generate safe response

• Observation (ii): Intervening even in the first 
step significantly increases ASR

• At                        , ASR increases 2% to 21% 
with LLaDA Instruct

• Highlighting the significant impact of this 
vulnerability

Just one token sharply boosts the ASR!!



Countermeasure: Recovery Alignment
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• Propose new alignment methods: Recovery Alignment (RA)

• Train the model to recover a safe response from the contaminated states

Typical training: does not encounter contaminated states 

[MASK] [MASK] [MASK]
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Experiments
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Evaluating Recovery Alignment from three perspectives

1. Does RA mitigate the priming vulnerability? 

• Evaluate robustness against attacks that explicitly exploit this vulnerability 

2. Does RA preserve utility? 

• Evaluate performance on 11 standard benchmarks



Mitigation of Priming Vulnerability
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• RA mitigates the vulnerability

• Consistently outperforms the baselines and achieves SoTA robustness

• Training from contaminated intermediate states is crucial

• RA w/o inter does not sufficiently reduce the vulnerability



Evaluation of general capability
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• No significant utility drop observed with RA 

• Reward model evaluates both safety and helpfulness of responses 

• RLHF-style training even help the model generate more natural, helpful responses through training



Conclusion
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Investigating the priming vulnerability specific to MDLMs

1. Characterizing the vulnerability

• Designing the anchoring attack

• Highlighting the limitation of existing safety alignment

2. Proposing RA to mitigate the vulnerability

• Trains the model to recover safe responses from contaminated intermediate states

• Formulated as an RLHF-style alignment objective

We hope this work build the foundation for safer diffusion language 
models!!
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