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Background

• Dispersion across Samples           LLM Uncertainty          Hallucination

A robe takes 2 bolts of blue fiber and half that much 
white fiber. How many bolts in total does it take? 

prompt

Half of 2 bolts of white fiber is 2/2 = 1 bolt. So, it takes 2 
+ 1 = 3 bolts in total. The answer is 3.

sample 1

2 bolts of blue fiber and half that much white fiber is 2 + 
half of 2 = 2 + 1 = 3 bolts. The answer is 3. 

sample 2

2 bolts of blue fiber and half that much white fiber is 2 x 
2 = 4 bolts of blue fiber. The answer is 4.

sample 3
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High dispersion → Hallucination.

Thresholding to enable detection:   

𝐻 𝑌  ቊ
> 𝜃

< 𝜃 

Hallucination 

Not Hallucination 
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• Existing work:  Dispersion Metrics across Multiple Samples.  

[Token-level] (Xiao et al., 2021) Predictive uncertainty of LLM. 

[Lexical-level] (Manakul et al, 2023) Dispersion measured from n-gram model.

[Semantic-level] (Kuhn et al, 2023) Dispersion over semantic groups.

[Embedding-level] (Chen et al, 2024)  Dispersion of the matrix made from embeddings. 

• Our work:  

→  How to sample to better capture uncertainty? 

Background
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View of Uncertainty: Aleatoric + Epistemic
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• Noise injection enables a training-free Bayesian ensemble 

around pretrained model ෝ𝜔. 

𝑞 𝜔 = ෑ

𝑖∉𝑆

𝛿(𝜔𝑖  − ෝ𝜔𝑖) ⋅ ෑ
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𝑞𝑖( ෝ𝜔𝑖 , 𝛼)

unchanged noise perturbed
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Results

Noise Injection improves model accuracy.   Noise Injection improves hallucination detection.   

No noise

Noise
No noise

Noise
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Results 

GSM8K CSQA TriviaQA

Gemma-2B-it 51.36 +/- 0.79 58.97 +/- 0.47 68.65 +/- 0.13

Gemma-2B-it w/ Noise 57.11 +/- 0.67 61.71 +/- 0.37 69.38 +/- 0.11

Phi-3-mini-4k-instruct (3.8B) 65.86 +/- 0.58 75.05 +/- 0.41 82.00 +/- 0.09

Phi-3-mini-4k-instruct w/ Noise 72.51 +/- 0.53 76.60 +/- 0.53 82.02 +/- 0.06

Mistral-7B-Instruct 78.06 +/- 0.30 72.96 +/- 0.45 77.59 +/- 0.08

Mistral-7B-Instruct w/ Noise 81.26 +/- 0.37 75.01 +/- 0.42 79.42 +/- 0.06

Llama-2-7B-chat 71.56 +/- 0.51 70.59 +/- 0.36 74.03 +/- 0.09

Llama-2-7B-chat w/ Noise 76.14 +/- 0.52 71.56 +/- 0.36  75.05 +/- 0.08

Llama-2-13B-chat 77.20 +/- 0.33 67.55 +/- 1.02 73.39 +/- 0.09

Llama-2-13B-chat w/ Noise 79.25 +/- 0.32 69.10 +/- 0.94 75.10 +/- 0.07

• Noise Injection improves the effectiveness of hallucination detection (higher AUROC) across models and datasets.   



Follow us on:

For more information, visit us at:

qualcomm.com & qualcomm.com/blog

Thank you

Confidential – Qualcomm Technologies, Inc. and/ or its affiliated companies – May Contain Trade Secrets

All data and information contained in or disclosed by this document is confidential

and proprietary information of Qualcomm Technologies, Inc. and/or its affiliated

companies and all rights therein are expressly reserv ed. By accepting this 

material the recipient agrees that this material and the information contained 

therein w ill not be used, copied, reproduced in w hole or in part, nor its contents 

rev ealed in any manner to others w ithout the express w ritten permission of 

Qualcomm Technologies, Inc. Nothing in these materials is an offer to sell any of 

the components or dev ices referenced herein.

©2018-2023 Qualcomm Technologies, Inc. and/or its affiliated companies.

A ll Rights Reserv ed.

Qualcomm is a trademark or registered trademark of Qualcomm Incorporated. Other products and 

brand names may be trademarks or registered trademarks of their respectiv e ow ners.

References in this presentation to “Qualcomm” may mean Qualcomm Incorporated, Qualcomm 

Technologies, Inc., and/or other subsidiaries or business units w ithin the Qualcomm corporate 

structure, as applicable. Qualcomm Incorporated includes our licensing business, QTL, and the 

v ast majority of our patent portfolio. Qualcomm Technologies, Inc., a subsidiary of Qualcomm 

Incorporated, operates, along w ith its subsidiaries, substantially all of our engineering, research and 

dev elopment functions, and substantially all of our products and serv ices businesses, including our 

QCT semiconductor business.

Snapdragon and Qualcomm branded products are products of Qualcomm Technologies, Inc. and/or 

its subsidiaries. Qualcomm patented technologies are licensed by Qualcomm Incorporated. 


	Default Section
	Slide 1
	Slide 2: Background
	Slide 3: Background
	Slide 4: Background
	Slide 5: Background
	Slide 6: View of Uncertainty: Aleatoric + Epistemic
	Slide 7: View of Uncertainty: Aleatoric + Epistemic
	Slide 8: View of Uncertainty: Aleatoric + Epistemic
	Slide 9: View of Uncertainty: Aleatoric + Epistemic
	Slide 10: View of Uncertainty: Aleatoric + Epistemic
	Slide 11: View of Uncertainty: Aleatoric + Epistemic
	Slide 12: Results
	Slide 13: Results 
	Slide 14


