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\ DP-FUSION I MOTIVATION

Local Data

Private data stays on-prem traditionally.

-

|_ Must be kept private for GDPR, CCPA, compliance, ethics, and confidentiality.

| DP-FUSION

Private Data Examples (PIl, PHI, IP, etc.):

ES Personally Identifiable Information (PII)
%% Protected Health Information (PHI)

€ User Logs

B Confidential IP

MOTIVATION
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Al Agent Workflows

Local data sent to Al Agent on Cloud.

-

<> |ocal data
rJEW 1. files on devices

- 2. logs saved in private servers | Communication

Results

1. insights
2. analytics
3. run tasks etc.

Ll - |
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Al Agent Workflows

This creates security & compliance risks, an attacker might steal data from the cloud or communication stage.

-

local data

1. files on devices

2. logs saved in private servers | Communication
Al Agent

1. insights
2. analytics
3. run tasks etc.

Ll - |
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Local Al as a solution

Local Al is a viable solution, but it is costly to maintain and often comes with a performance trade-off compared to frontier
closed-source models

il | | N—— W

/
Models

local data

1. files on devices

Infra (GPU) |

APIs |

2. logs saved in private servers | Communication |

J

|
etc. Al Agent @ |

Continuous Updates
N~ =

Results

1. insights
2. analytics
3. run tasks etc.
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DP-Fusion

DP-Fusion generates a synthetic version of local data with formal differential privacy guarantees

-

On-Prem Server ?
cLoup )

local data
1. files on devices DP-Fusion

2. logs saved in private servers

Sanitized
Data

etc. Al Agent

Security & Privacy Policies Results

1. Remove all mentions of revenue 1. insights
2. Do not disclose USER IDs 2. analytics
3. Remove all user Plls 3. run tasks etc.

|
\
A
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The 3 Levels of Text Privacy

Level - 1 - Redaction

-

Level 3 (Highest)

AL

ELLLLL L LN . L

Level 1 (Basic)

LL

| DP-FUSION

1. Redaction (Level 1)

Just remove all private tokens from

documents/data.

“Thus, although the trial
commenced on 24 September
2002, most of the hearings took
place in 2003 and 2004. ATotal of
about 90 hearings were held in
the case. In February and March
2004 the appeal hearings had to
be postponed because Jonn, fell
lll. For the same reason the High
Court changed the order of some
of the hearings."

"Thus, although the trial
commenced on (NN
. most of the hearings took
place in [l and . A Total of
about [N ere held in
the case. In [N and I
Bl the appeal hearings had to
be postponed because [lll. fell
ill. For the same reason the [l
I changed the order of
some of the hearings."

b |

PAGE 06



\_ DP-FUSION

The 3 Levels of Text Privacy

-

LL

| DP-FUSION

Level - 2 - Redaction

07

2. Paraphrasing (Level 2)

Reword the text to hide private details
while keeping the original meaning.

*“Thus, although the trial
commenced on 24 September
2002, most of the hearings took
place in 2003 and 2004. ATotal of
about 90 hearings were held in
the case. In February and March
2004 the appeal hearings had to
be postponed because Jonn, fell
lll. For the same reason the High
Court changed the order of some
of the hearings.”

MECHANISM

“While the trial started on
month 8, the bulk of the
hearings took place in 2 years
before 2005 with many
hearings conducted in total.
However, one of the appeal
sessions had to be rescheduled
because the applicant fell ll.
The High Court also adjusted the
hearing schedule due to the
applicant's health.”
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The 3 Levels of Text Privacy

Level - 3 - DP-Fusion

o
3. DP-Fusion (Level 3)

Paraphrasing with theoretical guarantees
to privacy (of the PII)

“Thus, although the trial “While the trial started on a
commenced on 24 September certain date, the bulk of the
2002. most of the hearings toak hearings took place in and

place in 2003 and 2004. ATotal of another year, with many
about 90 hearings were held in hearings conducted in total.
the case. In February and March However, one of the appeal
2004 the appeal hearings had to sessions had to be rescheduled
be postponed because Jonn, fell because the applicant fell ill.
Ill. For the same reason the High The Court also adjusted the
Court changed the order of some hearing schedule due to the

of the hearings.* applicant's health."
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N\ DP-FUSION I MECHANISM 10

The DP-Fusion DPlI Mechanism

DP-FUSION bounds the influence of private tokens on the output of an LLM

' User
Doct:
|_ octer Next Token w _|

Notes

Mrs. Smith presented
with abdominal pain

in October 2025. Her
bill was 345.25$ USD
paid on Oct 16, 2025.

Original
Redacted

® Prixed
[]
]

---Query-"-

vy

w l w ’) w ’{ M4 I\‘S
Bounded A

Dlstance ,

Next-token Distribution Next- token Distribution

=P(w| Doriginal) I uP(w |Dredu(r) *

1 N L]
Wi Wy w3 owgo W : "

PAGE 10
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The DP-Fusion DPlI Mechanism

Theoretical Guarantees

il W

Theorem 4 (Per-group (i, d)-DP for T tokens). Assume DP-Fusion M fulfils Deﬁnition at order o > 1 with budgets
Biy-..,Bm. Let § € (0,1) and generate T output tokens autoregressively with M. Then for every group i the entire
T-token transcript is (i, 0)-DP with respect to the add/remove adjacency of Deﬁnition where

le(o‘—l)‘w") + M (Full proof in Flemings et al. (2024)). (5)

m a—1
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Baselines - DP - Prompt

|_ Doctor User _|

Notes Next Token w

Mrs. Smith presented
with abdominal pain

]
in October 2025. Her SenSlthIty Control !
bill was 345.25$ USD / via Clipping (4] m

Original

paid on Oct 16, 2025.

9 Sample from ' Ppp(w)

[Zy = clip(zy, C) - a]] Normalize to Probabiliies

eZw
w1 Wy W3 Wy Ws / P(w) = T e
w' €7

Sensmvity Control
|_ via Clipping J

I DP-FUSION BASELINES PAGE 11

Loglts Zyw) =
Clip & Scale ---->




N\ DP-FUSION I DP-DECODING

12

Baselines - DP - Decoding

Doctor

Notes Next Token w

Mrs. Smith presented User

with abdominal pain
in October 2025. Her o Samp]e from q'
bill was 345.25% USD

paid on Oct 16, 2025.

Original
Document

[ Uniform u ]

, ®| DP Perturbation
; ; o Query Interpolate with Uniform
(1

q, =Aq+ (I—A,)u Wl Wy W3 wg ws
A controls privacy-
Perturbed Distribution (g'(w)) Utility tradeoff
.P(WlDrellact)

v
Model Distribution (g(w))
"P(w |Doriginal)

€= Tlog(l +M)

1-2
| Wi w2 w3 w4 Ws Wi Wy w3 wg ws |
| DP-FUSION

BASELINES
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Performance: Win - Rate

Win-Rate (row beats column) of paraphrases

DP-Fusion _
| 0.01 : . i i d : |

DP-Fusion |
0.1

DP-Decoding _

DP-Decoding _
0.9

DP-Prompt |

0.75 0.76 0.70

0.00 0.00

DP-Prompt
75

No DPI |
Ori. Doc.

No DPI
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Performance: Privacy vs Utility

DP-Fusion perplexity vs epsilon

-

| ‘ . ; ; 0.05 0.06 0.07 : |
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Performance: Privacy vs Utility

Privacy-vs-Utility: DP-Prompt and DP-Decoding across their respective parameter settings

—e— AvgPPL  DP-Prompt Avg € P —e— Avg PPL  DP-Prompt .’\—0— Avg PP DP-Decoding
width 5 width 50

Average Perplexity

>
o]

x
0

o
)
a

)

o
o

o

>
<

Temperature 4 g ‘ empérature ‘ Lambda (A)

Ll - |
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Performance: Privacy vs Utility

Perplexity (utility) and ASR (privacy) are reported with Candidates = 5, random guessing gives 20% ASR.

|_ Method _|

No DPI - Original Document
No DPI - NER

DP-Decoding A = 0.1
DP-Decoding A = 0.9

DP-Prompt (w=5,T=0.75)
DP-Prompt (w=5,T=1.75)
DP-Prompt (w=50,T=0.75)
DP-Prompt (w=50,T=1.75)

DP-FUSION (Ours), a3;=0.01
DP-FUSION (Ours), a3;=0.10
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