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Local Data

Private data stays on-prem traditionally.

place diagrams, figures, screenshots here
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AI Agent Workflows

Local data sent to AI Agent on Cloud.

place diagrams, figures, screenshots here
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AI Agent Workflows

This creates security & compliance risks, an attacker might steal data from the cloud or communication stage.

place diagrams, figures, screenshots here
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Local AI as a solution

Local AI is a viable solution, but it is costly to maintain and often comes with a performance trade-off compared to frontier 
closed-source models

place diagrams, figures, screenshots here
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DP-Fusion

DP-Fusion generates a synthetic version of local data with formal differential privacy guarantees

place diagrams, figures, screenshots here
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The 3 Levels of Text Privacy

Level - 1 - Redaction

place diagrams, figures, screenshots here
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The 3 Levels of Text Privacy

Level - 2 - Redaction

place diagrams, figures, screenshots here
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The 3 Levels of Text Privacy

Level - 3 - DP-Fusion

place diagrams, figures, screenshots here

DP-FUSION MECHANISM PAGE 08



DP-FUSION
DP-FUSION

MECHANISM 10 /17

The DP-Fusion DPI Mechanism

DP-FUSION bounds the influence of private tokens on the output of an LLM

place diagrams, figures, screenshots here
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The DP-Fusion DPI Mechanism

Theoretical Guarantees

place diagrams, figures, screenshots here
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Baselines - DP - Prompt

place diagrams, figures, screenshots here
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Baselines - DP - Decoding

place diagrams, figures, screenshots here
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Performance: Win - Rate

place diagrams, figures, screenshots here
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Win-Rate (row beats column) of paraphrases
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Performance: Privacy vs Utility

place diagrams, figures, screenshots here
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DP-Fusion perplexity vs epsilon
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Performance: Privacy vs Utility

place diagrams, figures, screenshots here
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Privacy-vs-Utility: DP-Prompt and DP-Decoding across their respective parameter settings
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Performance: Privacy vs Utility

place diagrams, figures, screenshots here
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Perplexity (utility) and ASR (privacy) are reported with Candidates = 5, random guessing gives 20% ASR.


