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Rise of Computer-Use Agents (CUAs)

● Shift from Browser-Use Agents BUAs to Computer-Use Agents CUAs

● CUAs are AI agents provided with full system access, including mouse clicks, 

keystrokes, and arbitrary command execution



Security Risks

● Prior research has largely focused on text-based attack vectors (e.g., HTML-level 

vulnerabilities for BUAs)

● End-to-end consequences of system-level threats via the visual channel remain 

underexplored



VPI-Bench: Composition
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VPI-Bench: End-to-End Threat Model
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VPI-Bench: Example 1 (Messenger Platform)
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VPI-Bench: Example 2 (Booking Platform)
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VPI-Bench: Metrics Definitions
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VPI-Bench: CUA Behavior Statistics & Analysis

● Sonnet-3.5 is generally more conservative than Sonnet-3.7

● Distribution of behaviors varies significantly across platforms



Additional Experiment: Semantic Relatedness
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Additional Experiment: Defense Methods

1. Fine-Tuning & Framework-Level Defense Layers:

BUAs
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Anthropic’s 
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part of Anthropic’s 
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 2. Proprietary classifier to 
detect prompt injections



Additional Experiment: Defense Methods

2. System Prompt Defense:

○ Defense prompt does not have any significant impact on the overall SR and AR

○ Alternative approaches to system prompts should be explored 



Securing Agents
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● Introduce an independent 
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● Intercept unsafe behaviors
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between human and agent 
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