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VEAttack: Downstream-agnostic Vision Encoder 

Attack against Large Vision Language Models



Background
➢ LVLMs typically serve as foundation models for diverse multimodal tasks.

➢ Two stubborn challenges for attacking LVLMs lie in efficiency and task generalization.

➢ Given that traditional adversarial attacks focus on specific tasks and the increasing parameter 

scale of LVLMs, VEAttack aims to alleviate task-specific dependency and reduce the 

computational overhead.

➢ Black-box attack FOA-Attack struggles to achieve a high score reduction rate (SRR) of LVLM 

performance, despite employing larger perturbations.



Motivation
➢ A gray-box attack targeting a foundational LVLM module provides better trade-offs among 

efficiency, transferability, and practicality since only partial parameters are required and 

overfitting to a specific LVLM task is relaxed.

➢ Drawing from traditional vision tasks, where a strong vision backbone enhances downstream 

task success, and recognizing the critical role of the vision encoder in LVLMs for overall 

performance, we target the vision encoder of LVLMs for attack.



Redefine adversarial objective
➢ White-box Attack:

➢ Redefined objective:



Framework

➢ we can treat the attacks in adversarial training algorithms proposed by black-box attack 

and robust CLIP work:



Vision encoder attack

➢ VEAttack Objective:



Experiments



Observation



Observation

robustness Attack transferability



Observation



Thank you for 

your listening
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