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Multimodal Alignment Has Blind Spots
Alignment stages use a fixed chat template vulnerable to structural manipulations!
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Role Tokens

Modality Tokens Instruction

Existing attacks modify query content — but what if we change the structure instead?



Role Confusion
What happens if we swap <|user|> and <|assistant|> tokens?
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swap

user–assistant role alignment asymmetry propagates harmful behaviors!



Modality Manipulation
What happens if we alter the position of the <|image|> token ?
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Altering the position of the image token leads to distributional 
shifts and disrupt the learned refusal behavior !

place at end of query

place at the start of the assistant’s response



Role-Modality Attacks (RMA)
Purely structural attacks — no query modification, no parameter access required !

Role Confusion Modality Manipulation Compositional



Attack Configurations
4 modality positions × 2 role-swap states = 8 distinct structural attack settings

Role Confusion Modality Manipulation Attack Settings

• No role switching
• Swap

• No image token
• Img pos:  default position
• Img end:  after query
• Img out:  start of assistant response

• no img no swap  (default)
• swap              (no image token, just role swap)
• Img pos               
• Img pos_swap
• Img end                
• Img end_swap
• Img out
• Img out_swap



Why RMAs Work?
Attack vectors align with the negative refusal direction in the activation space !

Refusal Features (RF) — Difference-in-Means

Attack Vectors 

High cosine similarity between attack vectors and −RF across all layers 



How RMAs Shift Representations?
Adversarial prompts move from the harmful to harmless region in activation space!

Each attack setting causes distinct shift; composed attacks produce denser blue clusters.



Mitigating RMA with Adversarial Training
Teach the model to decide based on content, not structure!

Training Objective

map harmful queries to refusals preserve benign responses 
for harmless queries

language modeling loss



Effectiveness of RMA

Composed attacks dramatically increase ASR — adversarial training brings it 
back to near-zero!

LLaVA
highly vulnerable to both attack types

Phi-3.5
more sensitive to role confusion than modality

Qwen
robust individually, vulnerable when composed



RMAs with Jailbreak Attacks
Composing most attacks with RMA significantly increases ASR !

Mean ASR across attacks rises from 35.7% → 84.1% in Qwen.

Projection analysis explains 
edge cases where 
composition reduces ASR



Thank you!

Feel free to shoot me an email to discuss anything!
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